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ABSTRACT Smart factory systems have been introduced to prevent the decline in overall equipment
effectiveness caused by the presence of defects within factory manufacturing equipment. In this context,
it is crucial to predict process downtime using manufacturing equipment data and take preemptive actions.
However, anomaly detection models for preemptive actions have limitations in labeling anomaly alarms.
Moreover, from real-time data collection to model deployment, it needs to consider the model-based service
implementation for stakeholders. Our research develops a hybrid deep learning-based anomaly detection
model that does not require data labeling. The advantage of this model stems from its ability to identify
anomalous patterns via the reconstruction of the sequential progression inherent in the data. According to our
experimental findings, the proposed hybrid model demonstrated superior efficacy compared to alternative
anomaly detection algorithms. By preemptively predicting downtime within the manufacturing process,
it contributes to enhanced production efficiency. Furthermore, we develop an anomaly detection system
based on a real-time service framework from the data collection step to improve the activation of smart
factories. This research contributes to the literature on the monitoring and management of anomaly detection
in smart factories. It also has practical implications for the manufacturing industry by recommending
efficiency measures for smart factories to reduce downtime in manufacturing processes and improve product
quality.

INDEX TERMS Anomaly detection, deep learning, predictive maintenance, smart factory, manufacturing
process.

I. INTRODUCTION
In recent years, there has been a surge in the adoption of smart
factories as manufacturers strive to increase their competi-
tiveness in response to changing market demands In smart
factories, manufacturing equipment data, collected from con-
nected Internet of Things devices or sensors, is monitored and
controlled in real-time using sophisticated software systems
[1], [2]. As a result, manufacturers can expect increased
productivity, decreased downtime and maintenance costs,
and improved product quality [3], [4], [5]. Despite data-
driven efforts, however, smart factories have not effectively
addressed the issue of delays caused by downtime during
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manufacturing processes [1], [6]. Downtime reduces the out-
put and is associated with machine repair and maintenance
costs, potentially resulting in significant financial losses.
Early detection and adjustment of anomalies can increase
equipment stability by up to 40% and extend the equipment
life by up to 25%.1 It is thus critical to prevent downtime in
smart factories by detecting anomalies in the manufacturing
process beforehand.

Various efforts have been made to prevent process down-
time in smart factories using equipment data [5], [6], [7].
These efforts aim to build a supervisory control and data
acquisition (SCADA) based smart factory system that can

1https://www.ibm.com/blogs/internet-of-things/iot-predictive-
maintenance-optimize/
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preemptively handle downtime using various time-series
data, such as equipment status, temperature, and humidity,
originating from process sensors [2], [8]. As a result, factors
such as product types and weather temperatures that signifi-
cantly influence production efficiency degradation caused by
manufacturing downtime have been identified [1]. Despite
the need for substantial investment in infrastructure through
technology implementation within smart factories, preemp-
tive measures against downtime through technical capabil-
ities are still required [8]. In other words, the reality is
insufficient to tackle tasks such as the development of capa-
bilities for new technologies among workers [9]. This can
be explained by the fact that, as more complexity is added
to AI technology operations, the sustainability of technology
operations decreases [10], [11]. From an organizational per-
spective, solutions, including technology, should be tailored
for self-operation by relevant organizations with minimal
effort [12].
It is crucial to increase production efficiency and reduce

production costs by detecting potential errors in advance
using manufacturing process time-series data and securing
additional production volumes [13]. Previous studies have
detected anomalies using statistics-based estimation and
machine learning (ML)-based algorithms. Most of these
studies, however, have not considered the time-series charac-
teristics of the data [14]. Long short-term memory (LSTM)
has recently emerged as a powerful technique for learning
long-term dependencies and effectively representing relation-
ships between current and previous events, suggesting that
stacked LSTM networks are suitable for anomaly detection
in time series [13], [15], [16]. LSTM-based methods per-
form better in multivariate time-series data than ML-based
methods [13], [17]. Furthermore, although earlier research
was inclined towards supervised learning due to data label-
ing issues, it has now expanded to embrace unsupervised
learning-based multivariate anomaly detection methods [15],
[18]. There is still a limit to having high noise for abnormal
labels [19]. It also needs to consider model deployment
from real-time data collection to model placement. In smart
factories, detecting anomalies early can reduce unexpected
failures through immediate repairs or system maintenance.
Abnormal conditions must be identified in advance through
data-driven approaches during normal manufacturing
processes.

This research aims to identify abnormalities in the pro-
duction process by utilizing an unsupervised learning LSTM-
autoencoder model. The model considers the manufacturing
equipment anomaly alarm data’s noise, which is capable of
functioning effectively in actual factory settings. To evaluate
the appropriateness of the proposedmodel, we performmodel
training using 12-month equipment data collected from actual
manufacturing and conduct experiments on three real prod-
uct codes. Through this, we verify an effective method for
detecting early signs of anomalies in multivariate time-series
data. From the model deployment perspective, our study

further presents a systematic approach that can proactively
respond in the field by predicting downtime situations in the
packaging process using BentoML, which has high practical
applicability. We anticipate practical implications from this
research, such as strengthening the business value chain and
improving work processes, by monitoring anomaly detection
within smart factories.

II. RELATED WORKS
It is crucial to detect anomalies in the manufacturing equip-
ment data collected in smart factories. Through this, better
decision-making can improve production efficiency in manu-
facturing processes. We investigate deep learning (DL)-based
anomaly detection models suitable for multivariate time-
series data, drawing insights from the relevant literature for
practical applications in factories.

The auto-regressive integrated moving average (ARIMA)
statistical model has been used for anomaly detection in pre-
diction problems involving linear time-series data. However,
it proves unsuitable for nonlinear multivariate time-series
data [20]. The recurrent neural network (RNN) model fun-
damentally learns time-series characteristics using nonlinear
activation functions in the data. A comparison of ARIMA and
LSTM for time-series predictions revealed an average error
reduction rate of approximately 80% [21]. This demonstrates
that DL models surpass statistical models.

Chalapathy and Chawla [22] comprehensively investigated
anomaly detection methodologies suitable for multivariate
time-series data through hybrid DL approaches. Hybrid DL
approaches primarily use autoencoder algorithms as vari-
able extractors within hidden variable vectors and then
employ traditional anomaly detection algorithms such as
one-class support vector machine (OCSVM) and support vec-
tor data description (SVDD) [16]. These anomaly detection
model structures integrate separate networks like convolu-
tional neural networks (CNNs) and LSTM with OCSVM
or SVDD, which are not typically applied to multivariate
time-series data. To handle multivariate time-series data for
anomaly detection, structures formed by DL network combi-
nations such as CNN–fuzzy neural network (FNN), LSTM–
FNN, CNN–bidirectional LSTM, and restricted Boltzmann
machine–LSTM–FNN have been introduced [23], [24], [25].
More complex structures should thus be used in DL models
to achieve high performance in anomaly detection with mul-
tivariate time-series data [18], [19], [26]

Nguyen et al. [13] proposed an LSTM–autoencoder model
for anomaly detection using multivariate time-series data.
They, however, did not consider the practical application
in actual factory environments [16], [27]. Because of this
issue, SCADA systems were integrated with manufactur-
ing systems to make appropriate decisions in real-time [8],
[28]. The need for efficient utilization of real-time integrated
systems was emphasized for monitoring manufacturing pro-
cesses and detecting real-time anomalies [16]. Antonini
et al. [29] proposed an end-to-end adaptive and configurable

VOLUME 11, 2023 93369



K. S. Lee et al.: Enhanced Anomaly Detection in Manufacturing Processes Through Hybrid DL Techniques

FIGURE 1. Manufacturing factory - product flow process.

anomaly detection system using the Tiny-MLOps methodol-
ogy. They designed a TinyML pipeline considering industrial
environments from data sampling, feature extraction, model
training, and inference to anomaly event notifications. The
proposed Tiny-MLOps approach demonstrates the suitability
of real-time anomaly detection models in smart systems [10].
Previous research has not yet considered another important
issues such as the optimization process for training the best
model considering the factory environment and methods to
apply the model within the manufacturing process [2], [30].

TABLE 1. Related studies on anomaly detection.

As presented in Table 1, previous studies have focused
on developing DL-based anomaly detection models using
multivariate time series data from manufacturing processes
[27], [31]. The objective of these studies was to improve
the predictive performance of the models. These studies
have employed complex DL architectures rather than simple
network structures to achieve enhanced outcomes [2], [13].
Moreover, these studies have sought to advance smart sys-
tems by proposing ML frameworks that consider real-world
factory environments [11], [32]. Consequently, there is a
need to introduce practical anomaly detectionmodels suitable

for manufacturing processes. Our study aims to address the
limitations identified in the literature. Building upon prior
research, we adopt a hybrid DLmodel to analyze multivariate
time series data and propose an approach to enhance the
deployment of the model by considering the specific context
of manufacturing processes.

III. METHODOLOGY
A. PRODUCT FLOW PROCESS
Downtime in the product-packaging line occurs at the Packer
step (see Fig. 1). Products move from the Bundle Packer step
(Fig. 1(a)) to the Half Tray Packer step (Fig. 1(b)). During
this product flow, environmental factors such as mechanical
malfunction may result in conducting or packaging defects.
Because of this downtime, the product cannot move to the
Shrink Packer step (Fig. 1(c)), causing time delays in theman-
ufacturing process. The equipment problem is acknowledged
to have resulted from multiple environmental factors present
during the manufacturing process. Conducting data-driven
analysis is thus to find viable solutions. This study builds an
anomaly detection model for the product-packaging line to
increase the efficiency of the factory manufacturing equip-
ment. Furthermore, the proposed anomaly detection model
should be operated for the management and maintenance of a
smart system. A real-time framework procedure is imperative
to identify anomalies and emit warning alerts within a smart
system.

B. APPROACHES FOR ANOMALY DETECTION
Our research considers two approaches for detecting anoma-
lies in the manufacturing process based on equipment data
(Fig. 2 (a)). First, we consider a supervised learning approach
using anomaly alarm data. This approach identifies downtime
points using data on previously occurred anomaly alarms
[33]. However, the results of the anomaly detection model are
significantly affected by the anomaly alarm selection results
[19], [34]. In contrast, there is an unsupervised learning-based
anomaly detection model approach that uses patterns in
manufacturing equipment data. This approach automatically
learns the widespread characteristics of the data and detects

93370 VOLUME 11, 2023



K. S. Lee et al.: Enhanced Anomaly Detection in Manufacturing Processes Through Hybrid DL Techniques

FIGURE 2. Two approaches for anomaly detection.

unusual data as anomalies. There is, however, a drawback in
that it is difficult to validate the performance of the anomaly
detection model in this approach [18], [19]. Considering the
challenges, this study employs a suitable detection model
approach within the manufacturing context. This is achieved
by conducting interviews with practitioners and combining
their domain expertise with AI technology to develop an
efficient system architecture [9], [11], [35]. Furthermore, this
study proposes real-time model utilization methods, such as
early warnings in the manufacturing process, by building an
anomaly detection model through a step-by-step procedure
(Fig. 2 (b)).

Our study is based on the design science research method-
ology [36], which combines information systems and com-
puter science. According to the design science methodology,
we define the limitations and problem phenomena of existing
situations and propose solutions. Following the guidelines
of design science research [37], we develop an anomaly
detection model, verify the prediction results, and evaluate
its performance for validity. We further consider real-time
predictionmodel applicationmethods, taking into account the
process environment [9], [12].

Stemming from the design science paradigm, the sequence
for real-time deployment of the anomaly detection model
is articulated as follows: Step (1) involves collecting man-
ufacturing equipment data from the factory. We collect data
from the data lake, including bundle packer (BDP) equipment
data, anomaly alarms, and production information data. Step
(2) involves the analysis of manufacturing equipment data
and data preprocessing for the anomaly detection model. We
identify downtime factors through exploratory data analysis
and select variables to perform data cleaning and merging.
Step (3) involves the development process of the anomaly
detection model. We develop a prediction model for anomaly
detection based on previous manufacturing equipment data
and evaluate it by comparing it with downtime points. Step
(4) proposes application methods for the real-time anomaly
detection prediction model within a factory. This study pro-
poses specific methods for applying the model created in
the data lake to the factory system. Step (5) is the phase
where anomalies in the process are predicted in real-time.
It refers to the process of detecting anomalies by collecting
data generated in the factory in real-time. Finally, Step (6)

performs prediction using the applied anomaly detection
model in the system and provides early alarms for the
results.

C. DATA COLLECTION
Our study uses manufacturing equipment data stored in a
smart factory operated by Company XYZ. Company XYZ
is the largest beverage company in South Korea and has a
strong presence in overseas markets such as China, Southeast
Asia, and the United States. The company extensively utilizes
process data as part of its adoption of smart factory systems to
enhance business competitiveness and production efficiency.
When the factory operates continuously to produce products,
a time-series log record is automatically stored on the factory
server. Facility inspections are conducted regularly, typi-
cally at least once a month. Additionally, there is an annual
one-month period dedicated to comprehensive facility over-
haul, involving complete disassembly, inspection, and repair.
Prior to initiating standard production cycles, preliminary
test runs spanning approximately 0.5 to 1 hour are executed.
Thesemeasures ensure the strict maintenancemanagement of
the facility and help control any potential impact of machine
conditions.

From November 2021 to November 2022, we collected
process equipment data at 3-second intervals, such as
time-series sensor log and anomaly alarms. The data used
for our study was collected from the production environment,
specifically from the Bundle Packer (BDP) and Half-Tray
Packer (HTP) systems. In our study, we collected data on
diverse variables indicative of the production environment,
complemented by readings from other sensors deployed
within the facility. For example, temperature modules pro-
vide information about conditions within the system while
environmental variables capture the surrounding indoor tem-
perature and humidity. Such variables elucidate the envi-
ronmental dynamics influencing the production mechanism.
Lastly, the aging variable represents the elapsed time since
the manufacturing units started and can provide insights into
the operational duration of the system. These can be inte-
grated with product information to identify the history of each
product. Each product contains a number of product codes
(PO_CDs) as product information. For example, a product
(e.g., a can product of Coke) has its unique product code over
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FIGURE 3. Framework overview. To apply the developed anomaly detection to the actual smart factory, the following steps were taken: (1) a workflow for
data preprocessing and modeling was implemented, (2) the trained model was implemented for real-time service. And real-time data collection was
performed to obtain input data for the trained model, including preprocessing, and (3) an alarm notification indicating the anomaly status was presented
through real-time inference.

TABLE 2. Data variables summary.

time (e.g., ∗-00 at 09:00am,∗-60 at 09:01am). We developed
an anomaly detection model for the collected manufacturing
equipment data using the features listed in Table 2.

D. MODEL SERVICE FRAMEWORK
Fig. 3 describes the real-time anomaly detection framework
in our study. The collected manufacturing equipment data
undergo preprocessing, followed by the anomaly detection
modeling process. We then establish an in-plant model ser-
vice for real-time anomaly detection applications and develop
a model that detects anomalies in real-time by receiving input
data from the process.

To interpret the data collection and processing in the tar-
get factory context, we conducted domain-based interviews
with five practitioners (two plant operation managers, one
production operation manager, and two data organization
members). The interview revealed that the collected anomaly
alarm data includes noisy data and is not accurate regarding
downtime occurrence. Based on the feedback, we refined the
anomaly alarm data and defined an abnormal pattern interval
for downtime. Specifically, we did not adopt a supervised
learning-based model approach because of the problem of
noisy data labeling. Instead, we developed an unsupervised
learning-based model that learns only from normal data and
detects abnormal patterns. The unsupervised learning-based
model needs to learn only normal data, which requires data
refinement. Because the collected alarm data allow us to
understand the normal time-series flow of equipment data,
BDP RIDS and CPM variables are used for normal data
refinement.

In addition, to minimize noisy and duplicate values in
normal data, we preprocessed the manufacturing equipment
data at 3-second intervals into 1-minute intervals, which will
be used only for model learning. The 1-minute training data is
transformed using a time-series smoothing method to address
unnecessary variability. In the actual factory environment,
the test data uses 3-second intervals. To develop a real-time
anomaly detectionmodel, we need to considermodel learning
and the number of models. However, learning individual
models using product codes creates difficulties in generating
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models for all products. In addition, there are distribution
differences in time-series data (e.g., temperature, airflow) by
product type. For this reason, we develop amodel by selecting
9 product types.

This study thus develops an unsupervised learning-based
anomaly detection model that considers only normal patterns
due to the issue of anomaly alarm data labeling. We refine
the existing manufacturing equipment data into normal data
and preprocess them to reflect time-series properties. Further-
more, we consider real-time anomaly detection models and
construct models and pipelines considering data attributes by
product type. To optimize the performance of the anomaly
detection model, we use three datasets for development. We
construct a training set for model learning, use a validation
set for parameter estimation, and a test set to verify whether
the model classifies abnormal and normal intervals from
manufacturing equipment data.

IV. RESULTS AND EVALUATION
A. MODEL DEVELOPMENT
Our study conducted domain interviews with industry experts
to understand the data characteristics and system environment
of smart factories. First, the data collected from the manufac-
turing process was noisy in terms of abnormality labels. Fur-
thermore, for real-time anomaly detection, we need a model
that receives and processes sequentially flowing data as input.
Therefore, we considered an unsupervised learning-based
model without abnormality labels. We developed an unsuper-
vised learning-based model for the application of a real-time
anomaly detection algorithm (Fig. 4). This concept involves
detecting anomaly sequence data in a real environment when
a model pre-trained with only normal data receives input.

FIGURE 4. Conceptual anomaly detection model development.

Our manufacturing process involves multivariate time
series data. The utilization of LSTM-autoencoder for
anomaly detection in such data has demonstrated numerous
advantages in various research studies [27], [30], [31]. An
autoencoder is an unsupervised neural network model that
uses unlabeled data. It compresses input data to reduce their
dimensions and then expands and restores the data to recon-
struct them [38]. An encoder converts high-dimensional input
to a low-dimensional representation and a decoder expands
the dimensions to restore the data. The model learns by

updating parameters to make the input data in the encoder
and the restored data in the decoder identical. The ability of
an autoencoder to restore input data can be used to detect
abnormal anomalies [2]. That is, it trains on normal data only
and detects abnormal patterns in parts that cannot be recon-
structed [13]. The input data (i.e., process sensor data) require
sequential information flow characteristics [39]. Therefore,
we develop an LSTM–autoencoder that combines an autoen-
coder capable of detecting anomalies with an LSTM capable
of reflecting sequential time-series information. The LSTM-
autoencoder comprises a network of LSTM units serving
as both the encoder and decoder. The LSTM’s capability
to capture temporal dependencies in multivariate data over
extended sequences makes it well-suited for tasks such as
time series prediction and anomaly detection [13]. Specifi-
cally, it can be leveraged to detect anomalies in multivariate
time series solely based on normal instances [15]. This holds
significant practical implications for our manufacturing pro-
cess, as access to abnormal data is not always feasible.

FIGURE 5. LSTM-autoencoder network architecture illustration.

The LSTM–autoencoder model is a neural network model
that uses an autoencoder (encoder–decoder) structure and
an LSTM architecture for time sequence data (Fig. 5). In
general, the architecture comprises an input layer, an output
layer, an encoder-decoder neural network, and a repeat vector.
The input sequence data are moved to overlap the window
size from multivariate variables. This compresses the input
sequence data into a repeat vector through the LSTMmodule
in the encoder. In the decoder, the feature vector converted
from the encoder is restored in the reverse order of the input
sequence data and then output. In this process, the difference
between the input sequence data and the reconstructed output
sequence data is calculated. Specifically, when presentedwith
an input X ∈ Rm, the encoder compresses x to derive an
encoded representation Z = e (x) ∈ Rn. Subsequently,
the decoder reconstructs this representation to produce the
output X̂ = d(z) ∈ Rm. During training, the autoencoder is
optimized byminimizing the reconstruction error (MSE). The
newly defined unsupervised learning approach of LSTM–
autoencoder is applied to the manufacturing equipment data
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to learn normal time-series data. It can detect abnormal
intervals based on the difference between actual data flow
and predicted patterns (Fig. 4). This approach is suitable for
environments that receive real-time data from manufacturing
processes and detect anomalies [39], [40].

In our study, we develop an anomaly detection model
using unsupervised learning. To evaluate the performance of
the unsupervised learning model, we consider reconstruction
error and anomaly score [41].

e(i) =

∥∥∥x(i) − x̂(i)
∥∥∥ , (1)

a(i) =

(
e(i) − µ

)T
6−1

(
e(i) − µ

)
, (2)

The reconstruction error is a method for calculating the
error for restoration during the anomaly inference process,
utilizing the absolute error, as shown in Equation (1). The
anomaly score, as shown in Equation (2), represents the
abnormality measure of point i using the mean and covari-
ance. If the anomaly score exceeds a specified Threshold(τ ),
point (i) is defined as an abnormal interval when a(i) > τ .
Through this, it is possible to determine the abnormality of
each point and interval during the inference phase and by
using specific criteria, it can be used as an alarm for anomaly
indicators such as warning lights or anomalymonitoring [18].

B. MODEL EVALUATION
This study evaluates the performance of the unsupervised
learning-based LSTM–autoencoder using a test dataset con-
sidering real-time environments. The anomaly detection
model was trained on a 1-minute basis using a lot of Product
Information (PO_CD) collected over a year. The evaluation
units for the test set, which is considered a real-time factory
environment, are set at 3-second intervals to evaluate the
performance of the model.

FIGURE 6. Examples of anomaly score by calculating reconstruction error
(x-axis: timestamp, y-axis: reconstruction error or anomaly score).

The anomaly detection model calculates the reconstruction
loss, computes the anomaly score, and derives the anomaly
classification results. When the volatility of the time series

trend of the reconstruction loss changes, the anomaly score
increases due to the covariance calculation (Fig. 6). The
performance of the anomaly detection model is evaluated by
checking the HTP Alarm and HTP RIDS at points with high
anomaly scores (Fig. 7). The yellow areas indicate anomaly
patterns according to the actual HTP variables. The experi-
ment tests three product codes (PO_CDs) from one product
in an actual process environment. In this setting, the product
operates for 1–6 hours, with a test set recorded at 3-second
intervals. We also benchmark our proposed model’s perfor-
mance against a baseline model to validate its feasibility. The
base model employs a supervised learning-based LSTM.

FIGURE 7. Experimental results. We selected three random PO_CDs from
products with high production. The experimental times were divided into
different time bands (x-axis: timestamp, y-axis: anomaly score).

C. MODEL HYPER-PARAMETER
Among the collected data, 90% of the HTP variable con-
sists of alarms associated with signs of abnormalities in the
bundle packaging machine (packaging defects) and serves as
an indirect signal for manufacturing downtime. The HTP-
labeling alarm can confirm the downtime status in the actual
manufacturing process and identify the abnormal point in
the manufacturing process equipment data [18]. As a result,
our study adjusts the threshold, which is the criterion for
the anomaly score, and the parameters of the unsupervised
learning-based LSTM–autoencoder using the HTP Alarm
and HTP RIDS variable (Fig. 8). Anomaly alarms for the
manufacturing process could not be used because of labeling
noise issues [37]. However, with status labels like the IDEL
state in HTP RIDS, we can pinpoint the abnormal sections in
the actual process [18]. The anomaly detection model used in
our study explores the threshold value for the anomaly score
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using HTP RIDS. The optimal threshold is determined using
a grid search method based on the minimum and maximum
anomaly scores derived from the validation set. The anomaly
pattern of the LSTM–autoencoder model is optimized by
comparing it with the HTP RIDS, defined as an abnormal
duration section.

FIGURE 8. Examples of optimizing thresholds for anomaly alarms (x-axis:
timestamp, y-axis: anomaly score).

After constructing the LSTM–autoencoder model, we ini-
tiate a parameter optimization process to fine-tune each
anomaly detection model’s performance (Table 3). This
study determines the parameters by searching for the
best-performing parameters using the HTP RIDS variable,
which can identify abnormal sections. The parameters of
thresholds for anomaly alarms and the LSTM-autoencoder
model are set using the validation set. The anomaly pattern
detection performance of the prediction model is evaluated
on the test set that considers a real-time factory environment.

TABLE 3. Hyper-parameters for the best parameters of each model.

We explored various hyper-parameter configurations dur-
ing the model development process. The learning rate was
considered in the range of 10−5 to 10−1, and batch sizes were
varied from 32 to 128. Among different activation functions
including Softmax, Sigmoid, tanh, and ReLU, we adopted
ReLU. For the optimizer, we selected Adam, preferring it
over SGD, Momentum, and others. To investigate the impact
of network structure, we experimented with 2, 3, 4, and 5
LSTM layers, along with window sizes of 3, 5, and 10. The
autoencoder’s repeat vector was examined with latent sizes
of 3, 5, 7, and 9. To mitigate the risk of overfitting in deep
neural networks, we implemented early stopping and incor-
porated dropout layers into the model architecture. To opti-
mize the performance, all case models in the study underwent
hyperparameter tuning. Due to space limitations, only the
performance statistics of the models with the best-performing
hyperparameters are reported.

D. COMPARISONS OF MODEL RESULTS
The experimental results demonstrate that the anomaly score
sharply increases in abnormal sections while staying low in
normal sections (see Fig. 7). This pattern allows us to estab-
lish a threshold based on the anomaly score. This threshold
can be used to set the alarm status for periods of anomalous
patterns, especially in real-time anomaly alarm services. For
instance, in the case of Product A, an alarm can be triggered
for an outlier interval when the threshold is greater than or
equal to 0.013. We conducted a comprehensive comparison
of the manufacturing process status by utilizing the HTP
variables in the abnormal sections identified through the
model (high-score points). The yellow area denotes the occur-
rence of an HTP Alarm and signifies the downtime point in
the manufacturing process. It enables effective identification
of the HTP status in sections with relatively high anomaly
scores. Conversely, sections with low anomaly scores exhibit
a generally low frequency of HTP alarms and HTP RIDS.
Quantification of the model’s performance was accomplished
by specifying thresholds for anomaly alarms using HTP
variables (Table. 4). Despite being an unsupervised learning
method, the proposed model demonstrates superior perfor-
mance compared to the baseline model.

TABLE 4. Comparison of baseline model performance results.
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FIGURE 9. Considerations for configuring a real-time service model based on the practitioner’s organizational environment.

TABLE 5. Model performance for each product based on a threshold.

We conducted performance comparisons with other base-
line models to justify our model selection [2], [13], [22].
One-Class Support Vector Machine (OCSVM) is a variant
of Support Vector Machines that addresses binary classifi-
cation problems by distinguishing normal and anomalous
data. Support Vector Data Description (SVDD) is an unsu-
pervised learning algorithm that leverages only normal data
from a single class to establish a boundary and detect outliers.
Long Short-Term Memory (LSTM), as a recurrent neural
network, is well-suited for capturing long-term dependencies
and modeling sequences of extended length. The comparison
with the baseline model shows that the LSTM-AE model is
superior. This supports that the unsupervised learning-based
reconstruction approach is suitable and superior in our man-
ufacturing process context [13]. We further confirmed the
performance of our proposed model, focusing specifically on
three product codes as shown in Table 5. Our findings demon-
strate that the proposed method exhibits superior capabilities
in forecasting multivariate time series data. It is important
to note, however, that this comparison is based on actual
anomaly labels and may not necessarily reflect a fully precise
outcome. In other words, it is worth noting that false alarms
with high anomaly scores may occasionally arise in normal
sections. To address this concern, future real-time services
can adjust false alarm rates by modifying the number of
parameters of learning for the specific product [37]. Addi-
tionally, we propose adopting a multi-label (normal, warning,
abnormal) approach for anomaly alarms instead of a binary
(normal and abnormal) classification [32].

E. SERVICE MODEL DEVELOPMENT
To use the anomaly detection model in a real-world manu-
facturing environment, it is necessary to consider optimizing

the model for optimal performance, such as hyperparameter
estimation and determining the threshold for abnormal sec-
tions. The convenience of redeploying the anomaly detection
model, learned from new data, should also be considered [11],
[29]. Traditionally, real-time service models are operated
by data operations organizations, which are well suited to
re-modify models or operate real-timemodels (see Fig. 9 (a)).
However, interviews with practitioners reveal that manufac-
turing processes in smart factories lack data development
organizations and that it is difficult to redeploy models in
practice. The convenience of model optimization should be
considered without the help of a data development organiza-
tion inmany cases [10], [32].We consider a design that allows
for repackaging and deployment of models without involving
the development and operations (DevOps) organization (see
Fig. 9 (b)).
Our study uses the BentoML library to build a real-time

service model, considering the convenience of real-time
deployment of the anomaly detection model. BentoML is
an online prediction-serving library that returns results as
soon as the model requests them and supports various ML
frameworks (e.g., Scikit-Learn, PyTorch, and Tensorflow2)
and DL libraries (e.g., Transformers and PyTorch Lightning).
BentoML is used because convenience in smart factory man-
agement and inference speed is important.

FIGURE 10. Configuring the service model in the factory.

Fig. 10 illustrates the procedure for using BentoML. First,
we develop the LSTM–autoencoder model and store it on the
server. The model artifact step involves saving it in a format
suitable for the BentoML library. BentoML has the advantage
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of being able to package artifacts optimized according to
the model type (e.g., Transformers and Scikit-Learn), and
the artifacts can include model weight files, tokenizers, and
others. Bento Service is the most basic component for con-
figuring the inference service of the model using BentoML.
It is a single unit containing a summary of everything required
for the prediction execution of the model. An application
programming interface (API) object can be declared in the
decorator format of Bento Service (@api). It defines the infer-
ence logic for the input data, and settings such as input/output
format and batching are possible through Adapters. Finally,
containerization is performed through the dockerization of an
API server to generate prediction results according to data
requests. BentoML has the advantage of easy handling during
the dockerization process and supporting integration with the
Model Management library (Yatai), which serves as storage
for trained models.

FIGURE 11. Real-time service model API test results.

As depicted in Fig. 11, a real-time service model is built
using BentoML, and it provides the response result for
the requested data. When sending data in the JSON string
format, the trained anomaly detection model returns a pre-
dicted value. This inferred return value can be used to check
anomaly alarms by specifying anomaly sections through the
threshold among the previously trained parameters. The pre-
diction time can be confirmed immediately using real-time
data. Thus, our study presents specific utilization strategies
for the BentoML library, specialized in real-time service
deployment, to develop a fast anomaly detection infrastruc-
ture for smart factories.

V. DISCUSSION AND IMPLICATIONS
A. DISCUSSION
Smart factories are actively investing in AI fields such as
anomaly detection to improve their business competitiveness
and production efficiency [9], [11]. Previous studies have not
considered issues arising from the development of anomaly
detection models, such as data labeling. There also has been a
lack of research reflecting the real-world environment within
smart factory systems [2], [13], [22]. Going beyond pre-
vious research, our study developed an anomaly detection
model that can apply real-time services in the manufacturing

process following the procedures of the design science
method, considering the data labeling issue.

Previous studies on anomaly detection have attempted to
predict anomalies in the manufacturing process using various
AI technologies. However, they have faced obvious limita-
tions regarding data noise and real-time operation models
[34], [42]. A supervised learning-based LSTM model with
alarm notification was suggested for detecting anomalies in
manufacturing process data. This approach could provide
predictive maintenance alerts before anomalies occur. How-
ever, when manufacturing equipment data contains signifi-
cant labeling noise, supervised learning-based models may
struggle to accurately detect anomalous patterns [18], [34].
In contrast, our study developed an unsupervised learning-
based LSTM-autoencoder model that does not require target
labeling. This approach has the advantage of reliably detect-
ing anomalous patterns in real-time time-series process data.
It overcame the limitations arising from insufficient abnormal
data [42]. Our study also proposed an optimal hyperparameter
explorationmethod using various manufacturing process data
and equipment alarm data. To verify the feasibility of the pro-
posed method, we evaluated it using three product codes. The
performance evaluation results showed that abnormal pat-
terns occurred more frequently in sections with high anomaly
scores. Our study highlights the need to identify and address
early downtime situations such as ‘‘molding defects’’ and
‘‘product falling’’ in the manufacturing process by detecting
anomaly patterns in real-time through unsupervised learning.

To enhance the practical applicability of our work, we sug-
gest providing simple physical explanations for the pre-
dicted failures. In line with this, we conducted interviews
with domain experts to gain deeper insights into the poten-
tial causes of anomalies in manufacturing processes. These
interviews revealed the main empirical factors that lead to
anomalies. environmental factors such as temperature and
humidity cause more anomalous patterns, which in turn
lead to ‘‘molding defects’’. We propose labeling anomalies
based on these critical empirical factors. We are exploring
the incorporation of a multi-class classification scheme that
differentiates between ‘normal’, ‘warning’, and ‘abnormal’
states within the manufacturing process. By employing this
expanded taxonomy, we can shed light on the potential causes
of anomalous conditions and enhance the interpretability
of our anomaly detection system [5], [32]. This labeling
approach will offer a more meaningful understanding of the
underlying causes behind the predicted failures.

Furthermore, we developed a model considering real-time
operation services and presented practical application meth-
ods that can be used within the manufacturing process. Liter-
ature related to anomaly detection has focused on developing
algorithms to predict abnormal patterns using previous data
[2], [8], [28]. However, these studies do not consider the data
operation environment for developing models with real-time
operation services in mind. In contrast, our study devel-
oped an anomaly detection model that considers real-time
operation services. This model is designed for convenient
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deployment within smart factories using BentoML. This
approach was taken with the convenience of direct operation
in the manufacturing process in mind, rather than having
data development organizations develop and operate themod-
els themselves [12], [35]. BentoML was also suitable for
manufacturing equipment data at 3-second intervals, requir-
ing fast inference speeds. Through the anomaly detection
model considering real-time operation services, initiative-
taking responses to abnormalities are expected. As a result,
a more efficient smart factory system can reduce downtime
during the manufacturing process [43].

B. LIMITATIONS AND FUTURE RESEARCH
Despite our efforts regarding the application of LSTM-
Autoencoder for anomaly detection in a smart factory setting,
our study has several limitations and future research direc-
tions. First, our LSTM–autoencoder model is a DL algorithm
composed of many parameters and layers. However, there
still exists the black box issue: it is difficult to understand
the prediction results of anomalies using DL technologies
[5]. Explanations are required for the results predicted as
anomalies [5], [32]. We propose future research directions
that involve incorporating explanatory artificial intelligence
(XAI) methodologies, such as surrogate models, local inter-
pretable model-judgment explanation (LIME), and Shapley
Additive exPlanations (SHAP). These approaches aim to
provide insights into the underlying causes of anomalous
patterns and offer explanations for why anomalies occur. By
considering thesemethodologies, we aim to enhance the prac-
tical applicability of our work by providing simple physical
explanations for predicted failures and addressing their root
causes. These additions will bring significant value to smart
factory operators and practitioners seeking to understand and
mitigate anomalies in their operations.

Second, our research advances an unsupervised learning-
based anomaly detection model, obviating the need for
ground normal labels. Conventional anomaly alarm often
exhibit limitations in predictive efficiency due to significant
noise, necessitating an accurate assessment of the developed
model concerning anomaly alarms [19], [37]. In this context,
reconstruction loss and anomaly scores serve as quantita-
tive evaluation metrics; however, it is inherently limited in
its ability to definitively signal anomaly alarms. If future
research accomplishes precise data labeling for abnormal
alarms within manufacturing equipment and identifies the
optimal threshold, it could substantially further the field of
anomaly detection research [18].
Finally, our study developed an anomaly detection model,

optimizing the threshold parameter for anomaly scores uti-
lizing data from abnormal sections. Nevertheless, we did not
consider additional equipment alarm data, including optimal
learning cycles for products or specific product characteris-
tics (e.g., capacity, type, packaging material). By optimizing
the product cycle for future training, we anticipate improve-
ments in the performance of anomaly detection.

C. IMPLICATIONS FOR RESEARCH AND PRACTICE
The academic implications of our study are as follows. First,
our study differentiates itself from previous studies by devel-
oping an anomaly detection model using the design science
research methodology [9], [18], [37]. The significance of our
research lies in following the design science procedure for
problem-solving within smart factories, such as providing a
process and verifying prediction performance. The anomaly
detection model developed through this process can improve
the limitations of existing anomaly detection models in smart
factories by defining and proposing solutions to real-world
problems [9].

Second, this study has a contribution by developing and
applying a DL model based on unsupervised learning for
anomaly detection in smart factories [6]. Previous anomaly
detection literature has developed supervised learning-based
anomaly detection models based on anomaly alarm data.
However, these studies lacked concrete plans for real-time
services [33]. Our study has differentiated significance com-
pared with previous research by developing an unsupervised
learning-based anomaly detection model to address data
labeling issues and proposing a real-time prediction model
application plan within smart factories.

Finally, this study proposed a framework for real-time
anomaly detection integrated within smart factories. To mit-
igate the downtime during the manufacturing process, this
study proposed a classification and prediction model that
helps detect signs of anomalies using previous data from
SCADA systems. This integrated framework has demon-
strated applicability for detecting anomalies in real-time oper-
ation services. This approach can effectively perform periodic
learning of training data. As a result, by regularly updating
the parameters of the anomaly detection model within the
manufacturing system, the efficiency of real-time operation
model can be enhanced [8], [28]. By proposing an anomaly
detection framework from such an integrated perspective, it is
possible to explore implicit information about the perfor-
mance degradation state of subsystems in complex systems. It
is also possible to identify abnormal events during operation,
which can contribute to a real-time maintenance planning
program.

This study also has several practical implications. First,
by detecting and addressing issues that may arise in the
manufacturing process using anomaly detection models, it is
possible to improve production efficiency [43]. That is,
by proactively detecting and addressing abnormal situations
occurring in the packaging line of the manufacturing process,
we can reduce operating costs [9].

Second, anomaly detection can reduce downtime and the
impact of equipment errors on production. That is, anomaly
detection can help identify equipment failures early, enabling
preventive maintenance and reducing maintenance costs [1].
Finally, understanding anomalies in advance using

real-time systems is critical for cost savings and improving
equipment availability [40]. Practitioners can verify the pro-
cess status based on monitoring signals. They can analyze
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signals generated in smart factories to determine the source of
anomalies and whether repairs are required [9]. For the target
system under consideration for in-operation state monitoring,
it is expected that the system can distinguish between normal
and abnormal states.

In conclusion, the equipment data collected in smart fac-
tories can be used for real-time anomaly detection. The
proposed anomaly detection model proposed in this study
for smart factories can offer substantial advantages in terms
of enhanced production efficiency, minimized downtime,
improved product quality, and cost-effectiveness.
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