TION AND
| n”"")"“. = i ‘ / /

| ’.
" M &




NGINEERING TECHNOLOGY

I

f
ATION AND
. TECHNOLO

NDATION/IN}

NADIA BINTI AHIM ,

NASRUL EFFE ND\7|NMAT NASIR
INTI M SALLEH |




Copyright © 2024
HAK CIPTA TERPELIHARA

Tiada bahagian daripada terbitan ini boleh diterbitkan semula, disimpan untuk pengeluaran
atau ditukarkan ke dalam sebarang bentuk atau dengan sebarang alat juga pun, samaada
dengan cara elektronik, gambar serta rakaman dan sebagainya tanpa kebenaran bertulis
daripada penulis terlebih dahulu.

All rights reserved. No part of this publication may be reproduced or transmitted in any form or
by any means, electronic or mechanical including photocopy, recording, or any information

storage and retrieval system, without permission in writing from the writer.
Perpustakaan Negara Malaysia Cataloging, Data and Publication

Foundation in Engineering Technology

Basic Information and Communication Technology

Cetakan Pertama / First Printing 2024
elSBN 978-629-7514-52-9

Author . Nasrul Effendy Bin Mat Nasir
Nadia Binti Ahim
Hadisah Binti M Salleh
Editor . Nasrul Effendy Bin Mat Nasir
Graphic Design : Nasrul Effendy Bin Mat Nasir
Hadisah Binti M. Salleh

Diterbitkan di Malaysia/Published in Malaysia By
Politeknik Tuanku Syed Sirajuddin

Pauh Putra, 02600, Arau, Perlis,

Tel: 04-9886200, Faks: 04-9886300

Laman sesawang: www.ptss.edu.my

Cataloguing-in-Publication Data
Perpustakaan Negara Malaysia

A catalogue record for this book is available
from the National Library of Malaysia

elSBN 978-629-7514-52-9



http://www.ptss.edu.my/

PREFACE

This book is specially designed for Malaysian Polytechnic Foundation in Engineering
Technology students and Basic Information and Communication Technology instructors as

supplementary sources of reference and enrichment activities for learning purposes.

This book is a compilation of instructors teaching materials to be given to students which
covers all four topics. The use of this interactive book is very accommodating as it also
promotes students’ initiative and creativity. Accessibility of the notes and self-assessment can

be done using students’ mobile.

The inputs given are carefully designed to help them understand deeper and be able to apply
the skills in daily use. The activities are thoroughly arranged and presented in attractive
graphics. The user just needs to scan the QR code for slide notes and assessments as well
as the answer key for selected activities.

This book is specifically designed for Malaysian Polytechnic Foundation students in
Engineering Technology and basic Information and Communication Technology instructors. It
serves as an additional resource, providing reference materials and enrichment activities to
support learning. Compiling teaching materials from various instructors, this book

comprehensively covers all four main topics.

Designed for ease of use, this interactive book encourages student initiative and creativity.
Students can easily access notes and self-assessment tools through their mobile devices. The
content is carefully structured to enhance understanding and facilitate the practical application

of skills in everyday life.

Activities are systematically organized and visually appealing, encouraging engagement and
effective learning. Users can simply scan the QR code to access slide notes, assessments,
and answer keys for the selected activity. This integration of technology ensures a seamless

and enriching educational experience.
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ABSTRACT

This comprehensive document about Information Systems is from the basics of efficiently
managing data, information, and databases. It also looks at the Central Processing Unit (CPU)
and the Input-Process-Output (IPO) model which are vital in computing processes, as well as
multimedia elements like text, graphics, audio, video, and animation. Among them are the
Internet of Things (1oT), Artificial Intelligence (Al), Machine Learning, and Cognitive Computing
that has disrupted industries. Also covered here are Mobile Security, Virtual Reality (VR),
Augmented Reality (AR) plus Smart Personal Assistants. The internet, intranet, and various
network topologies including network cables form this chapter on Network Computing. The
chapter on Cloud Computing explores cloud databases with highlights on Google Workspace
tools that promote collaboration and productivity. Phishing Malware Ransomware Malvertising
Social Engineering Attacks are types of Cybersecurity threats discussed while it also mentions
some ways to fight against such security risks. This document emphasizes the importance of

advanced technologies in securing information online securely.

Keywords: Information Systems, data management, multimedia, Internet of Things (loT),
Artificial Intelligence (Al), Machine Learning, Mobile Security, Virtual Reality (VR), Augmented
Reality (AR), Smart Personal Assistants, Network Computing, Cloud databases, Cybersecurity
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Sub-Topic

Students should be able to:

_ e Define an Information System.
Learning Outcome ) ,
e Explain the components of an Information System.

e Discuss the types of Information system

INFORMATION SYSTEM

An Information System (IS) is a set of interconnected components used to collect, store,
process, disseminate, and transmit data and digital information to support decision-making,
coordination, and control within an organization. It involves the use of technology, people, and
processes to manage and utilize data, information, and knowledge to achieve organizational

goals.

Components of Information System

a) Hardware: The physical devices and equipment involved in the system, such as
computers, servers, and networking equipment.

b) Software: The applications and programs that run on the hardware and perform various
tasks. This includes operating systems, database management systems, and specific

application software.

Two (2) Types of Software

System Software Application Software

System software is a set of programs | Application Software is a program that does
that control and manage the operations | the real work for the user. It is mostly created
of computer hardware. It also helps | to perform a specific task for a user.

application  programs to execute

correctly.
Example: Windows, Linux, Example: Word processor: MS Word,
Programming Language Internet browser: Google Chrome

c) Data: The raw facts and figures that are processed into meaningful information. Data can
be stored in databases and managed through various data management tools.
d) People: The users and IT professionals who interact with and manage the Information

System. This includes everyone from end-users to system administrators and developers.



e) Process: The policies and processes that govern the operation and use of the Information
System. These can include data entry protocols, user authentication methods, and data
backup procedures.

f) Network: The telecommunications and networking technologies that connect the
hardware components and enable data to be shared and accessed across different

locations.

Types of Information System
a) Transaction Processing System (TPS)
¢ Handle and record daily routine transactions necessary for the conduct of business,
such as sales order entry and payroll.
b) Management Information System (MIS)
e Provide information needed for effective decision-making by middle management. They
typically produce regular reports based on transaction data.
c) Decision Support System (DSS)
e Assist in decision-making by providing interactive tools and models to analyze data.
d) Executive Information System (EIS)
e Provide top executives with quick access to critical information, usually through
dashboards and summary reports.
e) Customer Relationship Management System (CRM)
e Manage a company’s interactions with current and potential customers
f) Enterprise Resource Planning System (ERP)
¢ Integrate all facets of an enterprise into one comprehensive information system that can
be accessed by individuals across an entire organization

Benefits of using Information Systems
a) Improved decision-making
e Access to accurate and timely information.
b) Increased efficiency and productivity
e Automating tasks and stream Machine Learning processes.
c) Enhanced communication and collaboration
e Sharing information easily across the organization.
d) Competitive advantage

Gaining insights from data to make better business decisions



Sub-Topic 1.1 DATA, INFORMATION AND DATABASES

Students should be able to:

e Define a data, information and databases.

Learning Outcome e Gives the characteristics of data, information and databases.

e Discuss the advantages and disadvantages of data, information

and databases.

DATA
Data refers to raw, unorganized facts and figures that can be processed to produce meaningful
information. It can be in the form of numbers, text, images, audio, video, or other formats. Data

itself has no inherent meaning until it is processed and analyzed to extract useful information.

Characteristics of data
a) Raw and Unprocessed
e Data in its raw form is unprocessed and unstructured.
e For example, a list of numbers or a collection of text entries.
b) Unorganized
e Data can be scattered and unstructured, lacking context or meaning.
c) Fact and Figures
e Data consists of objective measurements or observations.
e Examples include temperature readings, sales figures, customer names, and
transaction dates.
d) Potential for Analysis
e Data serves as the foundation for analysis and decision-making. When processed and
interpreted, data can reveal trends, patterns, and insights.
e) Various Format

e Data can come in many formats, including:

Structured Data Unstructured Data Semi-Structured Data

They are organized in a | Lacks a specific format or | Contains elements of both

predefined manner, often | structure structured and unstructured
in rows and columns. data

Examples: databases, Examples: emails, social Examples: Machine Learning
spreadsheets media posts, videos. files, JSON documents




f) Source of information

e When data is processed, cleaned, and organized, it becomes information. For instance,

raw sales data can be processed to produce a report on monthly sales performance.

g) Objective and Subjective

e Data can be objective (quantitative, measurable) or subjective (qualitative, based on

opinions or observations).

Examples of data

a) Text: Customer names, product descriptions, social media posts

b) Numbers: Sales figures, temperatures, website traffic

c) Images: Photographs, medical scans, satellite imagery

d) Audio: Voice recordings, music files, podcasts

e) Video: Security footage, YouTube videos, online courses

Advantages and Disadvantages of Data

Advantages

Disadvantages

Better decision-making: Data provides

insights that enable informed decisions,
the risk of

reducing uncertainty and

improving outcomes.

Data security risks: Storing and managing
large amounts of data increases the risk of
and

data breaches, privacy violations,

cyberattacks.

Improved operational

Data

efficiency and

productivity: helps  optimize

processes, stream Machine Learning
operations, and reduce costs, leading to

increased productivity and competitiveness.

Data quality Issues: Inaccurate,

incomplete, or inconsistent data can lead to

flawed analysis and incorrect conclusions.

Enhanced customer experience: Data

analysis helps understand customer

behavior, preferences, and needs, enabling
services and

personalized improved

customer satisfaction.

Data overload: The sheer volume of data
available can be overwhelming, making it

challenging to extract meaningful insights.

New products and services: Analyzing
market trends and customer data can spark
innovation and lead to the development of

new offerings.

Misinterpretation of data: Data can be
misinterpreted or manipulated to support pre-

existing biases or agendas.




INFORMATION
Information is processed data that possesses context, relevance, and purpose. Information is
often considered the "output" or "result” of the information system, as it provides the insights,

answers, or solutions that users need to achieve their goals.

Characteristics of information
a) Processed data
e Information is derived from raw data through processes such as sorting, filtering,
aggregating, and analyzing.
b) Meaningful
e Information provides value by adding context and relevance to data, making it
understandable and actionable.
c) Contextual
e Information is always presented within a context that makes it useful for a specific
purpose or audience.
d) Timely
e Information is most valuable when it is available at the right time to support decision-
making.
e) Accurate and Reliable
e For information to be useful, it must be accurate and reliable. Poor-quality data can lead
to incorrect information and misguided decisions.
f) Formatted and Organized
e Information is often organized in a structured format such as reports, graphs, tables, or

dashboards to facilitate easy interpretation.

Examples of Information

a) Business Reports: Monthly sales reports that summarize raw sales data to show trends
and performance against targets.

b) Dashboard: Visual representations of key performance indicators (KPIs) that provide real-
time insights into business operations.

c) Weather Forecast: Predictions based on raw meteorological data, organized and analyzed
to inform the public about upcoming weather conditions.

d) Customer Profiles: Data about customer behaviour and preferences, processed to create
detailed profiles that can be used for targeted marketing.

e) Financial Statement: Balance sheets and income statements that organize raw financial

data to present the financial health of a company.



Advantages and Disadvantages of Information

Advantages

Disadvantages

Improved decision-making: Informed
decisions are based on accurate, relevant,
and timely information, leading to better

outcomes.

Information overload: Excessive amounts

of information can lead to information

overload, making it difficult to extract

meaningful insights.

Increased efficiency and productivity:

Information stream  Machine learning

processes, reduce redundancies, and enable

automation, boosting overall efficiency.

Data quality issues: Poor data quality can

lead to inaccurate information, incorrect

decisions, and wasted resources.

Enhanced customer experience:

Information analysis helps understand

customer behaviour, preferences, and

needs, enabling personalized services and

improved customer satisfaction.

Information security risks: Protecting

sensitive information from unauthorized
access, breaches, and misuse is crucial and

can be challenging.

Competitive advantage: Access to timely
and insightful information allows businesses
identify

opportunities, and outperform competitors.

to adapt to market changes,

Information inequality: Unequal access to
information can exacerbate existing social

and economic disparities.

Enhanced communication and
collaboration: Information sharing facilitates
communication within organizations and with
external stakeholders, fostering collaboration

and innovation.

Information misinterpretation: Information
can be misinterpreted, taken out of context,

or used to manipulate others

Innovation and creativity: Information
sparks new ideas, fuels creativity, and drives
innovation by providing new perspectives

and insights.




DATABASE

A database is an organized collection of structured information, or data, typically stored

electronically in a computer system. Databases are designed to manage, store, and retrieve

data efficiently and can handle large volumes of information. They serve as the backbone for

many applications and systems, ranging from simple personal data storage solutions to

complex enterprise systems.

Components of a database

a)

b)

d)

f)

Data

e The actual pieces of information stored in the database. Data is usually organized in
tables, rows, and columns.

Database Management System (DBMS)

e Software that interacts with the user, applications, and the database itself to capture
and analyze data. Examples include MySQL, PostgreSQL, Oracle Database, Microsoft
SQL Server, and MongoDB

Schema

e The structure of the database, including tables, fields, data types, and relationships
between tables. The schema defines how data is organized and how relationships
among the data are managed.

Query Language

e A language used to interact with the database. The most common query language is
SQL (Structured Query Language), which is used for querying and manipulating
relational databases.

Data Security

e Databases offer security features to control access, protect sensitive information, and
prevent unauthorized use.

Concurrent Access

e Multiple users can access and work with the database simultaneously without interfering

with each other.




Types of databases

systems, and
online
transaction
processing.

Relational NoSQL In-Memory Distributed Cloud
Databases | Databases | Databases Databases Databases

Structure | Organize They are Store data in | Data is stored | Hosted and
data into designed for | the main across managed in the
tables with unstructured | memory multiple cloud, offering
rows and or semi- (RAM) for physical scalability and
columns. structured faster read locations, flexibility.

data. Can be | and write either on
document- operations. | different
based, key- servers or
value pairs, cloud
wide-column environments.
stores, or

graph

databases.

Example | MySQL, MongoDB Redis, Google Amazon RDS,
PostgreSQL, | (document- | Memcached | Spanner, Google Cloud
Oracle based), Amazon SQL, Microsoft
Database, Redis (key- Aurora. Azure SQL
Microsoft value), Database.

SQL Server. | Cassandra
(wide-
column),
Neo4j
(graph)

Use Cases | Suitable for | Ideal for big | Used for | Suitable  for | Suitable for
structured data, real- | caching, large-scale applications
data and | time web | real-time applications that benefit
complex applications, | analytics, requiring high | from cloud
queries, and and availability, infrastructure,
commonly situations applications | fault tolerance, | such as web
used in | where requiring and scalability. | applications
business scalability high-speed and SaaS
applications, | and flexibility | data access platforms.
financial are crucial.
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Examples of databases used:

a) Business: Storing customer information, sales transactions, inventory data, and financial

records.

b) E-commerce: Managing product catalogues, customer orders, and online transactions.

c) Social Media: Storing user profiles, posts, connections, and interactions.

d) Healthcare: Maintaining patient records, medical histories, and treatment plans

e) Finance: Managing banking transactions, stock prices, and investment portfolios.

Advantages and Disadvantages of Databases

Advantages

Disadvantages

Data integrity and accuracy: Databases
enforce data integrity rules, ensuring that the
data is accurate and consistent.

Complexity: Setting up and maintaining a
database can be complex and require

specialized knowledge.

Increased Efficiency: A database allows for

faster data retrieval and manipulation.

Cost: High-quality DBMS software and
hardware can be expensive, and there may
be ongoing costs for maintenance and

support

Scalability: Modern databases can handle
large volumes of data and can be scaled
horizontally or vertically to meet growing

demands

Data security risk: Databases can be
vulnerable to security breaches and data
loss.

Security: Databases offer robust security

features, including user authentication,

encryption, and access control to protect

sensitive information

Data quality issues: Databases can be
prone to data quality issues, such as data

inconsistencies and errors.

Cost saving: Databases provide tools for

managing data, including backup and

recovery, indexing, and transaction

management

Scalability limitation: Databases can have
scalability limitations, making it difficult to
handle large amounts of data and user

activity




SUMMARY

An information system (IS) is fundamental to modern organizations, integrating data,
hardware, software, and procedures to manage and disseminate information efficiently. Data,
the raw facts and figures collected, are processed into information—meaningful and useful
insights that support decision-making. Central to this process is the CPU (Central Processing
Unit), which operates following the IPO (Input, Process, Output) model. In this model, data is
inputted, processed by the CPU, and then outputted as actionable information. Databases play
a crucial role in this system, providing an organized repository for data storage and easy
retrieval, ensuring that relevant information is always accessible for analysis and decision-

making.

Additionally, the elements of multimedia—text, graphics, audio, video, and animation—
enhance the effectiveness of an information system by making information more engaging and
easier to understand. These multimedia components allow for a richer presentation of data,
facilitating better communication and comprehension. By combining robust data processing
with dynamic multimedia elements, information systems can deliver comprehensive, clear, and
interactive information. This integration not only streamlines operations but also fosters a more

informed and responsive organizational environment, driving efficiency and innovation in

today's fast-paced business landscape.




G [ )
SELF-ASSESSMENT OF INFORMATION SYSTEM
(DATA, INFORMATION AND DATABASE)

Fill in the blank:

1. An organized collection of structured information, typically stored electronically, is known

as a

2. refers to raw, unorganized facts and figures that can be processed to

produce meaningful information.
3. The software that interacts with the user, applications, and the database to capture and

analyze data is known as a

4. is data that has been processed, organized, or structured in a way that

adds context, relevance, and meaning.
5 A is a coordinated set of components and resources that collect, process,
store, and disseminate information within an organization.

6. The physical devices and equipment used in an information system are referred to as

7. Alanguage used to interact with a database, such as SQL, is known as a

databases organize data into tables with rows and columns.
9. The structure of a database, including tables and relationships between tables, is known

as the

10.A database designed to handle unstructured or semi-structured data, often using

document-based, key-value, or graph models, is known as a database.

SCAN ME



TOPIC

1.2 CPU AND IPO (Input, Process, Output)

Sub-Topic

Students should be able to:

_ e Define a Central Processing Unit.
Learning Outcome ) . )
e Describe the types of a Central Processing Unit.

e Discuss the model of input, process, and output.

CENTRAL PROCESSING UNIT (CPU)
The Central Processing Unit (CPU) is the brain of a computer. It's responsible for managing
all operations and executing instructions from software. It is a key component responsible for

interpreting and executing most of the commands from the computer's hardware and software.

Historical Development

Early Computers Integrated Circuits (ICs)

Early computers used vacuum tubes, which
were bulky and power-hungry. The invention
of transistors in the late 1940s led to smaller,
more and

reliable, energy-efficient

The development of ICs in the mid-1960s
allowed multiple transistors to be combined
on a single chip, leading to the emergence of

microprocessors

computers.




Types of Central Processing Unit (CPU)

CPUs are defined by the processor or microprocessor driving them:

a)

b)

c)

d)

Single-Core

These CPUs have only one core, meaning they can execute one instruction at a time.
Suitable for basic computing tasks such as simple word processing, web browsing, and
running low-demand applications. Examples: Older desktop and laptop processors, and
some embedded systems. (Intel 4004)

Multi-core processor

Multi-core CPUs contain two or more independent cores that can read and execute
program instructions. Common configurations include dual-core, quad-core, hexa-core,
and octa-core. Ideal for multitasking, running multiple applications simultaneously, and
handling more demanding tasks like video editing, gaming, and software development.
Examples: Intel Core i5, AMD Ryzen 5, Apple M1.

Microprocessors

Microprocessors are the general-purpose CPUs used in personal computers, servers, and
workstations. They are designed to perform a wide range of computing tasks. Versatile
applications including desktops, laptops, and servers. Examples: Intel Core series, AMD
Ryzen series.

System on a Chip (SoC)

SoCs integrate a CPU along with other components like GPU, memory, and peripheral
interfaces onto a single chip. They are highly efficient and compact. Common in mobile
devices, tablets, embedded systems, and some laptops. Examples: Apple A series,
Qualcomm Snapdragon, NVIDIA Tegra.

Graphics Processing Unit (GPU)

While primarily designed for rendering graphics, modern GPUs have parallel processing
capabilities that allow them to perform a variety of computational tasks. Used for intensive

graphical tasks, such as gaming, and video editing, and increasingly for general-purpose

computing tasks (GPGPU) like machine learning and scientific computations. Examples:
NVIDIA GeForce, AMD Radeon, Intel Iris Xe.




Components and Functions of the Central Processing Unit (CPU)

m
CPU

m

MEMORY UNIT

I
e Y
MEMORY
L1 B |

I

Central Processing Unit

a) Control Unit (CU)

e The Control Unit directs the operation of the processor. It tells the computer's memory,
arithmetic/logic unit, and input and output devices how to respond to the instructions
that have been sent to the processor.

e Function: The Control Unit manages and coordinates all the activities within the Control
Unit, fetching instructions from memory, decoding them, and directing the subsequent
execution

b) Arithmetic Logic Unit (ALU)

e The Arithmetic Logic Unit (ALU) is responsible for performing all arithmetic and logical
operations within the CPU.

e Function: It handles operations like addition, subtraction, multiplication, division, and
logical operations such as AND, OR, NOT, and XOR.

c) Registers

e Registers are small, fast storage locations within the CPU that hold data, instructions,
and addresses that are being used by the CPU.

e Function: They provide the CPU with the necessary workspace to perform its operations
efficiently.

d) Cache

e The cache is a small, high-speed memory located close to the CPU that stores
frequently accessed data and instructions.

e Function: It improves processing speed by reducing the time needed to access data
from the main memory (RAM).

e) Clock Speed

e The clock speed of a CPU is measured in gigahertz (GHz) and represents the number
of cycles a CPU can perform per second.

e Function: Higher clock speeds generally mean a faster CPU, as more instructions can

be processed in a given amount of time



f) Cores
e Modern CPUs have multiple cores, which are essentially individual processing units
within the CPU.
e Function: Multi-core processors can perform multiple tasks simultaneously, improving
performance for multi-threaded applications and multitasking
g) Instruction Set Architecture (ISA)
e The ISA is a set of commands that the CPU can execute, which includes basic
operations, data handling, and control instructions.
e Function: It defines the CPU's capabilities and how it interacts with software.
h) Pipelining
e Pipelining is a technique where multiple instruction phases are overlapped in a CPU
pipeline.
e Function: This increases the CPU's instruction throughput, allowing it to process more

instructions in a given period.

IPO (INPUT, PROCESS, OUTPUT)
The IPO (Input, Process, Output) model is a fundamental concept in computer science and
information systems that describes the structure and flow of data within a system. It breaks
down the system into three main components: Input, Process, and Output.
IPO Model in a Computer System
1. Input
e Input refers to the data or instructions entered into the computer system for processing.
e Examples:
e Keyboard and Mouse: The user inputs text and commands.
e Microphone: Captures audio input.
e Scanner: Digitizes physical documents.
e Sensors: Collect data from the environment, such as temperature or motion sensors.
e Network: Receives data from other computers or servers.
2. Process
e Processing is the stage where the computer's Central Processing Unit (CPU) and other
components manipulate the input data to transform it into useful information. The
process component involves the manipulation and transformation of input data into
meaningful information using the computer's CPU (Central Processing Unit) and other

processing units.



Components Involved:

CPU: Executes instructions from software and performs arithmetic and logical
operations.

Memory (RAM): Temporarily stores data and instructions that the CPU needs while
processing.

Storage (Hard Drive/SSD): Stores data and instructions for long-term use.
Graphics Processing Unit (GPU): Handles complex graphics calculations, often

used in rendering images and videos.

Examples:

Arithmetic Operations: Calculations like addition, subtraction, multiplication, and
division.

Data Manipulation: Sorting, filtering, and aggregating data.

Executing Programs: Running software applications and system processes.

Algorithm Execution: Performing complex computations and logic operations.

3. Output

Output is the final result of the processing stage, delivered to the user or another

system.

Examples:

Monitor/Display: Shows text, images, videos, and graphical interfaces.
Printer: Produces physical copies of documents and images.
Speakers/Headphones: Outputs sound and audio signals.

Network: Sends processed data to other computers or devices.

Storage Devices: Saves processed data for future use




Example of Input, Process, and Output

Input

Process

Output

Word
Processing
Application

User types text
using a keyboard.
User imports a
document from

storage.

The CPU interprets
the typed characters
and commands.

The software formats
the text, checks for
spelling errors, and

applies styles.

The formatted
document is
displayed on the
monitor.

The document can
be printed or saved
to a  storage

device.

Web Browsing

User enters a URL
or search query
using a keyboard.

User clicks on links

with a mouse.

The browser sends
the request to a web

server via the

network.
The server
processes the

request and sends
back HTML, CSS,
and JavaScript files.
The CPU and GPU

render the web page.

The web page is
displayed on the
monitor.

Audio or video from
the page may play
through speakers

or headphones.

Gaming

User inputs
commands via a
game controller or
keyboard and
mouse.

User selects
options from game

menus.

The CPU processes
game logic, physics,
and Al.

The GPU renders
the game's graphics.
Data is read from
and written to

storage as needed.

The game's visual
output is displayed
on the monitor.

Audio effects and

music play through

speakers or
headphones.
Force feedback

might be given
through the game

controller.




SUMMARY

The Input, Process, and Output (IPO) model is a foundational concept in computer systems
that elucidates the flow of data from initial entry to final presentation. By breaking down
complex system operations into three distinct stages—input, process, and output—the IPO
model provides a clear framework for understanding how computers handle data. Input
involves capturing raw data from various sources such as keyboards, sensors, and networks.
Processing is where the system's CPU and other components manipulate this data, executing
instructions and performing computations to transform the raw input into meaningful
information. Finally, output involves delivering the processed data in a usable form through

devices like monitors, printers, and speakers, or transmitting it to other systems.

This model not only aids in comprehending the fundamental operations of computer systems
but also serves as a critical tool for system design, analysis, and troubleshooting. By clearly
delineating each stage, the IPO model helps ensure that data is accurately and effectively
handled throughout the entire process. This structured approach is essential for optimizing
system performance, enhancing user experience, and ensuring the reliability of computational
tasks across various applications, from simple word processing to complex gaming
environments. Ultimately, the IPO model underscores the importance of each stage in the data

processing lifecycle, highlighting their interdependence in achieving efficient and accurate

system functionality.




G o
SELF-ASSESSMENT OF INFORMATION SYSTEM
(CPU AND IPO)

Fill-in-the-blank exercises:
1. The IPO model stands for

2. Inthe IPO model, data is entered into the system during the phase.

3. The phase of the IPO model involves manipulating the data to produce

meaningful information.
4. The final phase of the IPO model, where the processed data is presented, is called the

phase.

5. An example of an input device is a

6. A common output device used in computer systems is a

7. During the processing phase, the (a component of the computer)

performs calculations and logic operations.

8. Data storage that temporarily holds data during processing is called

9. software is used to perform specific tasks during the processing phase.

10.The result displayed on a monitor after processing data is an example of

SCAN ME



Sub-Topic 1.3 ELEMENTS OF MULTIMEDIA

Students should be able to:
Learning Outcome e Define text, graphics, audio, video, and animation.

e Explain the basic concept element of multimedia with examples.

MULTIMEDIA

Multimedia is the integration of multiple forms of media to convey information or provide
entertainment. It combines various content forms such as text, audio, images, animations,

video, and interactive content.
Elements of multimedia

a) Text
Text is the most basic and commonly used element of multimedia. It includes words, letters,
numbers, and other characters that convey information. Used for titles, descriptions, labels,
instructions, and general content. Text can be stylized with different fonts, sizes, colors,
and formatting to enhance readability and aesthetics.
Example:
e Web Articles: News websites use text to provide updates and stories.
e E-books: Digital books use text as the primary medium to convey the author's

message.

e Captions and Subtitles: In videos, text can be used for subtitles to make content

accessible to non-native speakers or hearing-impaired viewers.

BigJohn-~RO

Text




b) Graphic
Graphics encompass a broad range of visual elements, including drawings, diagrams,
charts, and graphs. Used to represent data visually, simplify complex information, and add
visual interest. Graphics are often used in educational materials, presentations, and user
interfaces.
Example:
e Infographics: A mix of images, charts, and minimal text to explain complex data or

concepts in a visually appealing way.

e Icons and Logos: Used on websites and apps to aid in navigation and branding.
e Photographs: News websites and magazines use photographs to visually represent the

stories

SHAPE
lINE am is

Alc mark between two poists. There are vanious types of Unes, from
EEE Quiggly to cun nd:d"v e, Unes can be used for 3 wide
'pcﬁ stressing a word or phrase, connecting costent 1 00e
xc\e Creating patierns aad much mece.

WW

§@

FLEMENTS
OF DESIGN

Color b viad e geoncate quick reference sheet
define

create visual interest aod more,
CMYK (cyan/mageata/yellow/
Black) is sebtractive;
(red/green/blue) is additive.
Sone colors are warm and
active (orange, red); some are
<ol and passive (bloe, purple).

Mm various color types

Graphic




c) Audio

Audio refers to sound elements, including speech, music, sound effects, and ambient

sounds. Enhances the user experience by adding aural dimensions. It is used for narration,

background music, sound effects in games, voiceovers in videos, and interactive feedback

in applications.

Example:

e Podcasts: Audio files that can be downloaded or streamed, covering a wide range of
topics.

e Background Music in Videos: Enhances the mood and atmosphere of the video content.

e Sound Effects in Games: Used to make the gameplay more immersive.
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d) Video
Video combines moving images and sound to create a dynamic visual experience. Used
for tutorials, demonstrations, storytelling, advertisements, and entertainment. Videos can
convey complex information quickly and effectively.

Example:

e Tutorial Videos: Educational content that teaches viewers how to do something step-
by-step.

e Documentaries: Videos that provide in-depth coverage of real-world events, people, and

issues.

e Movies and TV Shows: Entertainment content that tells a story through moving images
and sound.

AUDIO
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e) Animation
Animation involves the manipulation of images and text to create the illusion of movement.
Used to illustrate concepts, provide visual feedback, create engaging content, and enhance
storytelling. Animations can be 2D or 3D and range from simple GIFs to complex computer-
generated imagery (CGl).
Example:
e Animated Explainer Videos: Used by companies to explain products or services simply

and engagingly.

e Cartoons: TV shows or online series that entertain and often educate children.

e Interactive Animations: Used in web design to make the user interface more engaging,
such as hover effects or transitions

Animation




SUMMARY

Multimedia elements such as text, graphics, audio, video, and animation play pivotal roles in
creating engaging and dynamic content. The text serves as the foundation, providing essential
information and context. When complemented by graphics, it enhances comprehension and
visual appeal, making the content more accessible and interesting. Graphics, through images,
charts, and illustrations, help convey complex ideas quickly and effectively. Audio adds another
layer of engagement, enriching the user experience with music, sound effects, and voiceovers,
which can evoke emotions and maintain interest. Video, combining visual and auditory
elements, offers a powerful medium for storytelling and information dissemination, allowing for

a richer and more immersive experience.

Animation further enhances multimedia content by bringing static images to life, illustrating
processes, and adding excitement and engagement. It is particularly effective in explaining
complex concepts through motion and interactivity. Each of these elements, when integrated
thoughtfully, creates a cohesive and engaging multimedia experience that can educate,
entertain, and inform audiences in ways that static content cannot. The synergy of text,
graphics, audio, video, and animation leverages the strengths of each medium, ensuring that

the content is not only informative but also captivating and memorable. This holistic approach

to multimedia ensures a more robust and effective communication strategy.




SELF-ASSESSMENT OF ELEMENTS IN MULTIMEDIA

Match the element to its function:

TEXT A. Provides visual representation and supports text.

B. Combines moving images and sound for dynamic
GRAPHIC storytelling

AUDIO C. Adds an auditory layer to enhance engagement.

D. Enables user engagement through actions like clicking and

VIDEO typing.

ANIMATION E. Conveys information directly through written words.

SCAN ME
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Sub-Topic

Students should be able to:

e Define information, communication, and technology.

_ e Explain the components of the information, communication, and

Learning Outcome
technology.

e Discuss the challenges of information, communication, and

technology.

INFORMATION, COMMUNICATION AND TECHNOLOGY

Information, Communication, and Technology (ICT) refers to the broad spectrum of
technologies used to manage and process information, especially within the context of digital

computing and telecommunications.

a) Information Technology (IT)
Information Technology focuses on the use of computers and software to manage
information. This includes everything from basic computer hardware (like PCs and servers)
to software applications (such as databases and productivity tools) that process and
manage data.

b) Communication Technology
Communication technology involves the transmission of information across distances using
electronic means. It encompasses various technologies such as telephones, mobile
devices, satellite communication, and the Internet. These technologies enable real-time
communication, information sharing, and collaboration among individuals and
organizations globally.

c) Telecommunication Technology
Telecommunication technology is used to transmit messages from one place to another,
whether through voice, data, or images. It involves the use of various devices and systems
to send and receive information effectively. Examples include mobile phones, the internet,
computer networks, and satellite systems. This technology enables people to communicate

quickly and efficiently worldwide without limitations.



Components of Information, Communication, and Technology

Hardware Physical components like computers, servers, routers, smartphones, etc.

Software Programs and applications that run on the hardware, such as operating
systems, databases, and productivity tools.

Network The infrastructure connects hardware devices, allowing them to
communicate, such as LAN (Local Area Networks), WAN (Wide Area
Networks), and the Internet.

Data Information is processed and stored by ICT systems.

People Users who interact with the technology, including IT professionals, end-
users, and consumers

Processes Procedures and methods for using and managing technology effectively.

Hardware

Software

Data
Components of Information, Communication, and Technology
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Impacts of Information, Communication, and Technology

a)

b)

d)

Education: E-learning platforms and digital classrooms have transformed education,
making it accessible to people worldwide.

Example: Platforms like Coursera and Khan Academy offer online courses from renowned
universities, allowing anyone with internet access to learn new skills.

Healthcare: Telemedicine and electronic health records have improved patient care and
streamlined Learning healthcare services.

Example: A doctor can consult with a patient via a video call and access their medical
history through an electronic health record system, providing accurate and timely
treatment.

Business: ICT has revolutionized business operations, enabling remote work, enhancing
productivity, and fostering global collaboration.

Example: Project management tools like Asana and Trello help teams coordinate tasks
and projects efficiently, even if members are in different parts of the world.

Social Interaction: Social media platforms have changed how people connect and
communicate, allowing for instant sharing of information and experiences.

Example: Facebook and Instagram enable users to stay in touch with friends and family,
share life updates, and discover new content.

Government Services: E-government initiatives have made public services more
accessible and efficient.

Example: Citizens can renew their driver's licenses, pay taxes, and access government

information through online portals without visiting physical offices.




Challenges of Information, Communication, and Technology

While ICT has brought many benefits, it has also introduced new challenges and risks:

a)

b)

Security and Privacy: Protecting data from cyber threats and ensuring user privacy are
major concerns in ICT.

Example: Companies must implement robust cybersecurity measures to protect sensitive
information from hackers.

Digital Divide: Ensuring equitable access to ICT resources and bridging the gap between
those with and without technology.

Example: Efforts to provide affordable internet access in rural areas aim to reduce the digital
divide and ensure everyone benefits from ICT advancements.

Rapid Technological Change: Keeping up with the fast pace of technological
advancements and ensuring systems remain up-to-date.

Example: Continuous training and development programs for employees help them stay

current with new tools and technologies.

Future of Information, Communication, and Technology

The world of ICT is constantly evolving. Here are some exciting trends to watch:

1)

)

K)

Artificial Intelligence (Al) and Machine Learning: Al is already transforming industries,
and Machine Learning algorithms are becoming more sophisticated.

Internet of Things (IoT) and Smart Cities: Imagine a world where everyday objects are
connected to the Internet, creating a network of intelligent devices in our homes and cities.
Big Data Analytics and Cloud Computing: The ability to analyze massive amounts of
data is leading to new insights and driving innovation. Cloud computing provides on-
demand access to computing resources, making it easier to leverage powerful technology.
Virtual Reality (VR) and Augmented Reality (AR): These technologies are blurring the
lines between the physical and digital worlds, with potential applications in education,

entertainment, and even healthcare.




SUMMARY

Information, Communication, and Technology (ICT) have profoundly transformed every aspect
of modern life, fundamentally altering how we live, work, and interact. The integration of diverse
technologies such as computing, telecommunications, and digital media has fostered
unprecedented connectivity, driving productivity and innovation across various sectors. From
enabling remote work and online education to facilitating instant communication and access to
information, ICT has become the backbone of contemporary society. Its impact is evident in
the way businesses operate, governments serve their citizens, and individuals engage with

each other and the world around them.

However, to fully harness the benefits of ICT for positive societal impact and sustainable
development, several challenges must be addressed. The digital divide remains a significant
issue, with disparities in access to technology and digital literacy creating inequalities.
Cybersecurity threats pose risks to personal, corporate, and national security, requiring robust
measures to protect data and systems. Additionally, privacy concerns related to the collection
and use of personal information demand stringent regulations and ethical considerations. By

addressing these challenges, we can ensure that ICT continues to drive progress and

inclusivity, paving the way for a more connected, secure, and equitable global community.
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SELF ASSESSMENT OF INFORMATION, COMMUNICATION AND TECHNOLOGY

Fill in the blank:

1. ICT encompasses a broad range of technologies used for , processing, and
communicating information digitally.

2. Information Technology (IT) includes the use of and software to manage data
and information.

3. Communication technology facilitates the of information over distances
through electronic means.

4. Networking involves connecting devices to share and enable communication.

5. Cybersecurity aims to protect networks, systems, and data from and
unauthorized access.

6. E-commerce platforms enable the buying and selling of goods and services

7. ICT plays a crucial role in driving growth and fostering innovation across
industries.
8. The digital divide refers to disparities in to ICT resources and skills.

9. Privacy concerns in ICT relate to the collection, storage, and use of
information.
10. Mobile technology allows for communication and access to information through

devices.

SCAN ME



Sub-Topic 2.1 INTERNET OF THINGS (IoT)

Students should be able to:

e Define the Internet of Things (IoT)

Learning Outcome e Describe the application of the Internet of Things (loT)

e Discuss the advantages and disadvantages of the Internet of
Things (1oT)

INTERNET OF THINGS (loT)

e 0T is simply the network of interconnected things/electrical devices that are embedded with
sensors, software, and network connectivity that enables them to collect and exchange data
making them responsive.

e The network of physical devices such as sensors, software, and other technologies connect
and communicate with each other through the internet.

e This means everyday objects like refrigerators, cars, smartwatches, streetlights, and
industrial machinery can interact and share data. Super-cheap computer chips & sensors &
the very common wireless networks, it's possible to turn anything, from something as small
as a pill to something as big as an airplane, into a part of the loT.

e Connecting up all these different objects & adding sensors to them adds a level of digital
intelligence to devices that would be otherwise dumb, enabling them to communicate real-

time data without involving a human being.

History of the Internet of Things (IoT)

e The idea of adding sensors and intelligence to basic objects was discussed throughout the
1980s, but progress was slow simply because the technology wasn't ready.

e Chips were too big and bulky and there was no way for objects to communicate effectively.

e The adoption of IPv6 — which should provide enough IP addresses for every device the

world needs -- was also a necessary step for the loT to scale.
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History of the Internet of Things (1oT)

Components of the Internet of Things (IoT) System

a) Interconnected Device: 10T connects a wide range of devices, from everyday household
items to complex industrial equipment, allowing them to communicate and exchange data
over the internet.

b) Sensor and connectivity: 10T devices are embedded with sensors and technologies that
enable them to collect, send, and receive data through wireless networks and the internet.

c) Automation and remote control: IoT allows devices to be controlled and monitored
remotely, enabling automation and optimization of various processes.

d) Improved Efficiency and Insight: By collecting and analyzing data from connected
devices, IoT can provide valuable insights and improve efficiency in areas like
manufacturing, logistics, healthcare, and smatrt cities.

e) Diverse applications: IoT has applications across many industries, including consumer,
industrial, commercial, and infrastructure sectors. Examples include smart homes,
wearable devices, connected cars, industrial automation, and smart city infrastructure.

f) Enabling Technologies: Key enabling technologies for 10T include cloud computing, big
data analytics, artificial intelligence, and low-power wireless protocols like Wi-Fi, Bluetooth,

and cellular networks.
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Application of the Internet Of Things (loT)

The Internet of Things (IoT) has a wide range of applications across various industries.

a) Smart Cities

loT is utilized in smart city applications for monitoring and managing traffic, parking, waste

management, street lighting, and other municipal services to enhance efficiency and

sustainability.

Example:

Smart Parking: Monitoring the availability of parking spaces in the city.

Structural Health: Monitoring vibrations and material conditions in buildings,
bridges, and historical monuments.

Smartphone Detection: Detecting iPhone and Android devices and other devices
that work with WiFi or Bluetooth interfaces.

Waste Management: Detecting container rubbish levels to optimize trash collection
routes.

Smart Roads: Intelligent highways with warning messages and diversions based

on climate conditions and unexpected events, such as accidents or traffic jams.
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b) Smart Homes
loT enables the integration of various home and building systems, allowing for remote
monitoring and control of devices like lights, thermostats, security systems, appliances,
and more. This can improve energy efficiency, convenience, and safety.
Example:
i.  Amazon’s Alexa - A smart home automation system that helps you control your
home.

ii. Google Home - Google's smart home automation system.

iii.  Apple Home - The Apple Home Kit app can be used from anywhere and is the
most secure smart home application, ensuring complete safety for users.

iv.  Danalock Bluetooth Z-Lock - A home security system that offers automatic GPS-
based unlocking when you arrive home and automatic re-locking once you are
inside the house.

v.  Philips Hue - An app that allows you to manage all the lights in your house with
just your smartphone. Its location awareness system automatically turns the
lights on when you return home.

vi. MYQ Garage & Access Control - A system for opening a garage door and setting
up schedules to close or open your garage doors, as well as turning your lights
on or off.
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c) Smart Retail And Consumer Good
loT enables inventory tracking, automated checkout, personalized marketing, and
enhanced customer experiences in retail environments. It also supports supply chain
optimization for consumer goods companies.
Example:

i. AWM SMARTSHELF - outfitted with edge displays and high-def optical sensors
to display product pricing and information that transmit data about inventory
levels. It can also recognize a consumer’s age, gender, and ethnicity to deliver
more specific display content.

ii. FLONOMICS - helps retailers determine optimal staffing levels for different
dates and times, improve marketing strategies, gauge traffic flow, enhance
customer service, and more.

iii.  KONTAKT - Kontakt makes several different loT-enabled beacons that can
track movements (of assets, employees, visitors), monitor environmental factors
(temperature, humidity, light), and be stuck to stationary objects like shelves and
ceilings to improve customer engagement and location-based content.

iv. PLEXURE - helps retailers get the right messages to the right customers at the
right times via mobile. The company’s simple interface includes “out-of-the-box
personalized messaging, order and payment, loyalty, and analytics with low

total cost of ownership.”

Smart Retail And Consumer Good



d) Smart Healthcare
loT-enabled wearable devices, remote patient monitoring systems, and connected
medical equipment can improve patient outcomes, reduce costs, and enhance the
delivery of healthcare services.
Example:

i. CONTINUOUS GLUCOSE MONITOR (CGM) - Helps diabetic patients monitor
their blood glucose levels continuously after it has been implanted in the
patient's arm.

ii.  SMART INSULIN PENS - Enable devices that automatically record the time,
amount, and type of insulin injected in a dose.

iii. INGESTIBLE SENSORS - The sensors get activated upon ingestion and
transmit data to a wearable patch.
iv. AUTOBED - Aims to reduce the patient wait time for emergency rooms.
SMART BOTTLES - The bottles issue reminders for missed doses through the

<

next or phone and track the medication adherence of the patient.
vi. CONNECTED INHALERS - Sensor that gets attached to an inhaler.
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e) Smart Agriculture And Environmental Monitoring
Farmers use I0oT to monitor soil conditions, optimize irrigation, track livestock, and improve
crop yields. IoT sensors can also be used to monitor environmental factors like air quality,
water levels, and weather patterns.
Example:
I. PRECISION FARMING - Makes the whole process of farming accurate and
controlled when it comes to raising livestock and growing crops.

ii. LIVESTOCK MONITORING - To track the location, health, and well-being of their
cattle and identify sick animals.

iii. COMPUTER IMAGING -Involves using the sensor cameras that are placed in
various corners of the farm to generate images that go through digital image
processing.

iv. CLIMATE CONDITIONS - They collect data from the environment which is used to
choose the right crops which can grow and sustain in particular climatic conditions.

v. AGRICULTURAL DRONES - Used for assessment of crop health, crop monitoring,

planting, crop spraying, and field analysis
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Advantages and Disadvantages of the Internet Of Things (IoT)

Advantages

Disadvantages

Automation

Automation leads to uniformity in tasks,
quality of service, and control of day-to-day
tasks without human intervention. Machine-
to-machine communication also helps
maintain  transparency throughout the

process.

Privacy And Security

As many of our everyday appliances,
machines, and services become connected to
the internet, much more information is readily
available, It makes it harder to keep
confidential information out of the hands of
hackers and other unauthorized users.

Communication
[oT allows physical devices to stay
connected and better communicate, which

creates greater quality control.

Compatibility

Currently, there is no international standard of
compatibility for the 10T which can make it hard
for devices from different manufacturers to

communicate with each other.

Efficiency
Machine-to-machine interaction provides for
better efficiency, enabling people to focus on

other jobs.

Technologically Dependent
As our lives become more and more
dependent on technology, basic human

interaction skills will be reduced across society

Cost Savings

In addition to the optimal utilization of energy
and resources, the loT helps alleviate the
problems associated with bottlenecks,

breakdowns, and system damage.

Compatibility

Because the IoT is such a vast, diverse
network, a single failure in either the software
or hardware can have  disastrous

consequences.

Instant Data Access
More available information helps simplify the
decision-making process, making life easier

to manage

Fewer Jobs
As loT brings in more consistent automation,
we could see a decline in the need for unskilled

employees in the workplace.




SUMMARY

The Internet of Things (IoT) represents a transformative technology that connects everyday
physical devices to the Internet, enabling them to collect, exchange, and act on data
autonomously. By integrating sensors and connectivity, loT enhances efficiency, convenience,
and automation across various domains, including healthcare, agriculture, industrial

automation, and smart cities.

While 10T brings significant benefits such as improved operational efficiency and better
decision-making, it also poses challenges like data security, privacy concerns, and the need

for robust infrastructure. Despite these challenges, 10T continues to evolve, offering innovative

solutions and creating a more interconnected and intelligent world.




SELF-ASSESSMENT OF INTERNET OF THINGS (loT)

1) What does IoT stand for?
A) Internet of Technology
B) Internet of Things
C) Internet of Tools

D) Internet of Transfers

2) Which of the following is an example of an 10T device?
A) A desktop computer
B) A smart refrigerator
C) A landline telephone
D) A DVD player

3) What is the primary benefit of loT?
A) Increased manual labor
B) Improved efficiency
C) Decreased connectivity

D) Higher operational costs

4) 10T devices often use which technology to communicate?
A) Ethernet
B) Morse code
C) Wi-Fi
D) Satellite TV

5) Where is the data from loT devices often processed?
A) On the device itself
B) In the cloud
C) In a local library

D) On a floppy disk



6) Which of the following is a challenge related to 10T?
A) Lack of data generation
B) Data security and privacy concerns
C) Reduced data storage
D) Decreased automation

7) In smatrt cities, 0T can help manage which of the following?
A) Movie schedules
B) Traffic flow
C) Classroom seating

D) Book collections

8) loT applications in agriculture often optimize which system?
A) Livestock feeding
B) Crop rotation
C) Irrigation
D) Soil erosion

9) What type of data analysis helps IoT systems automate actions?
A) Descriptive
B) Predictive
C) Historical
D) Manual

10)Which of the following is a component of an loT system?
A) Sensors
B) Typewriters
C) Analog clocks
D) Paper maps

SCAN ME



Sub-Topic 2.2 ARTIFICIAL INTELLIGENCE (Al)

Students should be able to:

_ e Define the Artificial Intelligence (Al)
Learning Outcome

e Explain types of Artificial Intelligence (Al).

e Discuss the components of the Atrtificial Intelligence (Al).

ARTIFICIAL INTELLIGENCE (Al)

Artificial Intelligence (Al) refers to the simulation of human intelligence in machines that are
designed to think and act like humans. These machines are programmed to perform tasks
such as learning, reasoning, problem-solving, and understanding natural language. These
tasks include voice recognition, natural language understanding, computer vision, decision-
making, and playing games.

History of Artificial Intelligence (Al)

ARTIFICIAL
INTELLIGENCE

MACHINE

LEARNING
s DEEP

-, LEARNING

1950's 1960's 1970's 1980 1990's 2000s 2010’

Since an early flush of optimism in the 1950, smaller subsets of artificial intelligence - first machine learning, then
deep leamning, a subset of machine learning - have created ever larger disruptions.

History of Artificial Intelligence (Al)




Types of the Artificial Intelligence (Al)

humans in specific
repetitive tasks such
as driving, medical
diagnosis, and

financial advice.

humans across all
endeavours, from
earning university
degrees to handling

medical emergencies.

CATEGORY NARROW Al (ANI) GENERAL Al (AGI) SUPER Al (ASI)

Definition Narrow Al is focused | Strong Al can perform a | Super Al demonstrates
on a specific, singular, | broad range of tasks, | intelligence beyond
or focused task and | reason, learn, and | human capabilities.
lacks the self- | improve cognitive
expansion capabilities comparable
functionality to solve | to humans.
unfamiliar problems.

Purpose Narrow Al is | Strong Al will have a | Super Al will surpass
programmed to | mind of its own and will | human intellect to
operate within a set of | be able to accomplish | accomplish any task
pre-defined functions | any type of task that its | better than its human
to complete or address | ‘mind’ can envision. counterparts.

a specific problem.

Al Model Narrow Al uses fixed | Strong Al self-learns | Super Al self-learns
domain models that | and reasons with its |and evolves with a
are programmed. operating environment. | consciousness of its

own.

Implications Narrow Al outperforms | Strong Al competes with | Super Al outperforms

humans to achieve

societal objectives and

facilitate space
exploration, but also
threatens the very

existence of the human

race.

Al Stage

Today’s Al

Future Al — around 2040

Soon after AGI




Components of the Artificial Intelligence (Al)

a) Machine Learning (ML)
The ability of computer systems to learn and improve from experience without being
explicitly programmed. This includes techniques like supervised learning, unsupervised

learning, and reinforcement learning.

Supervised Learning Unsupervised Learning Reinforcement Learning

The algorithm is trained | The algorithm is given data | The algorithm learns by
on a labelled dataset, | without explicit instructions on | interacting with an
meaning  that  each | what to do with it. It tries to find | environment and receiving
training example is paired | patterns or structures within | rewards or penalties based

with an output label. the data. on its actions.
MACHINE LEARNING
5 ol]l][lﬁ<> R
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Machine Learning (ML)

b) Deep Learning (DL)
A subset of Machine Learning uses neural networks with many layers (deep neural
networks) to analyze data in a more detailed and complex manner. Examples of deep

learning applications include image and speech recognition.

DEEP LEARNING
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Deep Learning (DL)




c) Natural Language Processing (NLP)
A branch of Al focused on the interaction between computers and humans through natural

language. Examples of NLP applications include translation services and chatbots.

Applications of
Natural Language Processing
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Language translation

=

Email Sn;art

filtering ® ® assistant

Sentiment

Analysis '
y __—® Document
analysis

Chatbots @ Onlmine

searches

. (
Social media : Predictive
monitoring { L= text

Automatic summarization

Natural Language Processing (NLP)

d) Computer Vision
Vision Al (also known as Computer Vision) is a field of computer science that trains
computers to replicate the human vision system. This enables digital devices (like face

detectors, and QR Code Scanners) to identify and process objects in images and videos,

just like humans do.




Application of the Computer Vision

a) Image Segmentation
It is a process of partitioning an image from multiple regions and pieces, based on pixel
characteristics in an image. Generally used for examining purposes, image segmentation
involves separating foreground from background or clustering parts of an image by pixels,
based on similarity in color or shape. The image shown below exemplifies image

segmentation, where parts of the image are differentiated by colors.
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Image Segmentation

b) Object Detection
This field of computer vision Al deals with the detection of one or multiple objects in an
image or a video. For example, surveillance cameras smartly detect humans and their
activities (no movement, objects like guns or knives, etc.) so that caution is passed for

suspicious activities.

Object Detection




c)

d)

Facial Recognition

The facial recognition technique aims at detecting an object or human face in the image. It
is one of the complex applications of computer vision because of variability in human faces-
expression, pose, skin color, the difference in camera quality, position or orientation, image
resolution, etc. However, this technique is prominently used. Smartphones use it for user
authentication. Facebook uses the same technique when it gives tagging suggestions for

people in a picture.

“Facial Recognition
Edge Detection
Edge detection deals with finding the boundaries of objects within an image. This is done
by detecting discontinuities in brightness. Edge detection can be a great help in data

extraction and image segmentation.

Edge Detection




e) Pattern Recognition
Pattern recognition is the ability of a system to detect arrangements of characteristics or
data. Here, a pattern can be a recurring sequence of data or a set of data added to the

system.

Pattern Recognition

f) Visual Search
Visual search simplifies the way users search for products or information online. Instead of
relying on textual queries, individuals can now use images as search inputs and upload

them to the platform.

Visual Search



g) Optical Character Recognition (OCR)
OCR is a technology that converts documents, including scanned paper documents and
images, into editable and searchable data. It works by recognizing the shapes and patterns

of characters in an image and translating them into text that computers can process.
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Optical Character Recognition (OCR)

h) Customer Heatmap
Customer heatmap analysis is used to observe and analyze customer behavior within
physical spaces. By strategically placing cameras equipped with computer vision
capabilities, businesses can capture real-time footage of customer movements. These
captured video streams are then processed by advanced algorithms, which track and

interpret customer interactions.




Advantages and Disadvantages of the Artificial Intelligence (Al)

Advantages

Disadvantages

Efficiency and Productivity

e Automation of Routine Task: Al can
perform repetitive and mundane tasks
much faster and more accurately than
humans, freeing up human workers to
focus on more complex and creative tasks.

e 24/7 Operation: Al systems can operate
continuously without fatigue, leading to

increased productivity and efficiency.

Job Displacement

e Automatic of Jobs: Al and automation can
lead to job displacement, particularly in
industries that rely heavily on routine and
repetitive tasks.

e Skills Gap: There may be a growing gap
between the skills required by Al-driven
industries and the skills possessed by the

current workforce.

Enhanced Decision-Making

e Data Analysis: Al can process and analyze
vast amounts of data quickly, providing
insights that can help in making informed
decisions

e Predictive Analytics: Al can forecast trends
and behaviors by analyzing historical data,
aiding in proactive decision-making.

Ethical and Privacy Concerns

e Data Privacy: Al systems often require
large amounts of data, raising concerns
about data privacy and security.

e Bias and Fairness: Al systems can

inadvertently perpetuate biases present

in their training data, leading to unfair and

discriminatory outcomes.

Improved Accuracy and Precision

e Reduced Human Error: Al systems can
perform tasks with a high level of precision
and consistency, minimizing the risk of
errors.

e Medical Application: Al can assist in

diagnosing diseases and suggesting

treatment plans with high accuracy,

improving patient outcomes.

High Initial Costs

e Development and Implementation:

Developing and implementing Al
solutions can be expensive and resource-
intensive, posing a barrier for smaller

organizations.

e Maintenance: Al systems require
ongoing maintenance, updates, and
monitoring to ensure they function

correctly and adapt to new data.

Cost Saving

e Labor Costs: Automation through Al can
by
performing tasks that would otherwise

significantly reduce labor costs
require human workers.
e Operational Efficiency: Al can optimize

and

reduce waste,

/ -
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processes, and

Lack of Transparency

e Black Box Problem: Many Al models,
especially deep learning models, operate
as "black boxes,” making it difficult to
understand how they arrive at specific

decisions.




Machine Learning operations, leading to

cost savings.

e Accountability: The lack of transparency

can make it challenging to hold Al systems

accountable for their actions and

decisions.

Innovation Security Risk
e New Products and Services: Al can drive | ¢ Cyber Attacks: Al systems can be
innovation by enabling the development vulnerable to cyberattacks, including

of new products and services that were
previously unimaginable.

e Scientific Research: Al can accelerate
research and development in various
fields,

materials science, and more.

including pharmaceuticals,

adversarial attacks where malicious inputs
are designed to deceive the Al.

e Autonomous Weapons: The use of Al in
military applications raises concerns about
the development of autonomous weapons

and their potential misuse.

Personalization

e Customer Experience: Al can optimize
processes, and reduce waste, and

machine learning operations, leading to

cost savings.

Dependency and Loss of Human Skills

e Over-Reliance: Excessive reliance on Al
can lead to a loss of critical thinking and
problem-solving skills among humans.

e Skill Degradation: As Al takes over certain
tasks, humans may lose proficiency in
those areas, making it difficult to take over
if the Al fails.




SUMMARY

Artificial Intelligence (Al) is a growing field, in computer science that focuses on creating
systems for carrying out tasks that typically require human intelligence. These tasks include
things like recognizing voices, understanding languages, processing information, and making

decisions.

Al can be divided into three categories; Narrow Al, which excels at tasks; General Al, which
aims to replicate human intelligence across different areas (though it's not yet a reality); and
Super Intelligent Al, which would surpass human intelligence in all aspects (currently more of

a concept).

Some key components of Al are Machine Learning (Machine Learning) which enables systems
to learn from data; Deep Learning, a branch of Machine Learning that uses networks; and
Natural Language Processing (NLP) which facilitates communication between computers and

humans using natural language.

Al is applied across industries like healthcare, finance, and automotive sectors offering benefits
such as enhanced diagnostics and improved fraud detection. However, it also poses

challenges related to ethics and safety issues, like data and potential job displacement.

In conclusion, Al has the potential to revolutionize aspects of life and business if developed

carefully while addressing the risks and hurdles it brings along.
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SELF-ASSESSMENT OF INTERNET OF THINGS (IoT)

Fill in the blank:
1. Al stands for . Ans: Atrtificial Intelligence
2. There are three main types of Al , , and

Ans: Narrow Al, General Al, Super Intelligent Al
Al is designed to perform specific tasks exceptionally well. Ans: Narrow
Al aims to mimic human intelligence across various domains. Ans: General
Al is speculative and would surpass human intelligence in all aspects. Ans:
Super Intelligent.
6. A subset of Al that enables machines to learn from data is called . Ans:
Machine Learning
7. Deep Learning is a subset of Machine Learning that uses with many layers.
Ans: neural networks
8. stands for Natural Language Processing and focuses on the interaction
between computers and humans through natural language. Ans: NLP
9. Despite its benefits, Al can potentially lead to job losses due to Ans:
automation
10. is an example of Narrow Al designed to perform a specific task. Ans: Siri (or

Alexa or Google Assistant)
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Sub-Topic 2.3 MACHINE LEARNING (ML) AND COGNITIVE LEARNING

Students should be able to:
e Define Machine Learning and Cognitive Computing.
Learning Outcome e Describe Machine Learning Model & Algorithm.

e Discuss the advantages and disadvantages of Cognitive

Computing

MACHINE LEARNING

The ability of computer systems to learn and improve from experience without being explicitly
programmed. This includes techniques like supervised learning, unsupervised learning, and
reinforcement learning. Machine Learning is an approach to data analysis that involves

building and adapting models, which allow programs to "learn" through experience.

Machine Learning involves the construction of algorithms that adapt their models to improve

their ability to make predictions.

Machine Learning algorithms are trained over instances or examples through which they learn
from past experiences and also analyze historical data. Therefore, as it trains over the

examples, again and again, it can identify patterns to make predictions.

These algorithms learn from past instances of data through statistical analysis and pattern

matching. Then, based on the learned data, it provides us with the predicted results.

| can learn everything

automatically from
Human experiences.

Can u learn?

Yes, | can also learn
from past data with the
help of Machine learning




Machine Learning (ML) Work

Introduction to e
Machine Learning
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e With an exponential increase in data, there is a need for a system that can handle this
massive load of data.

e Machine Learning models like Deep Learning allow the vast majority of data to be handled
with an accurate generation of predictions.

e Machine Learning has revolutionized the way we perceive information and the various
insights we can gain from it.

e These Machine Learning algorithms use the patterns contained in the training data to
perform classification and future predictions.

e Whenever any new input is introduced to the Machine Learning model, it applies its
learned patterns over the new data to make future predictions.

e Based on the final accuracy, one can optimize their models using various standardized
approaches. In this way, the Machine Learning model learns to adapt to new examples

and produce better results.




Machine Learning Model and Algorithm

Machine Learning Models can be classified into three types:

a) Supervised Learning
In Supervised Learning, the dataset on which we train our model is labeled. There is a clear
and distinct mapping of input and output. Based on the example inputs, the model can be
trained in the instances. An example of supervised learning is spam filtering. The model
can determine if the data is spam or ham based on the labeled data. This is an easier form

of training. Spam filtering is an example of this type of machine learning algorithm.

SUPERVISED LEARNING

Supervised machine learning is a branch of artificial intelligence that focuses on
training models to make predictions or decisions based on labeled training data.

Labeled Data
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Supervised Learning




b) Unsupervised Learning
In Unsupervised Learning, there is no labeled data. The algorithm identifies the patterns

within the dataset and learns them. The algorithm groups the data into various clusters
based on their density. Using it, one can perform visualization on high-dimensional data.
One example of this type of Machine learning algorithm is the Principle Component
Analysis. Furthermore, K-Means Clustering is another type of Unsupervised Learning
where the data is clustered in groups of a similar order. The learning process in
Unsupervised Learning is solely based on finding patterns in the data. After learning the

patterns, the model then makes conclusions. Machine Learning Algorithm.

UNSUPERVISED LEARNING

Unsupervised learning is a type of machine learning where the algorithm learns
from unlabeled data without any predefined outputs or target variables.

Input Raw Data B DatabaseTown Outputs 06
‘} 00 Interpretation Processing Y ;
IOy oo Ly
ol 7

Unlabeled Data

Unsupervised Learning




c) Reinforcement Learning

Reinforcement Learning (RL) is a type of machine learning where an agent learns to make

decisions by performing actions in an environment to maximize some notion of cumulative

reward. It is inspired by behavioral psychology and involves learning what to do, how to

map situations to actions, and how to maximize a numerical reward signal.

The Reinforcement Learning Process:

i.  Initialization: The agent starts with an initial policy and value functions.

ii. Interaction: The agent observes the reward and the new state resulting from the
action.

lii.  Observation: The agent observes the reward and the new state resulting from the
action.

iv. Update: The agent updates its policy and value functions based on the observed
reward and new state.

v. lIteration: The process is repeated until the policy converges to an optimal policy or for

a predefined number of iterations.

REINFORCEMENT LEARNING

Reinforcement learning is a machine learning paradigm that focuses on how
agents learn to interact with an environment to maximize cumulative rewards.
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Algorithms and Approaches in Reinforcement Learning

e Q-learning e Policy Gradients Methods
e Deep Q-networks (DQN) e Proximal Policy Optimization (PPO)

Reinforcement Learning



Application of Machine Learning (ML)

a) Traffic Prediction
Traffic management is another area of application for ML. We all using Google map GPS
navigation Service. This GPS navigation system makes use of ML to identify the shortest
route with the least traffic.

b) Search Engine
The search engines are extensively used on the Internet for finding information. The
Internet is flooded with information. Search engines such as Google, Bing & Yahoo use
different algorithms to produce to most relevant search results. These search engine
algorithms make use of ML to produce the most relevant search results. The Al-based
algorithms make it possible for search engines to produce & rank the web pages.

c) Medical Diagnosis
The ML is swiftly making inroads into many areas in the healthcare industry. Some of these
ML applications include diagnosis & prognosis, improving new drug development,
epidemiology & medical robotics.

d) Banking & Finance
The Al & ML-based algorithms are used to track complex & large volumes of financial
transactions to provide more secure services. The bankers can easily detect & track any
suspicious transaction. The banks can take preventive measures against any potential
online fraud. The ML algorithms are also helping the banks to decide the customers for
offering credit cards & also for evaluation on credit offers.

e) Image Recognition
Example: Allowing users to Search the Physical World™, this app offers a mobile visual
search engine. Take a picture of an object and the app will tell you what it is and generate
practical results like images, videos, and local shopping offers. Once users find what they
are looking for, they can easily save their findings to their profiles and share them with
friends and family. To discover more products, users can follow others and build their social
feeds.

f) Virtual Personal Assistant
Examples of VPA are Siri & Alexa. No matter what information or service you are looking
for, these VPA can help you with the latest information & answers. Further, these VPA can
easily understand all your voice commands without any problem. All this is possible due to

the application of ML.



Advantages and Disadvantages of Machine Learning (ML)

Advantages

Disadvantages

Identification of trends and patterns

* Machine learning helps to manage a
large amount of data and understand the
trends and patterns that could have been
not possible to manage that large amount
of data by humans.

+ For example- In the e-commerce industry
like Myntra, it helps to understand and
manage its marketing business by the

user requirement.

Data acquisition

e In the process of machine learning, a
large amount of data is used in the
process of training and learning.

e So the use of data should be of good
quality, and unbiased. During the process
of machine learning with the help
of software development services, there
are also moments when we need to wait.

e In that period new data is being generated

and can be used for further process.

No human interference is required

+ Because of the machine learning
technique, we don’t need to assist our
system or give it commands to follow
certain instructions.

« To control their decision-making ability.
Rather let it take its own decision by itself
without our interference.

* Hence it helps them to develop and
improve their decision-making ability by

themselves and also to rectify the errors.

Time and resources

e During the procedure of the machine
learning process the algorithms that help
to manage all the functions to manage the
data and use of certain data in the process
of rectification if any errors require time.

e And also trusted and reliable resources

for the functioning of this system.

Wide application

e ML can be helpful for those who are in
the field of e-commerce or healthcare
providers they can make use of ML to get
immense help in their market growth and
also it helps in the increase of human
work efficiency. The wuse of this

application gives the customers a very

personal experience while targeting the

right customers

Interpretation

e When the algorithms help in all these
processes and give a resulting output.

e This given output must be checked for any
errors and the correction operation should
be followed to get the desired accuracy.

e And during the selection of this algorithm,
we must select the algorithm that you

require for the purpose.




COGNITIVE COMPUTING

Cognitive Computing is systems that learn at scale, reason with purpose, and interact with

humans naturally.

Cognitive computing represents a paradigm in computer science that aims to simulate human
thought processes using advanced algorithms and machine learning techniques. Unlike
traditional computing, which relies on predefined rules and instructions, cognitive computing
systems can analyze large volumes of data, understand natural language, and learn from
interactions to make informed decisions. It is a mixture of computer science and cognitive
science — that is, the understanding of the human brain and how it works. The goal of cognitive
computing is to simulate human thought processes in a computerized model. Using self-
learning algorithms that use data mining, pattern recognition, and natural language processing,

the computer can mimic the way the human brain works.

While computers have been faster at calculations and processing than humans for decades,
they haven’t been able to accomplish simple tasks that humans take for granted as simple,

like understanding natural language or recognizing unique objects in an image.

Traditional Cognitive
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Cognitive Computing Work
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e Some people say that cognitive computing represents the third era of computing: we went
from computers that could tabulate sums (1900s) to programmable systems (1950s), and
now to cognitive systems.

e The more data the system is exposed to, the more it learns, and the more accurate it
becomes over time, and the neural network is a complex “tree” of decisions the computer

can make to arrive at an answer.

e For example, according to TED Talk video from IBM, Watson could eventually be applied in
a healthcare setting to help collate the span of knowledge around a condition, including
patient history, journal articles, best practices, diagnostic tools, etc., analyze that vast
guantity of information, and provide a recommendation.

e The doctor is then able to look at evidence-based treatment options based on a large
number of factors including the individual patient’s presentation and history, to hopefully
make better treatment decisions.

e The personal digital assistants we have on our phones and computers now (Siri and Google
among others) are not true cognitive systems; they have a pre-programmed set of

responses and can only respond to a preset number of requests.

!
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Advantages and Disadvantages of Cognitive Computing

Advantages

Disadvantages

High-accuracy data analysis

Cognitive computing enables more accurate
decision-making in important matters. For
example, in the medical field, these systems
can analyze patient data with high precision,

like IBM's Watson for Oncology.

Security Risks

Cognitive  computing  systems,  while
accurate, can pose security risks. The large
amount of sensitive data they handle, like in
the case of IBM's Watson for Oncology, can

be vulnerable to breaches.

Improved  Efficiency of Business
Processes

Cognitive computing recognizes patterns in
business data analysis, speeds up work, and

reduces risks.

A Long Time of Development

Developing cognitive computing systems is
time-consuming. Recognizing patterns in
business data analysis and integrating them
into efficient systems can take a significant

amount of time.

Improved Interaction and User
Experience
This technology can substitute human

communication in business processes. For

instance, chatbots using cognitive
computing can provide customers with
relevant and helpful information, saving time

and enhancing customer experience.

Insufficient Application

Cognitive computing is not always fully
applicable. While it can replace human
interaction in some business processes, it
might not be suitable for all situations. There
can be limitations in providing relevant and

helpful information in every context.

Greater Employee Productivity

Cognitive computing handles monotonous
tasks like collecting and analyzing data,
allowing employees to focus on creative

work and reach their full potential.

Environmentally Harmful
Cognitive computing systems can be
environmentally harmful due to their high
energy consumption. The processing power
required for these systems can contribute to
carbon the

emissions, impacting

environment negatively.




SUMMARY

Machine Learning (ML) and Cognitive Computing are crucial components of artificial

intelligence (Al) that serve different yet complementary purposes.

Machine Learning focuses on enabling computers to learn from data and make accurate
predictions or decisions without explicit programming. Its primary applications include spam
detection, image recognition, and recommendation systems, utilizing supervised,

unsupervised, and reinforcement learning techniques.

Cognitive Computing, meanwhile, aims to mimic human thought processes, enabling
machines to understand, reason, and interact naturally with humans. It combines technologies
like natural language processing (NLP), deep learning, and knowledge graphs, making it ideal
for complex tasks such as medical diagnosis, financial analysis, and customer service.

The fundamental difference is that ML is data-driven and typically used for specific predictive
tasks, whereas cognitive computing focuses on contextual understanding and simulating

human cognition for broader, more complex problems.

Together, ML and cognitive computing are driving innovation across various industries,

enhancing efficiency and enabling more intelligent and natural human-computer interactions.




SELF-ASSESSMENT OF MACHINE LEARNING (ML) AND COGNITIVE COMPUTING

What type of learning uses labeled data for training?

Which metric measures the correctness of predictions made by a model?
Give an example of an unsupervised learning technique.

How does reinforcement learning differ from supervised learning?

What technology enables machines to understand and respond to natural language?
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Name a characteristic of cognitive computing that allows it to remember previous

interactions.

7. Inwhat field does cognitive computing assist in making medical diagnoses based on patient
data?

8. What does cognitive computing aim to simulate in its approach to Al?

SCAN ME



Sub-Topic 2.4 MOBILE SECURITY

Students should be able to:

_ e Define the Mobile Security.
Learning Outcome ) ) )
e Eplain the Mobile Security Threats.

e Discuss the Mobile Security Countermeasures

MOBILE SECURITY

Mobile security refers to the measures and practices taken to protect mobile devices such as
smartphones, tablets, and wearable devices from various threats and vulnerabilities. This
encompasses a wide range of technologies and strategies designed to safeguard the data,
privacy, and integrity of mobile devices and the networks they connect to. As mobile devices
become an integral part of daily life, securing them is crucial to protect personal and sensitive
information from cyberattacks and unauthorized access. Securing mobile devices has become
increasingly important as the number of devices and the ways those devices are used have
expanded dramatically. In the enterprise, this is particularly problematic when employee-

owned devices connect to the corporate network.
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The key aspect of Mobile Security

a)

Device Security

Ensuring the physical and software security of the device itself.

e Authentication: Use of passwords, PINs, and biometrics (fingerprint, facial recognition)
to control access.

e Encryption: Encrypting data stored on the device to protect it from unauthorized access.

e Remote Wipe: Ability to remotely erase data if the device is lost or stolen.

b) Application Security

d)

e Protecting mobile applications from vulnerabilities.

e App Vetting: Ensuring apps are free from malware before installation

e Permission Management: Controlling what apps can access (e.g., contacts, location)

e Secure Coding Practices: Develop apps with security in mind to prevent common
vulnerabilities like SQL injection, buffer overflow, etc.

Network Security

Securing data transmitted over networks.

e VPNs (Virtual Private Networks): Encrypting data transmitted over public networks.

e Secure Wi-Fi: Using secure Wi-Fi protocols (WPA3) and avoiding untrusted networks.

e Firewalls: Blocking unauthorized access to and from the network.

Data Security

e Protecting data stored on and accessed by the mobile device.

e Data Encryption: Encrypting sensitive data both in transit and at rest.

e Backup and Recovery: Regularly backing up data to secure locations.

e Data Loss Prevention (DLP): Ensuring sensitive data is not sent outside the
organization.

User Awareness

Educating users about potential threats and safe practices

e Phishing Awareness: Training users to recognize and avoid phishing attempts.

e Security Policies: Implementing and enforcing organizational security policies.




Mobile Security Treats
a) Malware
Malicious software designed to harm the device or steal information.
e Viruses: Self-replicating programs that spread by infecting other files.
e Trojans: Malicious software disguised as legitimate applications.
e Spyware: Software that secretly monitors user activity and sends information to a third

party.

Types of Malware
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b) Phishing
Attempts to deceive users into providing sensitive information by pretending to be a
trustworthy entity.
e SMS Phishing (Smishing): Phishing attempts via text messages

e Email Phishing: Phishing attempts via email

Attacker sends an
email to the victim

& > >
Attacker Victim
Attacker uses Attacker collects Victim clicks on the
victim's credentials victim’s credentials email and goes to
to access a website the phishing website
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Phishing Website

Legitimate Website

Phishing

c) Man in the Middle Attacks
Intercepting and altering communications between the device and another party.
e Wi-Fi Eavesdropping: Intercepting data transmitted over unsecured Wi-Fi networks.
e HTTPS Spoofing: Tricking users into thinking they are on a secure site when they are

not.

e Attacker
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Man in the Middle Attacks




d) Device Theft
Physical theft of the device can lead to unauthorized access to data.

e SIM Card Swapping: Stealing a SIM card to gain access to the user's account and data.

0O — Attacker collects
""" | dataonvictim
(through social
I\ media, phishing, etc.) gyt

Now, thief gets incoming
calls and texts meant for
the victim — including
account access codes.

Thief calls phone
service provider,

@ impersonates

C : victim.

Thief tricks carrier into
switching victim’s mobile
number to SIM card on
thief’s phone.

©
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Device Theft

e) Exploits and Vulnerabilities
Using flaws in the device's software to gain unauthorized access or control.
e Zero-Day Exploits: Exploiting unknown vulnerabilities before they are patched.

e OS Vulnerabilities: Exploiting weaknesses in the mobile operating system.

‘Zero-Day’ Defined

000
o 011

A zero-day vulnerability is a
security software flaw that’s
unknown to someone interested
in mitigating the flaw.

9 ®

A zero-day attack is
when hackers leverage
their zero-day exploit to
commit a cyberattack.

A zero-day exploit is when
hackers take advantage of
a zero-day vulnerability for

malicious reasons.

Exploits and Vulnerabilities




Mobile Security Countermeasures

To address these threats, mobile security involves a range of countermeasures, including:

a) Mobile Device Management (MDM)
Tools and policies to secure, monitor, and manage mobile devices, especially in enterprise
settings. VMware Workspace ONE is a comprehensive MDM solution that integrates device
management, application management, and identity management into a single unified
platform

b) Antivirus and Anti-malware Software
Apps that scan for and detect malicious programs on devices. Examples: Malwarebytes,
AVG Mobile Security, Avast Mobile Security, Bitdefender Mobile Security

c) Encryption
Protecting data on the device and during transmission using strong encryption algorithms.
Advanced Encryption Standard (AES) is a widely adopted symmetric encryption algorithm
used to secure sensitive data.

d) Secure Authentication
Using methods like biometrics, PINSs, or patterns to control access to the device and apps.

e) Virtual Private Networks (VPNs)
Encrypting internet traffic and hiding the user’s IP address when connecting over public Wi-
Fi.

f) User Education

Informing users about best practices for safe mobile device usage and avoiding common

threats.




SUMMARY

Mobile security is essential for safeguarding devices and sensitive information from cyber
threats. Key practices include using strong passwords, PINs, or biometric authentication, and
enabling device encryption.

Network security can be enhanced by using VPNs and avoiding untrusted networks. App
security involves downloading apps only from trusted sources, regularly updating them, and

scrutinizing permissions.

Regularly backing up data to secure, encrypted locations ensures data protection.
Organizations should employ Mobile Device Management (MDM) solutions like VMware
Workspace ONE or Microsoft Intune to enforce security policies and manage devices.

Utilizing strong encryption algorithms like AES and educating users about threats such as

phishing and malware are also crucial.

By implementing these measures, individuals and organizations can effectively protect their

mobile devices and data.




SELF-ASSESSMENT OF MOBILE SECURITY

Fill in the blank:
1. Using strong , PINs, or biometric authentication methods like and

is crucial for securing device access.

2. Enabling ensures that stored data remains protected even if the device is lost
or stolen.
3. Using when connecting to public Wi-Fi networks encrypts data in transit,

safeguarding it from potential interception.

4. Download apps exclusively from trusted sources such as the or

5. Regularly updating apps and operating systems patches

6. Reviewing app helps ensure apps only access necessary information.

7. Encrypting backups and restricting access to authorized users enhances

8. Organizations should employ solutions to manage and secure devices.

9. Using strong encryption algorithms like protects data both at rest and during
transmission.

10. Properly managing encryption is critical for maintaining security.

11.Educating users about common threats, such as and , IS

essential.

SCAN ME



Sub-Topic 2.5 VIRTUAL REALITY (VR) AND AUGMENTED REALITY (AR)

Students should be able to:

e Define the Virtual Reality (VR) and Augmented Reality (AR).

e Explain the components of Virtual Reality (VR) and Augmented
Reality (AR).

e Discuss the types of Virtual Reality (VR) and Augmented Reality
(AR).

Learning Outcome

VIRTUAL REALITY (VR)

Virtual Reality (VR) is the use of computer technology to create a simulated environment.
Unlike traditional user interfaces, VR places the user inside an experience. Instead of viewing
a screen in front of them, the computer is transformed into a gatekeeper to this artificial world
by simulating as many senses as possible, such as vision, hearing, touch, and even smell -

where users are immersed & able to interact with 3D worlds.

Virtual Reality (VR) Vendor

a) Meta (formerly Facebook): Meta continues to dominate with its Quest series, including
the Meta Quest 3 and Meta Quest 2, known for their robust VR gaming and application
ecosystems (ZDNet).

b) HTC: The HTC Vive XR Elite stands out as a versatile convertible VR headset, catering to
both casual users and professionals looking for high-quality VR experiences (ZDNet).

c) Apple: The Apple Vision Pro, although premium-priced, is making waves with its advanced
features and high-resolution displays, positioning itself as a top-tier choice for VR
enthusiasts (ZDNet).

d) Sandbox VR: Offering immersive location-based VR experiences, Sandbox VR is popular
for its interactive multiplayer games and VR adventures available in various global locations

e) Transfer: This company focuses on VR-based training simulations for professional skill
development, providing immersive environments for practical learning in fields like
construction and logistics.

f) Vicarious Surgical: Innovating in the medical field, Vicarious Surgical integrates VR with
robotic surgery, aiming to enhance precision and reduce invasiveness in surgical
procedures.

g) Magic Leap: Known for its mixed reality headsets, Magic Leap continues to innovate in the

enterprise sector, offering advanced AR and VR solutions for various industries.


https://www.zdnet.com/article/best-vr-headset/
https://www.zdnet.com/article/best-vr-headset/
https://www.zdnet.com/article/best-vr-headset/

Components of Virtual Reality (VR)

Hardware

a) The headset
A Virtual Reality (VR) headset is a head-mounted device that provides VR for the wearer,
widely used with VR video games or simulators for training. Virtual Reality (VR) headsets
typically include:
i. Stereoscopic display (providing separate images for each eye),
ii. stereo sound sensors like accelerometers and gyroscopes track the pose of the

user's head to match the orientation of the virtual camera with the user's eye positions

in the real world.

The headset

b) Hand controllers
Virtual Reality (VR) Hand Controllers. This device translates your real-world gestures into
whatever game or application you use, although standard gaming joypads can also be

used.

Hand controllers



c) Treadmills
Virtual Reality (VR) Treadmills it's not a traditional treadmill — it's a low-friction platforms
that are used with special low-friction shoes or shoe covers and a harness. This device
converts your movements on the treadmill into the controller's actions. It records your
direction, speed, and even position (standing or crouching) and sends the data to your
gaming PC as the corresponding button is pressed.

&

Treadmills

Software

Virtual Reality (VR) Applications: Programs and games designed specifically for VR
experiences.

a) 3D Modeling and Animation Software

Tools like Unity or Unreal Engine used to create Virtual Reality (VR) environments

ENGINE

UNREAL unity

3D Modeling and Animation Software




b) Virtual Reality (VR) Platform
Ecosystems like SteamVR or Oculus Store where users can access and download VR

content.

v STEAMVR’

Virtual Reality (VR) Platform

Types of Virtual Reality (VR)
a) Non-Immersive
Non-immersive VR typically uses a standard computer screen or mobile device to display
a virtual environment. Users interact with the environment through traditional input devices

like keyboards, mice, or touchscreens.

Non-Immersive
b) Semi-Immersive
Semi-immersive VR offers a more engaging experience than non-immersive VR, often
using large screens or projectors for a wider field of view. Examples include flight simulators

and virtual training environments.

Semi-Immersive




c) Fully Immersive
Fully immersive VR provides the most complete and engaging experience, using VR
headsets and motion tracking to create a sense of presence in the virtual environment.

Users can look around, move, and naturally interact with the environment.

Fully Immersive

Application of Virtual Reality (VR)

Virtual Reality (VR) has a wide range of applications across various fields.

a) Virtual Reality in The Military
Virtual Reality (VR) has been adopted by the military (army, navy, and air force) — where it
is used for training purposes. It helps for training exercises that are too rare, too
expensive, or too dangerous to be done in real life. These include flight simulation, vehicle

simulation, battlefield simulation, virtual boot camp, and medic training (battlefield)

VR in the pilot training VR in war training




b) Virtual Reality in Healthcare

Virtual Reality (VR) is used in healthcare for a variety of purposes, including;
i. Pain Management: VR experiences that distract patients from pain during medical
procedures.
ii. Rehabilitation: VR-based physical therapy and rehabilitation exercises
lii.  Mental Health: VR therapy for conditions like PTSD, anxiety, and phobias

Surgical Theater adapts MRIs, CT scans and other 2D medical imaging techniques into a
3D model. Surgeons can then use VR to explore and interact with this 3D model to plan a
surgery.

f

Virtual Reality in Healthcare

Virtual Reality in Education

Virtual Reality (VR) is used in education and training to provide realistic simulations and
interactive learning experiences. It allows students to explore virtual environments and
interact with digital objects, providing hands-on, experiential learning. This can help
students better visualize and understand complex concepts. Virtual Reality (VR) in
education enables virtual field trips, letting students virtually visit places they couldn't
access in the real world, like historical sites or the bottom of the ocean. This brings lessons
to life.

Virtual Reality in Education

£




d) Virtual Reality in Engineering
Virtual Reality (VR) is revolutionizing the field of engineering by providing immersive and
interactive experiences that enhance design, simulation, collaboration, and training. By
leveraging VR technology, engineers can visualize complex structures, test scenarios,
and collaborate in a virtual environment, leading to improved efficiency, accuracy, and

innovation.

Virtual Reality in Engineering
e) Virtual Reality in Entertainment

e Virtual Reality (VR) Gaming: VR gaming is a major application, allowing users to fully
immerse themselves in 3D virtual worlds and interact with the environment using
motion controllers. Popular VR game titles include Titans of Space, SpaceTunnel, and
Star Conflict.

e Virtual Reality (VR) Cinemas and 360° Videos: VR enables immersive, 360-degree
video experiences that allow viewers to feel like they are part of the action. This is being
used for VR movies, documentaries, and virtual tours.

e VR Theme Parks: VR is being used to create virtual theme park experiences that are

too elaborate or fantastical to build in the real world. This allows for thrilling,

supernatural experiences.
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Virtual Reality in Entertainment




Advantages and Disadvantages of Virtual Reality (VR)

Advantages

Disadvantages

Virtual Reality (VR) can provide an

experience immersive, real-time

educational scenarios for a truly
engaging learning experience.

Virtual Reality (VR) is the way to explore
places.

Virtual Reality (VR) opens the world of
entertainment.

Safe, controlled area / engage little or no
risk.

Virtual Reality (VR) Can be done
remotely, saving time and money.
Simplifies complex problems/situations.

Innovative and enjoyment & interaction.

Virtual Reality (VR) isolates you in real
life.

Virtual Reality (VR) might cause eye
strain.

Virtual Reality (VR) can be glitchy.
Virtual Reality (VR) is addictive like a
drug.

Virtual Reality (VR) implementation is
expensive

There is limited educational flexibility

using Virtual Reality (VR).




SUMMARY

Virtual Reality (VR) is revolutionizing engineering across multiple fronts, offering powerful tools
for design, simulation, collaboration, and training. Its immersive simulations fundamentally
change how engineers conceptualize and refine products, enabling them to create and test
prototypes in virtual environments with unprecedented realism and detail. This capability not

only accelerates the design process but also reduces costs associated with physical

prototyping.

In terms of training, VR provides a safe and interactive platform for engineers to learn and
practice complex tasks, such as equipment maintenance or structural analysis, in realistic
simulations. This approach enhances learning outcomes by allowing for repeated practice

without real-world consequences.

As VR technology continues to evolve, it holds the potential to offer even more innovative
solutions in engineering. Future advancements may further enhance simulation realism,
improve accuracy in design analysis, and drive creativity in problem-solving approaches.

Overall, VR is poised to revolutionize engineering practices by maximizing efficiency,

accuracy, and creativity in a rapidly evolving technological landscape.




SELF-ASSESSMENT OF VIRTUAL REALITY (VR)

No. | Select the answer True or False T/IF
1. | Virtual Reality (VR) can only be used in the video game industry.

2. | VR requires the use of a specialized headset for an immersive experience.

3. | Virtual Reality cannot be used for educational purposes.

4. | VR experiences can cause motion sickness in some users due to the disconnect

between visual input and physical sensation.

5. | VRrequires a high-specification computer to function well, often needing powerful

graphics processing units (GPUS).

6. | VR technology is limited to visual and audio experiences without any physical

interaction through devices like controllers or haptic feedback.

7. | VRis used in military training for simulating combat scenarios, and providing safe

and controlled environments for soldiers.

8. | Applications of VR in medicine include surgical simulations, therapeutic

treatments, and pain management.

9. | VR has no applications in the arts and entertainment fields, such as virtual

concerts or interactive art installations.

10. | Virtual Reality environments are typically created using computer graphics and

can be either fully immersive or semi-immersive.

SCAN ME



AUGMENTED REALITY (AR)

Augmented Reality (AR) is the integration of digital information with the user’s environment in
real life. Augmented Reality (AR) is a technology that overlays digital information and virtual
objects onto the real world, enhancing the user's perception and interaction with their
environment. Augmented reality (AR) represents an innovative layer of interaction between the
physical and digital worlds. This technology enhances the real world by overlaying it with
computer-generated digital information, comprising visual, auditory, and other sensory
elements. AR employs computer hardware and software, such as apps, consoles, screens, or

projections, to merge digital information with the real-world environment.

Augmented Reality (AR) Vendor

a) Microsoft
Product: HoloLens
A mixed-reality headset that overlays holograms onto the real world. It's widely used in
industries such as manufacturing, healthcare, and education for applications like remote

collaboration, training, and design visualization

b) Magic Leap:
Product: Magic Leap 2
A lightweight AR headset designed for enterprise use cases, including healthcare,

manufacturing, and defense.

c) Google
Product: Google Glass Enterprise Edition 2

A lightweight, wearable device designed to provide hands-free access to information. It's

used in industries like manufacturing, logistics, and healthcare.



https://www.microsoft.com/en-us/hololens
https://www.google.com/glass/start/

Components of Augmented Reality (AR)

a) Heads Up Displays Or HUDs
It is a transparent display that presents data to the user’s screen in front of their eyes, hence
the user need not look away from their usual viewpoints. Additional data displayed could
be routes, location, plans, black spots, chats with other device users, and even 3D images

and videos.
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Heads Up Displays

b) Holographic Displays
Augmented Reality glasses based on this technology display 3D holograms overlaid in the
real world where the user is located to render a mixed-reality experience to the user. The
hologram image is generated using light diffraction techniques.
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Holographic Displays



c)

d)

Smart Glasses

AR smart glasses are wearable computer-capable glasses that add extra information,
ideally 3D images and information such as animations and videos, to the user’s real-world
scenes by overlaying the computer-generated or digital information on the user’s real-
world. It can retrieve information from computers, smartphones, or other devices and can

support WiFi, Bluetooth, and GPS.

Smart Glasses

Handheld

Handheld AR is using handheld devices such as smartphones on which AR apps are
installed to access and apply AR. They contrast with the AR headsets that are worn on the
head and are easy to use and cheap. Examples: include using your smartphone to try out
virtual models of furniture on your house floor, on the IKEA app, or playing Pokemon Go

on an AR app on your smartphone.

Handheld




Types of Augmented Reality (AR)
Augmented Reality (AR) technology encompasses various methods and techniques to overlay
digital information onto the real world. These types of AR cater to different applications and user

experiences. Below are the main types of AR:

a) Marker-Based Augmented Reality (AR)
Marker-based Augmented Reality AR, also known as image recognition or recognition-
based AR, uses predefined visual markers (such as QR codes or other distinct images) to
trigger the display of digital content. It uses the device's camera to detect a specific marker.
Once recognized, the application overlays digital content, such as 3D models, animations,
or information, onto the marker. The applications that are used are educational tools,
interactive marketing, product demonstrations, and museum exhibits. Examples: AR
coloring books, where children can see their drawings come to life when viewed through an

AR app.

Marker-Based Augmented Reality (AR)




b)

Markerless AR

Markerless AR, also known as location-based or position-based AR, does not rely on
predefined markers. Instead, it uses the device's sensors, such as GPS, accelerometer, and
gyroscope, to overlay digital content based on the user's location and orientation. The AR
application uses real-time data from the device's sensors to determine the user's position
and orientation, then overlays relevant digital content in the real world. The applications that

are used are navigation, tourism, outdoor games, and location-based services. Examples:

Pokémon GO, where virtual creatures appear in specific real-world locations.
l i ‘ i ‘ |

Markerless AR
Projection-Based AR
Projection-based AR involves projecting digital light or images onto physical surfaces. This
type of AR can interact with the environment and create illusions of depth and position. A
projector displays digital content onto a real-world surface, and cameras or sensors track
the changes and movements within that space. The applications that are used are
Interactive displays, immersive theater, training simulations, and industrial design. Virtual

keyboards projected onto any flat surface.

Projection-Based AR




d) Superimposition-Based AR
Superimposition-based AR replaces or modifies the view of the real world with augmented
elements. It can provide detailed information or visual enhancements to objects in the user's
view. Superimposition-based AR replaces or modifies the view of the real world with
augmented elements. It can provide detailed information or visual enhancements to objects
in the user's view. The applications that are used are medical imaging, maintenance and
repair, and interior design. Examples: Apps that allow users to visualize how new furniture

would look in their home.

Superimposition-Based AR

e) Outlining AR
Outlining AR is used to highlight boundaries and edges within the real world, often for safety
or navigation purposes. The AR system processes the camera feed to detect and highlight
edges and boundaries in real-time. The applications that are used are the automotive
industry for lane detection, architecture, and construction for outlining structures. Examples:

AR applications in cars that outline lanes and road edges to assist drivers.

Outlining AR



f) Recognition-based AR
Recognition-based AR involves recognizing objects, images, or facial features and
overlaying digital content based on that recognition. The AR system uses computer vision
techniques to identify specific objects or features and then overlays relevant digital content.
The applications that are used are retail for product information, social media filters, and
facial recognition for security. Examples: Snapchat filters that apply effects based on facial

recognition.

Cartoon 3D Style Lens

by Snapchat

https:/lens.snapchatc...  Copy Link

Recognition-based AR
g) Interaction-based AR
Interaction-based AR allows users to interact with digital content using gestures, touch, or
other forms of input. The AR system monitors user inputs (e.g., gestures, touch) and
responds by manipulating the digital content accordingly. The applications that are used are
gaming, interactive marketing, and educational tools. AR games that require users to

interact with virtual objects in the real world.
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Recognition-based AR



Application of Augmented Reality (AR)

Augmented Reality (AR) technology has a wide range of applications across various industries,

enhancing user experiences by overlaying digital content onto the real world.
Sephora Virtual Artist APP

e These apps allow you to
e You can try on different makeup looks,
e take a picture of an outfit you’re planning to wear to match the makeup looks,
e learn how to do your makeup with virtual tutorials.
e Benefits of this app:
e you will be more confident that what you buy is suitable for your appearance.

e It creates an enjoyable shopping experience for women who like playing with different
looks because it is as easy as clicking a button
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Sephora Virtual Artist Application

IKEA Place

e |kea Place will help shoppers virtually furnish rooms in their homes with objects and
accessories from the Ikea catalog.

e How? Snap the space, select the item, and the app will automatically scale it to size based
on the room’s dimensions.

e Benefits:
e lkea is claiming it will have a 98% accuracy rate

e The technology is so precise that you will be able to see the texture of the fabric

Ikea Place Application




Tap Painter Apps

e Tap Painter is an augmented reality app that allows you to determine which color you
should paint your walls.

e App users can choose paint from a wide selection of brands such as Benjamin Moore,
Behr, Sherwin Williams, and more.

e You can even enter paint swatch color codes to see the exact color you'd like.

e You can choose different colors for different walls to see the finished look.

Tap Painter Application




Advantages and Disadvantages of Augmented Reality (VR)

Advantages

Disadvantages

Enhanced User Experience: AR enriches
real-world environments by overlaying digital
information, interactions

making more

engaging and immersive.

Technical Challenges: Developing AR
applications can be complex and resource-
intensive, requiring expertise in software

development and integration with hardware

Improved Learning and Training: AR
applications in education and training provide
and hands-on
better

interactive experiences,

facilitating understanding  and

retention of information.

Hardware Limitations: AR experiences
like

smartphones or AR glasses, which may not

depend on compatible devices

be widely accessible or affordable for all

users

Enhanced Visualization: AR enables users
to visualize complex data, designs, or
concepts in 3D, which aids in decision-

making and problem-solving processes.

Privacy Concerns: AR applications may

collect and use personal data, raising

concerns about privacy, security, and

potential misuse of information.

Increased Interactivity: AR encourages
user interaction with digital elements in real
time, fostering active participation and

deeper engagement

Physical and Psychological Impact:

Prolonged use of AR, especially with
immersive experiences, can cause physical
discomfort (eye strain, motion sickness) and

psychological issues (distraction, addiction).

Real-time Information: AR can provide
contextual information overlaid on physical
objects or environments, such as tourist
attractions or historical sites, enhancing

understanding and exploration.

AR

functionality often relies on stable internet

Dependency on  Connectivity:

connections and data transfer speeds,
affecting usability in areas with poor network

coverage.

Business Applications: AR can be used in
various industries for marketing, product
visualization, virtual try-ons, and improving

customer engagement and satisfaction.

Integration Challenges: Implementing AR
into existing systems or workflows may
require significant changes and adjustments,
posing integration challenges and potential

disruptions.




SUMMARY

The Augmented Reality (AR) ecosystem is diverse and rapidly expanding, with vendors
offering a wide range of hardware and software solutions tailored to different industries and
use cases. As technology advances, the capabilities and applications of AR will broaden,
driving greater adoption and innovation across multiple fields. AR is a versatile technology that
enhances various aspects of our lives by merging digital content with the real world, offering

innovative solutions and improved user experiences.

In education, AR transforms learning by providing interactive 3D models and overlaying
information onto textbooks, making complex subjects more comprehensible. Healthcare
benefits from AR by assisting in surgical procedures through the overlay of vital information
and imaging data onto the patient, as well as being used for medical training and therapeutic
treatments. In retail, AR enables customers to virtually try products such as clothing, furniture,

and makeup, while enhancing in-store experiences with interactive displays.

The gaming and entertainment industry utilizes AR to blend virtual elements with real-world
environments, creating immersive experiences in games like Pokémon GO and enhancing
interactive storytelling in museums and theme parks. AR also improves navigation by offering
real-time directions and information overlaid onto the physical world, aiding in driving, walking,
and indoor navigation. Additionally, AR provides step-by-step instructions and visual guidance

for complex repairs and maintenance tasks, increasing efficiency and accuracy.

Overall, the AR ecosystem is set for significant growth and innovation, enhancing our
interaction with the world by seamlessly integrating digital content into our physical

surroundings.




SELF-ASSESSMENT OF AUGMENTED REALITY (AR)

No. | Select the answer True or False TIF
1. | AR can overlay digital information onto the real-world environment.

2. | AR and VR are essentially the same technology with different names.

3. | AR requires specialized hardware like AR glasses or headsets to experience.

4. | One of the main advantages of AR is that it cannot enhance learning

experiences.

Privacy concerns are not significant in AR applications.

AR is primarily used only for gaming purposes.

AR can integrate virtual elements seamlessly into physical environments.

AR does not have any potential disadvantages.

© 0 N oo

Medical professionals cannot benefit from AR applications.

10. | AR has no applications beyond entertainment and gaming.

SCAN ME



Sub-Topic 2.6 SMART PERSONAL ASSISTANTS

Students should be able to:

_ e Define the Smart Personal Assistants.
Learning Outcome ) .
e Explain the tasks of the Smart Personal Assistants.

e Discuss the applications of the Smart Personal Assistants.

SMART PERSONAL ASSISTANTS

Smart personal assistants are software agents that utilize artificial intelligence to aid individuals
with basic tasks, typically by providing information using natural language. These Al-driven
entities are equipped with natural language processing (NLP) and machine learning
capabilities, enabling them to effectively understand and respond to user requests. Key

features and capabilities of intelligent personal assistants include:

¢ Voice recognition and natural language understanding to interpret user input.

e Access to various data sources and integration with various devices and platforms.

e Ability to assist with scheduling appointments, providing weather updates, recommending
products, and executing user-defined commands.

e Personalization and adaptation to user preferences and behavioural patterns over time.

Smart personal assistants can be found on smartphones, tablets, computers, smart speakers,
and other smart devices. They are capable of performing a wide range of tasks, such as:
a) Calendar & Meeting Reminder
¢ Intelligent Personal Assistant schedules meetings & appointment reminders instantly
on behalf of the user.
e |PAs also help the user remember everything they have set it to remind them and send
the user signals, photos, links, and more via SMS, emails, or other means.
e This software can set alarms to tell the user of an upcoming event or task.
b) Automation
e Help to automate most of the essential functions that the user wants.
e The user can utilize IPAs to do research, identify landmarks, shop, and translate foreign
languages among other tasks.
c) Recommending
e They can recommend things, places, and items to the user.
e The user can find whatever they need including shops, hospitals, and more with a swipe or
tap.



d) Natural Conversation

¢ Intelligent Personal Assistant can understand and respond to complex questions.

e |t recognizes the intent of the user's inquiry, personalizes the responses based on
context, and troubleshoots the problem using conversational strategies when answering
social questions, reacting to customer frustrations and even becoming a live chat agent
when needed.

e The user can create reminders, ask questions, and even type anything they want by
speaking to the program.

e) Smarter Learning

e Artificial intelligence technology uses machine learning and natural language
understanding, allowing it to obtain industry-specific knowledge and unique business
data and thus can do marketing for an enterprise.

e Integration: They can be set up in any digital channel instantly or later.

e |PA also integrates into the human-assisted engagements by either consolidating with
an unseen coach or transferring all relevant data when switching to live chat, to ensure

that the user experience is never disturbed.

Applications of Smart Personal Assistants
Smart personal assistants have diverse applications across daily life, from enhancing
productivity and entertainment to facilitating smart home control, education, health monitoring,
and accessibility. They leverage artificial intelligence and natural language processing to
provide intuitive and personalized assistance, transforming how users interact with technology
and manage their daily routines.
a) Voice Commands and Control
Smart personal assistants like Siri, Google Assistant, Amazon Alexa, and others enable
users to perform tasks using voice commands. This includes setting reminders, making
calls, sending messages, playing music, and controlling smart home devices such as lights,
thermostats, and security systems.
b) Productivity and Organization
These assistants help users stay organized by managing schedules, setting appointments,
creating to-do lists, and providing reminders for important tasks and events. They can
integrate with calendars, email, and task management apps to streamline productivity.
c) Information Retrieval
Users can ask smart assistants for information on a wide range of topics, including weather

forecasts, news updates, sports scores, traffic conditions, general knowledge questions,



d)

f)

9)

and more. They use databases like Wikipedia, news sources, and real-time data to provide
accurate responses.

Entertainment and Media Consumption

Smart assistants can play music from various streaming services, recommend movies and
TV shows, provide audiobooks and podcasts, and even control playback on connected
devices like smart TVs and speakers. They offer personalized recommendations based on
user preferences.

Smart Home Automation

One of the significant applications of smart assistants is controlling smart home devices.
They can adjust lighting, temperature, and security settings based on user commands.
Integration with platforms like Apple HomeKit, Google Nest, and Amazon Alexa's
ecosystem allows seamless control over smart appliances and gadgets.

Accessibility and Assistive Technology

For users with disabilities, smart assistants offer accessibility features such as voice
control, text-to-speech conversion, screen reading, and hands-free operation. They
enhance accessibility by enabling users to interact with devices and access information
more independently.

Education and Learning

Smart assistants can assist with language translation, provide definitions, explain concepts,

and offer learning resources. They can quiz users on various topics, provide study aids,

and recommend educational content based on user interests.




Applications of Smart Personal Assistants.

Apple Siri

Siri is a virtual assistant developed by Apple Inc., first introduced on
October 4, 2011, with the release of the iPhone 4S. Siri is integrated
into Apple’s ecosystem, including iOS devices (iPhone, iPad, iPod
Touch), macOS, Apple Watch, Apple TV, and HomePod.

Siri responds to voice commands activated by saying "Hey Siri" or by
pressing a dedicated button on supported devices. Users can ask Siri
to perform tasks such as sending messages, making calls, setting
reminders, checking the weather, and more.

Siri uses advanced natural language processing and machine learning
to understand context and intent. This allows Siri to handle complex
requests and provide relevant responses.

Siri integrates deeply with Apple’s native apps and services. It can
send messages through iMessage, make FaceTime calls, create
reminders and calendar events in the Calendar app, and provide
directions through Apple Maps.

Siri is Apple’s virtual assistant that enhances productivity,
accessibility, and smart home control across a wide range of Apple
devices. It leverages advanced technology to understand natural
language and provide personalized assistance through voice

interaction.

Hey Siri, remind me Hey Siri, where did

Shortcuts to water the plants I park my car?

User Guide when | get home

Learn more about the Shortcuts app >

All Shortcuts




Cortana e Cortana is a virtual assistant developed by Microsoft, first introduced
with Windows Phone 8.1 in April 2014.

O e Named after the Al character from the Halo video game series,
Cortana is integrated into Microsoft’'s ecosystem, including Windows
10, Xbox One, Microsoft Teams, and certain Microsoft services.

e Cortana responds to voice commands starting with "Hey Cortana" on
Windows devices and Xbox, or "Hey Cortana” followed by pressing
the microphone icon on mobile devices. Users can ask Cortana to set
reminders, provide weather updates, answer questions, and more.

e Cortana integrates with Microsoft 365 (formerly Office 365) services
such as Outlook, Calendar, and Microsoft Teams. It can manage your
schedule, send emails, create reminders based on emails, and set up
meetings.

e Cortana supports controling smart home devices through
partnerships with companies like Philips Hue, Nest, and Samsung
SmartThings. Users can control lights, thermostats, and other
connected devices using voice commands.

e Cortana is Microsoft’s virtual assistant that offers productivity tools,
smart home integration, and cross-device functionality within the
Microsoft ecosystem. It focuses on enhancing productivity, providing
information, and managing tasks through natural language

interactions.




Amazon Alexa

Amazon Alexa is a virtual assistant developed by Amazon, first
introduced with the Amazon Echo smart speaker in November 2014.
Alexa is designed to provide a wide range of functionalities, from
controlling smart home devices to providing information,
entertainment, and more through voice interaction.

Alexa responds to voice commands that start with the wake word
"Alexa." Users can ask Alexa to play music, set alarms, check the
weather, provide news updates, and answer general questions.
Alexa can control a variety of smart home devices, including lights,
thermostats, locks, and more. It integrates with numerous smart home
brands, allowing users to create a connected home environment.
Alexa Skills are like apps for Alexa. They enable third-party developers
to add new functionalities to Alexa. Skills can range from games and
trivia to services like ordering pizza or booking a ride.

Amazon Alexa is a robust and versatile virtual assistant that enhances
the smart home experience, provides a wide range of entertainment
options, and offers personalized assistance through an extensive

ecosystem of compatible devices and third-party skills.

(o o f
What cani help

you with?




Google Assistant | e Google Assistant is a virtual assistant developed by Google, first

launched in May 2016.

... e |t is designed to help users perform a variety of tasks using natural
language commands.

e Google Assistant is integrated into many of Google’s products and
services, including smartphones, smart speakers, smart displays,
and other smart devices.

e Google Assistant can perform tasks such as sending texts, making
calls, setting reminders, checking the weather, playing music, and
more through voice commands. Simply say "Hey Google" or "Ok
Google" to activate it.

e Google Assistant can control a wide range of smart home devices
from various manufacturers. You can use it to adjust your thermostat,
control lights, lock doors, and more, through the Google Home app or
compatible devices.

e Google Assistant is tightly integrated with Google’s services such as
Google Calendar, Gmail, Google Maps, and YouTube. It can help you
manage your schedule, find locations, get directions, and play videos
or music.

e Google Assistant is a powerful and versatile virtual assistant that
enhances productivity and convenience through voice commands,
contextual understanding, and integration with Google’s ecosystem

and smart home devices.

®. ok Google

Hi, how can | help you?

Meet your Google Assistant.




Samsung Bixby e Samsung Bixby is a virtual assistant developed by Samsung
r . Electronics. It was introduced in March 2017 and is designed to help
BIbe users interact with their devices more intuitively and efficiently.

e Bixby is integrated into Samsung's ecosystem, including
smartphones, tablets, smartwatches, and smart home devices.

e Bixby Voice allows users to control their devices and perform tasks
using natural language. You can send texts, make calls, check the
weather, set reminders, and more just by speaking to Bixby.

e Bixby Vision uses the device's camera to provide information about
the surroundings. It can recognize objects, translate text, scan QR
codes, and even provide shopping links for items you scan.

e Bixby Home is a feed of relevant information and apps tailored to your
preferences and usage patterns. It provides quick access to
frequently used apps, upcoming events, news, and more.

e You can create custom commands that trigger a series of actions. For
example, saying "Good night" could turn off the lights, set an alarm,
and activate Do Not Disturb mode.

e Bixby is available on a wide range of Samsung devices, including the
Galaxy S and Note series smartphones, Galaxy Tabs, Galaxy

Watches, and certain Samsung smart TVs and home appliances




Advantages and Disadvantages of Smart Personal Assistant

Advantages

Disadvantages

Improved User Experience

Intelligent personal assistants powered by Al
can significantly enhance the user
experience by providing customized and
intuitive interactions. These assistants can
learn from user behavior and preferences,
allowing them to anticipate user needs and

offer helpful suggestions

High Development Costs

Developing an Al-powered intelligent
personal assistant app can be expensive, as
in Al

language processing (NLP), which can be

it requires expertise and natural

challenging to find and hire.

Increased Productivity

Smart personal assistants can help users be
more productive by automating tasks and
providing helpful reminders. This can assist
users in staying on schedule and reduce the

cognitive load of managing multiple tasks

Ongoing Maintenance and Updates

apps
constant maintenance and updates to ensure

Smart personal assistant require
they function correctly and provide accurate
information, which can be time-consuming

and expensive

Competitive Advantage

As the demand for smart personal assistants
increases, developing an Al-powered app
can give businesses a competitive edge. By
assistant,

providing a high-quality

businesses can stand out in a crowded

Privacy and Security Concerns

Smart personal assistant apps can access a
significant amount of personal information,
which may raise concerns about privacy and
take extra

security. Developers must

precautions to keep user data secure and

new revenue streams for businesses through

in-app
advertising.

purchases, subscriptions, and

market and attract new customers. protected.
New Revenue Streams Competition
Smart personal assistant apps can generate | The intelligent personal assistant apps

market is highly competitive, with many
established players, making it difficult for new

entrants to gain traction and attract users.

24/7 Customer Service

Virtual assistants are available around the
clock to provide immediate support to users,
which is particularly beneficial for businesses
serving customers across different time

Zones.




SUMMARY

Smart personal assistants represent a pivotal advancement in technology, significantly
enhancing convenience and efficiency in daily tasks through voice-activated commands. They
excel in managing schedules, controlling smart home devices, and retrieving information
swiftly from the internet, thereby streamlining personal organization and information access.
Despite these advantages, concerns persist regarding privacy and security, as these
assistants often collect and store personal data. Dependence on consistent internet
connectivity also poses challenges, potentially disrupting their functionality. Moreover,
occasional inaccuracies in understanding commands or providing relevant responses
underscore the need for continued improvements in natural language processing and

contextual understanding.

Looking ahead, smart personal assistants are poised to further integrate into diverse aspects
of life, from healthcare monitoring to educational tools and beyond. As artificial intelligence
continues to advance, these assistants have the potential to evolve into even more
sophisticated aids, capable of handling complex tasks and adapting to individual preferences
seamlessly. However, their adoption requires careful consideration of privacy policies and
ongoing efforts to enhance reliability and accuracy. Ultimately, while smart personal assistants
offer remarkable benefits in enhancing productivity and accessibility, their development must
navigate the complexities of privacy, connectivity, and usability to realize their full potential in

the digital age.
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SELF-ASSESSMENT OF SMART PERSONAL ASSISTANTS (SPA)

Fill in the blank:

1. Smart personal assistants can control devices like lights and thermostats

2. Using natural language processing (NLP), smart personal assistants can understand and
respond to commands.

3. Privacy concerns arise due to smart personal assistants collecting and storing
data.

4. Smart personal assistants can integrate with third-party services such as forride-
hailing and Spotify for music streaming.

5. One benefit of using smart personal assistants is their ability to provide instant
updates and news briefings.

6. To set a reminder or schedule an appointment, users can simply ask their smart personal
assistant to the task.

7. Smart personal assistants can assist with managing tasks such as creating to-do lists and
sending messages.

8. Using Al advancements, smart personal assistants are becoming more in
understanding user preferences and habits.

9. An example of a smart personal assistant is , developed by Amazon.

10. Smart personal assistants rely on an internet connection to access information and perform

tasks effectively.
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Sub-Topic

Students should be able to:

e Define Network Computing.

Learning Outcome e Explain the components of Network Computing.

e Discuss the advantages and disadvantages of Network

Computing.

NETWORK COMPUTING

Network computing is a computing paradigm where processing power, data storage, and
software applications are distributed across multiple interconnected computer systems. A
system that connects two or more computing devices for transmitting and sharing information.
Computing devices include everything from a mobile phone to a server. These devices are
connected using physical wires such as fiber optics, but they can also be wireless. An example
of a computer network at large is the traffic monitoring systems in urban cities. These systems
alert officials and emergency responders with information about traffic flow and incidents. A
simpler example is using collaboration software such as Google Drive to share documents with
colleagues who work remotely. Every time we connect via a video call, stream movies, share
files, chat with instant messages, or just access something on the internet, a computer network
is at work. Computer networking is the branch of computer science that deals with the ideation,

architecture, creation, maintenance, and security of computer networks. It is a combination of

computer science, computer engineering, and telecommunication.



https://www.spiceworks.com/collaboration/content-collaboration/articles/top-collaboration-software-tools-for-teams/

Components of Network Computing
In network computing, several components work together to facilitate communication, data

sharing, and resource management across interconnected devices. Here are the primary

components:
a) Distributed Computing
Distributed computing involves spreading computational tasks across multiple machines,

which communicate and coordinate over a network to complete the tasks.

The distributed computing process
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Distributed Computing

b) Client-Server Model
In this model, client devices request services and resources from centralized servers. The

server processes these requests and returns the necessary data or services.

Client and server requests and responses

Client requests

SErver responses

CLIENT SEMYER

Client-Server Model



c) Cloud Computing
Cloud computing is a form of network computing where resources such as servers, storage,

and applications are provided over the Internet. Users can access these resources on-

demand and typically pay based on usage.
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d) Grid Computing
Grid computing involves pooling together resources from multiple locations to work on a

single task. It's often used for complex scientific and engineering computations.
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Advantages and Disadvantages of Network Computing

Advantages

Disadvantages

Resource Sharing

Resources such as processors, storage, and
applications can be shared among multiple
users, reducing redundancy and improving

efficiency.

Security Concerns
Sharing resources over a network increases
the risk of data breaches and unauthorized

access.

Cost-Effectiveness

By
organizations can

leveraging shared resources,
reduce the need for

individual hardware investments

Network Dependency
The performance and accessibility of
network computing resources depend on

reliable network connectivity

Flexibility and Accessibility
Users can access resources from anywhere

with an internet connection

Complexity
Managing a network of interconnected
devices and resources can be complex and

require specialized skills

Collaboration
Facilitates real-time collaboration and data
sharing among users and teams, regardless

of their physical location

Maintenance and Management
Continuous monitoring, maintenance, and
updating of the network require dedicated IT
personnel, which can add to operational
costs

Disaster Recovery and Backup

Network  computing often includes

automated backup solutions and disaster
recovery plans to ensure data integrity and

availability

Bandwidth Limitations

Heavy usage can lead to network congestion
and slow performance if the bandwidth is
insufficient to handle the traffic




SUMMARY

Network computing is a powerful paradigm that transforms how resources are shared,
managed, and utilized across interconnected devices. By enabling the sharing of data,
applications, and services over a network, it enhances efficiency and fosters collaboration,
making it an indispensable tool for modern organizations. The ability to centralize
management, scale easily, and ensure robust data backup and recovery are significant
advantages that contribute to streamlined operations and improved productivity. Network
computing also supports remote access, allowing users to work from different locations
seamlessly, which is especially valuable in today's increasingly mobile and flexible work

environments.

However, network computing also presents challenges, including security risks, potential
single points of failure, and initial setup costs. Ensuring robust security measures and effective
network management is crucial to mitigate these risks and maintain smooth operations.
Additionally, organizations must be prepared to invest in the necessary infrastructure and
ongoing maintenance to support a networked environment. Despite these challenges, the
benefits of network computing in terms of resource optimization, enhanced collaboration, and
scalability make it a vital component of contemporary IT strategies. By carefully planning and

implementing network solutions, organizations can leverage these advantages to drive growth

and innovation.
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SELF-ASSESSMENT OF NETWORK COMPUTING

No. | Select the answer True or False T/F

1. | Network computing allows multiple computers to share resources such as storage

and processing power

2. | Arouter is not necessary for devices to communicate in a network

3. | Centralized management in network computing makes it harder to maintain and

u pdate resources

4. | Scalability in network computing refers to the ability to increase the size and

capacity of the network easily

5. | Cloud computing is a form of network computing where resources are accessed

over the internet

6. | One advantage of network computing is that it eliminates the need for regular
software updates

7. | A single point of failure in a network can cause the entire network to go down if

that point fails

8. | Network computing enhances collaboration by allowing real-time sharing and
editing of documents

9. | Network bandwidth does not impact the speed at which data is transmitted

10. | Implementing strong encryption and access controls can mitigate security risks in

network computing

SCAN ME



Sub-Topic 3.1 INTERNET AND INTRANET

Students should be able to:

e Define the Internet and Intranet.

Learning Outcome e Explain the components of the Internet and Intranet.

e Discuss the advantages and disadvantages of the Internet and

Intranet.

INTERNET

The Internet is a global network of interconnected computers and other devices that
communicate with each other using standardized protocols. Starting with ARPANET in the
1960s, it evolved through standards like TCP/IP and the World Wide Web, enabling the rapid
exchange of data via protocols and routing systems. This infrastructure supports diverse
applications such as email, web browsing, streaming media, social networking, and cloud
computing. Technologies like fiber optics, Wi-Fi, and mobile networks enable high-speed data
transmission, while challenges such as cybersecurity and digital privacy continue to shape its
development. As it advances with 5G, Al integration, and quantum computing, the Internet
remains a transformative force, connecting billions while continually expanding its capabilities

and reach.

Internet




Components of the Internet

a) Network

The Internet is composed of multiple smaller networks, including:

Local Area Networks (LANS)

LAN stands for Local Area Network, and it entails the connection between personal
computers in a single building or local areas such as schools, business offices, and office
buildings. The LAN can be a wired network (i.e. where computers, printers, etc. devices

are connected via wires) or a wireless network.

Server

Local Area Networks (LANS)

Metropolitan Area Networks (MANS)

MAN stands for the Metropolitan Area Network, and it covers a larger geographical area in
comparison to LAN. It can be both, a public or private network. It is expandable to up to
100 km and can span an entire city. An example of the MAN could be a network formed

between all devices in a city building.

Metropolitan Area Networks (MANS)

£




iii.  Wide Area Networks (WANS)
WAN stands for the Wide Area Network and the network size can span up to 1,00,000
km of area. Take for example the network connection between two countries. In short,
WAN allows us to build one of the largest networks and expand it to a few thousand
kilometers. Ownership of the WAN also can either be private or public, for example in the
case of internet services. In short, WAN is a larger network that consists of multiple MAN

networks, which further consist of many LAN networks. WAN uses radio waves or
telephone lines to connect LANS.

MAN Network

Wide Area Networks (WANS)

b) Protocol

The Internet relies on a suite of protocols to enable communication between devices. The
most fundamental of these are:

i. TCP/IP (Transmission Control Protocol/Internet Protocol): The primary protocols for
transmitting data across the Internet.

Transmission Control Protocol




i. HTTP/HTTPS (Hypertext Transfer Protocol/Secure): Protocols used for accessing and

transmitting web pages.
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Hypertext Transfer Protocol

iii.  FTP (File Transfer Protocol): Used for transferring files between computers.

File Transfer Protocol

iv. ~ SMTP (Simple Mail Transfer Protocol): Used for sending emails.
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Simple Mail Transfer Protocol




c) Internet Protocol Address (IP Address)
Every device connected to the Internet is assigned a unique IP address, which identifies it
on the network. There are two versions of IP addresses in use:

i. IPv4: Uses a 32-bit address scheme, allowing for approximately 4.3 billion unique

185.107. 80 . 231

10111001 . 01101011 .|01010000|.|‘I1100111I
| ] J

1 byte = 8 bits 1 byte = 8 bits 1 byte = 8 bits 1 byte = 8 bits

4 bytes = 32 bits

IPv4

ii.  IPv6: Uses a 128-bit address scheme, allowing for a vast number of unique addresses,
designed to accommodate the growing number of Internet-connected devices.

2001 : ODC8 : E004 : 0001 : 0000 : 0000 : 0000 : FOOA

|\ J
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16 bits : 16 bits : 16 bits : 16 bits : 16 bits : 16 bits : 16 bits : 16 bits

' J
Y

128 Bits

IPv6



d)

Domain Name System (DNS)

The DNS translates human-readable domain names (like www.example.com) into IP
addresses that computers use to identify each other on the network.

The Domain Name System (DNS) is like the Internet's phonebook, translating human-
readable domain names (like google.com) into numerical IP addresses that computers use
to locate each other on the network.

Think of it as converting a street address into GPS coordinates for internet-connected
devices.

DNS servers worldwide maintain this directory, ensuring that when you type a web address
into your browser, it can find and retrieve the correct website.

DNS operates behind the scenes, crucially enabling the seamless navigation of the Internet
by simplifying how we access websites, send emails, and use other online services without

needing to memorize or manually input complex IP addresses.

User Request Web Server

_.._,

DNS Server

Google.com?
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Domain Name System
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e) Routers and Switches

Router

These devices operate at the network layer (Layer 3) of the OSI model and are responsible
for forwarding data packets between different networks.

Routers use routing tables and algorithms to determine the best path for data to travel
from its source to its destination across interconnected networks.

They connect multiple networks, such as your home network to the Internet, and ensure
data reaches its intended destination efficiently. Routers are essential for directing traffic

and maintaining the security and integrity of network communications.

Switches

Switches operate at the data link layer (Layer 2) of the OSI model and are primarily used
to connect devices within the same local area network (LAN).

Unlike routers, which route data between different networks, switches forward data
packets within the same network.

They use MAC addresses (Media Access Control) to identify devices on the network and
efficiently transmit data directly to the appropriate device. Switches are crucial for creating
local networks where devices like computers, printers, and servers can communicate with

each other at high speeds without congesting the entire network.
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f) Servers and Clients
Servers
Powerful computers that provide data, resources, and services to other computers (clients)

over the Internet. Examples include web servers, email servers, and file servers.

Clients

Devices that request and use resources or services provided by servers. Examples include

personal computers, smartphones, and tablets.

Clients
A
Port to L I
Exposed to sw s g

Client

Servers and Clients




Advantages and Disadvantages of the Internet

Advantages

Disadvantages

Global Connectivity: Allows communication

and access to information worldwide

Security Risks: Exposes users to

cybersecurity threats like hacking, malware,
and phishing.

Vast Information Resources: Provides vast

Privacy Concerns: Raises issues regarding

data privacy and personal information.

amounts of information, resources, and
services

Communication: Enables real-time
communication through email, instant

messaging, and video calls

Information Overload: This can overwhelm
users with excessive information and

misinformation

E-commerce: Facilitates online shopping

and business transactions

Dependency: Creates dependency on

technology and internet access.

Entertainment: Offers streaming services,

social media, and online gaming.

Digital Divide: Highlights disparities in

access to technology and online resources.

Education: Provides access to educational

resources and online courses.

Distraction: This leads to distractions from

productivity and real-world interactions.

Remote Work: Supports remote work and
collaboration across distances.

Online Addiction: This can contribute to

addiction and excessive screen time.

Innovation: Enables new technologies,

applications, and digital services.

Legal Issues: Raises legal and regulatory
challenges in terms of content, copyright,

and digital rights.




INTRANET

Intranet refers to a private network that operates within an organization, such as a company,
school, or government agency. An intranet, as the name implies, provides web-based
resources for the users within an organization. These web pages are not accessible to those
outside the company. The pages typically contain information useful to employees such as
policies and procedures. In an academic setting, the intranet provides an interface to learning

resources for students.

Intranet




Features of the Intranet

Private Access

Accessible only to authorized users within the organization.

Information
Sharing

Facilitates the sharing of documents, resources, and information among

employees or members.

Collaboration
Tools

Includes tools like email, instant messaging, wikis, and shared calendars

to enhance communication and teamwork

Security:

Often includes security measures like firewalls, encryption, and access

controls to protect sensitive information.

Customization:

Can be customized to fit the specific needs and structure of the

organization, including branding and organizational structure.

Content

Management

Intranets usually include content management systems (CMS) that allow
for the creation, management, and distribution of documents and other
digital content. This can include company policies, training materials,

and internal news.

Directories and
Databases

Intranets often include employee directories, company databases, and
other resources that help employees find information quickly and

efficiently.

Integration with
Other Systems

Intranets can be integrated with other enterprise systems such as email,
customer relationship management (CRM) systems, enterprise resource

planning (ERP) systems, and human resources (HR) systems.

Examples of the Intranet Applications

Internal

Communication

Platforms where employees can access company news,

announcements, and updates

Portals

Document Systems that allow employees to store, share, and collaborate on
Management documents and files.

Systems

Employee Self-
Service Portals

Portals that allow employees to manage their personal information,

request leave, and access HR resources.

Project Tools that help teams plan, track, and manage projects and tasks
Management

Tools

Knowledge Repositories of information, FAQs, and best practices that employees
Bases can refer to for guidance




Advantages and Disadvantages of Intranet

Advantages

Disadvantages

Internal Communication: Enhances

communication and collaboration among

Implementation Costs: Initial setup and

maintenance costs can be high.

resources within the organization

employees
Information Sharing: Facilitates easy | Technical Challenges: Requires IT
sharing of documents, policies, and | expertise to manage and troubleshoot

technical issues.

Centralized Access: Provides a centralized
platform for accessing company information

and tools.

User Adoption: Resistance to change and

training needs for employees to adapt.

Efficiency: Improves workflow and efficiency
by streamlining processes and reducing

paperwork.

Content Management: Requires ongoing

management of content, updates, and

access permissions.

Security: Offers greater control over access
and security measures to protect sensitive

information.

Integration Issues: Integration with existing

systems and applications can be complex

Customization: Can be customized to meet
the specific needs and branding of the

organization.

Limited External Access: Restricts

collaboration with external partners and

stakeholders.

Cost Savings: Reduces costs associated

Performance Issues: Potential for slow

employee engagement through interactive

features and collaborative tools.

with printing, distribution, and | performance if not properly optimized.
communication.
Employee Engagement: Promotes | Dependency on Infrastructure: Relies on

stable network infrastructure and IT support.




SUMMARY

The Internet and intranet are two interconnected yet distinct networks that play pivotal roles in
modern communication and information sharing. The Internet, a global network accessible to
billions worldwide, facilitates vast resources, communication tools, and services spanning from
e-commerce to education. It fosters global connectivity, enabling seamless interaction and
access to diverse information sources. However, it also brings challenges such as
cybersecurity risks, privacy concerns, and the digital divide, highlighting disparities in access
and digital literacy.

In contrast, intranets serve as private networks within organizations, promoting internal
communication, collaboration, and efficiency. They offer centralized access to company
resources, enhance workflow management, and bolster security measures tailored to
organizational needs. Despite their benefits in fostering teamwork and information sharing,
intranets may face challenges such as implementation costs, technical complexities, and

limitations on external collaboration.

In summary, while the Internet revolutionizes global connectivity and access to information,
intranets enhance organizational efficiency and internal communication. Both networks

contribute uniquely to modern digital landscapes, each addressing distinct needs and

challenges in their respective domains of global and organizational connectivity.




SELF-ASSESSMENT OF INTERNET AND INTRANET

Fill in the blank:
1. The Internet is a global network that connects of computers and devices
worldwide.

2. TCP/IP stands for Transmission Control Protocol/Internet Protocol, which is the standard

protocol used for on the Internet.

3. An ISP (Internet Service Provider) is a company that provides to users.

4. The Domain Name System (DNS) translates human-readable into numerical IP
addresses.

5. An intranet is a private network that operates within an , such as a company or

organization.

6. Intranets use the same technologies and protocols as the , like TCP/IP and web
browsers.
7. Routers operate at the layer of the OSI model and are responsible for forwarding

data between different networks.

8. Switches operate at the layer of the OSI model and are used to connect devices
within the same local area network (LAN).

9. The Internet enables global connectivity and access to diverse and services.

10.In contrast, intranets enhance internal communication, collaboration, and efficiency within

L o i :
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Sub-Topic 3.2 TOPOLOGY OF NETWORK

Students should be able to:

_ e Define the Topology of the Network.
Learning Outcome ) )
e Discuss the types of the Topology of the Network and its

advantages and disadvantages.

TOPOLOGY OF NETWORK

Network topology refers to the arrangement of different elements like nodes, links, and devices
in a computer network. It defines how these components are connected and interact with each
other. Understanding various types of network topologies helps in designing efficient and
robust networks. Common types include bus, star, ring, mesh, and tree topologies, each with
its advantages and disadvantages. The arrangement of different elements (links, nodes, etc.)
in a computer network. It is a crucial aspect of network design, determining how network
devices are interconnected and how data is transmitted. Network topology refers to the layout,
or blueprint, of how devices in a network are interconnected. It defines how data flows between

these devices.

There are two main ways to look at network topology:
a) Physical topology: This describes the physical arrangement of the devices and cables.
It's like a map showing where everything is located and how it's wired together.
b) Logical topology: This describes how data travels through the network, regardless of the

physical layout. It's more about the data flow than the physical connections.

Types of Network Topology

Network Topology

: &

Star Ring Mesh

Network Topology



a) Bus Topology
All nodes are connected to a single main cable (bus). Data travels in both directions. Data
travels through the cable and is received by devices with matching addresses. Think of it
as a party line where everyone hears everything. It is a multi-point connection and a non-
robust topology because if the backbone fails the topology crashes. In Bus Topology,
various MAC (Media Access Control) protocols are followed by LAN ethernet connections
like TDMA, Pure Aloha, CDMA, Slotted Aloha, etc.

Bus Topology

Advantages

Disadvantages

Cost-effective:  Requires  minimal
cabling and simpler components like
terminators, making it the most budget-
friendly option.

Simple Installation and Expansion:
Adding devices is straightforward; you
just connect them to the main cable.
Easy to Understand: The concept is
easy to grasp, making it suitable for

small networks.

Limited Scalability: Performance
degrades significantly as more devices
are added due to data collisions on the
single cable. Not suitable for large
networks.

Single Point of Failure: A break in the
main cable brings down the entire
network, making it unreliable for critical
applications.

Security Concerns: All devices see all
data transmissions on the cable, raising

security risks.



https://www.geeksforgeeks.org/mac-address-in-computer-network/
https://www.geeksforgeeks.org/difference-between-fdma-tdma-and-cdma/
https://www.geeksforgeeks.org/what-is-pure-aloha/
https://www.geeksforgeeks.org/what-is-slotted-aloha/

b) Star Topology
All nodes are connected to a central switch or hub. Data is sent from one node to the hub
and then to the destination node. This hub is the central node and all other nodes are
connected to the central node. The hub can be passive i.e., not an intelligent hub such as

broadcasting devices, at the same time the hub can be intelligent known as an active hub.

Star Topology

Advantages Disadvantages

e Scalability: New devices can be easily | ¢ Higher Cost: Requires more cabling

added to the central hub/switch without and a central hub/switch, making it
affecting existing connections, making it slightty more expensive than bus
suitable for growth. topology.

e Easy Management and | ¢ Reliance on Central Device: A central
Troubleshooting: Issues can be device failure disrupts the entire
isolated to specific devices by checking network, creating a single point of
the connection to the central device. failure.

e Improved Security: Data is only sent | ¢ Increased Complexity: Requires
directly to the intended recipient through management of the central device for
the switch, enhancing network security. optimal performance.




c) Ring Topology
Each node is connected to two other nodes, forming a circular layout. Data travels in one
direction or bi-directionally. A Ring Topology forms a ring connecting devices with exactly
two neighboring devices. Several repeaters are used for Ring topology with a large number
of nodes, because if someone wants to send some data to the last node in the ring topology
with 100 nodes, then the data will have to pass through 99 nodes to reach the 100th node.

Hence to prevent data loss repeaters are used in the network.

Ring Topology

Advantages Disadvantages
e Ordered Data Flow: Data packets | ¢ Complex Setup and
travel in a predictable direction around Troubleshooting: Setting up and
the ring, ensuring efficient transfer in troubleshooting ring networks can be
smaller networks. challenging due to the closed-loop

e Redundancy (depending on type): structure.

Some ring topologies can bypass a | e Disruption During
broken connection, maintaining partial Expansion/Changes: Adding  or
functionality. removing devices disrupts the network

flow, requiring downtime.

e Single Point of Failure (in some
configurations): A device failure in
some ring configurations can bring
down the entire network.




SUMMARY

Network topology, the arrangement of nodes and connections in a network, plays a crucial role
in determining the efficiency, reliability, and management of network systems. There are
several common topologies, each with unique characteristics. Bus topology is straightforward
and cost-effective, ideal for small networks, but is vulnerable to complete network failure if the
main cable is disrupted. Star topology, with its centralized hub, simplifies troubleshooting and
maintenance, yet its reliance on the hub can be a single point of failure. Ring topology provides
equal access to resources and efficient data flow, but a fault in any node or connection can
affect the entire network. Mesh topology offers high fault tolerance and robustness, making it
suitable for large and critical networks, though it comes with higher costs and complexity.
Hybrid topology combines elements of different topologies, providing flexibility and scalability

but also increasing design and maintenance complexity.

Choosing the right network topology depends on the specific needs and constraints of the
network environment. For small, cost-sensitive networks, bus or star topologies might be
appropriate. Larger networks requiring high reliability and scalability may benefit from mesh or
hybrid topologies despite their higher costs. Evaluating factors such as budget, network size,
performance requirements, and future scalability helps in selecting the most suitable topology.
A well-chosen topology enhances network efficiency, fault tolerance, and ease of
management, supporting the overall organizational objectives and adapting to evolving

technological needs.




SELF-ASSESSMENT OF INTERNET AND INTRANET

No. | Select the answer True or False T/F

1. | Bus topology uses a single main cable to connect all nodes in the network.

2. | In star topology, data passes through each node on its way to the destination.

3. | A failure in one node of a ring topology network will not affect the rest of the
network.

4. | Star topology is easier to troubleshoot and expand compared to bus and ring

topologies.

5. | Bus topology is suitable for large networks with high traffic.

6. | Ring topology can use unidirectional or bidirectional data transmission.

In star topology, if the central hub fails, only the directly connected node is

affected

8. | Bus topology requires terminators at both ends of the main cable.

9. | Ring topology ensures equal access to the network for all nodes.

10. | Star topology uses less cable compared to bus topology.

SCAN ME



Sub-Topic 3.3 TYPES OF NETWORK CABLE

Students should be able to:

_ e Define the Network Cable
Learning Outcome ) )
e Explain the types of Network Cables and their advantages and

disadvantages.

NETWORK CABLE

A network cable is a physical medium used to connect devices in a computer network, enabling
the transmission of data between them. These cables are essential for establishing wired
network connections, providing a reliable and often faster alternative to wireless connections.
Different types of network cables are used depending on the network’s requirements, such as

speed, distance, and environment.

Types of Network Cables

a) Twisted Pair Cable
Twisted pair cables consist of pairs of wires twisted around each other to reduce
electromagnetic interference (EMI) and crosstalk. They are commonly used in local area
networks (LANSs). Twisted pair cables are used in Ethernet networks, telephone systems,
and video applications. They are relatively inexpensive, easy to install, and provide good

noise immunity.

Individual shielding
of each pair

——— Separator

Twisted pair cables



Common Types of Twisted Cable Pair
i.  Unshielded Twisted Pair (UTP)
UTP cable is the most common type of twisted-pair cable. It does not have any shielding
around the pairs of wires. UTP cable is less expensive and easier to install than STP
cable, but it is more susceptible to crosstalk and EMI. UTP cables come in different
categories, such as Cat5, Cat5e, Cat6, and Cat6a, which support different data transfer

speeds.

Unshielded Twisted Pair

ii. Shielded Twisted Pair (STP)
STP cable has an additional layer of foil or metal braid shielding around each pair of
wires. This shielding provides better protection against crosstalk and electromagnetic
interference (EMI) than UTP cable. However, STP cable is more expensive and difficult

3

to install than UTP cable.

Shielded Twisted Pair

Advantages e Cost-effective
e Flexible and easy to install

o Widely compatible

Disadvantages |e Limited distance (up to 100 meters)

e More susceptible to EMI compared to coaxial and fiber optic cables




b) Coaxial Cable
This type of cable consists of a solid copper conductor surrounded by an insulating layer,
a braided metal shield, and an outer plastic jacket. Coaxial cables were commonly used for
early Ethernet networks and cable TV, but have largely been replaced by twisted-pair and

fiber-optic cables. This structure supports high-frequency signal transmission with minimal

loss.
Conducting Shield
\/ Center Conductor
- Mg
/7 Dielectric
Outer Jackt
Coaxial Cable
Advantages e Better shielding from EMI.

e Supports higher bandwidths over longer distances than twisted pair

cable.

Disadvantages |« Bulkier and less flexible.

e More expensive than twisted pair cables.

c) Fiber Optic Cable
Fiber optic cable uses light pulses to transmit data instead of electrical signals. Fiber optic
cables can transmit data over long distances at very high speeds. They are immune to
electrical interference and crosstalk. However, fiber optic cables are more expensive and

difficult to install than twisted-pair cables.

I

Core Coating Strengthening Cable Jacket
Cladding Fibers
Fiber Optic Cable



Common Types of Fiber-Optic Cable
i. Single-mode fiber (SMF)
Designed for long-distance communication, with a small core allowing a single light

path.

< 0.12dB Insertion Loss Connetor

ITU-T G.657.A1 Fiber Max. 10.0mm Bend

Single-mode fiber

ii.  Multi-mode fiber (MMF)

A larger core that supports multiple light paths, suitable for shorter distances.

< 0.15dB Insertion Loss Connetor

Corning Fiber Max. 7.5mm Bend

Multi-mode fiber

Advantages e Capable of very high speeds (up to several terabits per second).
o Effective over long distances with minimal signal loss.

e Immune to EMI.

Disadvantages | e More expensive than twisted pair and coaxial cables.

e Requires specialized equipment and expertise for installation and

maintenance.

e More fragile, requiring careful handling.




SUMMARY

Network cables are important for implementing wired connections within several networking
environments, ensuring dependable data transmission between devices. The most identical
types of network cables include twisted pair cables, coaxial cables, and fiber optic cables.
Twisted pair cables, such as Unshielded Twisted Pair (UTP) and Shielded Twisted Pair (STP),
contain pairs of wires twisted together to minimize electromagnetic interference and crosstalk.
UTP cables are widely used due to their cost-effectiveness and ease of installation, making
them popular in Ethernet networks and telephone systems. On the other hand, STP cables
offer additional shielding for enhanced protection against interference, suitable for

environments with high electrical noise.

Coaxial cables and fiber optic cables serve different purposes in networking. Coaxial cables
feature a central conductor, insulating layer, metallic shield, and outer insulation, which allow
them to carry high-frequency signals with minimal loss. They are commonly employed in TV
broadcasting, cable internet connections, and some local area networks (LANs). Fiber optic
cables use thin strands of glass or plastic fibers to transmit data as light pulses, offering high
bandwidth and long-distance transmission with minimal signal degradation. Single-mode fiber
(SMF) is designed for long-distance communication, while multi-mode fiber (MMF) is suitable

for shorter distances. These cables are crucial for high-speed internet, telecommunications,

and data center networks, providing fast and efficient data transfer capabilities.




SELF-ASSESSMENT OF TYPES OF CABLE

No. | Select the answer True or False T/F

1. | Twisted pair cables reduce electromagnetic interference by twisting the wires

together.

2. | Unshielded Twisted Pair (UTP) cables are more expensive and harder to install
compared to Shielded Twisted Pair (STP) cables

3. | Shielded Twisted Pair (STP) cables are used in environments with high electrical

interference.

4. | Coaxial cables are not suitable for high-frequency signal transmission.

Coaxial cables are commonly used in TV broadcasting and cable internet

connections.

6. | Coaxial cables consist of a central conductor, insulating layer, metallic shield, and

outer insulation

7. | Fiber optic cables transmit data as electrical pulses.

Single-mode fiber (SMF) cables are used for long-distance communication.

Multi-mode fiber (MMF) cables are better suited for long-distance data

transmission compared to single-mode fiber (SMF) cables.

10. | Fiber optic cables provide high bandwidth and minimal signal degradation over

long distances.

10. | Fiber optic cables provide high bandwidth and minimal signal degradation over

long distances.
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Sub-Topic

Students should be able to:

e Define a Cloud Computing

Learning Outcome e Gives an example of Cloud Computing

e Discuss the advantages and disadvantages of using Cloud

Computing.

CLOUD COMPUTING

Cloud computing is the delivery of different services through the Internet. These resources
include tools and applications like data storage, servers, databases, networking, and software.
Rather than keeping files on a proprietary hard drive or local storage device, cloud-based
storage makes it possible to save them to a remote database. As long as an electronic device
has access to the web, it has access to the data and the software programs to run it. Cloud
computing is a popular option for people and businesses for several reasons including cost

savings, increased productivity, speed and efficiency, performance, and security.

Mobile

Storage Applications

A) cLouD
COMPUTING

Server O’l 6 LO Database

Cloud computing
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Cloud Computing Model

There are different types of cloud models, each with unique characteristics.

a) Private Cloud
Exclusive user by a single organization comprising multiple consumers (e.g. business
units). The platform for cloud computing is implemented on a cloud-based secure
environment that is safeguarded by a firewall under the governance of the IT department
that belongs to the particular customer.

b) Public Cloud
Includes a whole host of services and companies. The most common names are AWS,
Microsoft Azure, and MS Office 365.

c¢) Community Cloud
It is a mutually shared model between organizations that belong to a particular community
such as banks, government organizations, or commercial enterprises. Community
members generally share similar issues of privacy, performance, and security. This type of
deployment model of cloud computing is managed and hosted internally or by a third-party
vendor.

d) Hybrid Cloud
Describe a situation in which a company is operating both a private cloud and a public
cloud. In general, in a hybrid cloud environment, the private and public services are

integrated.

PUBLIC CLOUD PRIVATE CLOUD

COMMUNITY CLOUD HYBRID CLOUD

Cloud Computing Model




Types of Cloud Computing Services

Infrastructure as a Service
(laaS)

Platform as a Service
(PaaS)

Software as a Service
(SaaS)

e A service model in cloud
computing that provides
virtualized computing

resources over the Internet

A cloud computing model
that delivers tools
necessary for application

development over the

A service model in cloud
computing that hosts
software and makes them

available for clients over

Internet the Internet
e Provides access to Provides runtime Provides software as
resources such as virtual environments, services to end users
machines, virtual storage, development, and

etc. deployment tools  for
applications
e Used by network Used by developers Used by end users

architects/system admins

e DigitalOcean

e Linode

e Rackspace

e Amazon Web Services
(AWS)

e Cisco Metapod

e Microsoft Azure

e Google Compute Engine
(GCE)

e Magento 1
Edition

Enterprise

AWS Elastic BeanStalk
Google App Engine
Heroku

Force.com

Windows Azure (mostly
used as PaaS),

Apache Stratos

GITHUB

Kubernetes

Docker

Salesforce
Concur
NetSuite
BigCommerce
Google Apps
Dropbox
MailChimp
ZenDesk
DocuSign
Hubspot
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Cloud Computing Service

Examples of Cloud Computing and its function
e Regardless of the kind of service, cloud computing services provide users with a series of

functions including:
+ Email
+/ Storage, backup, and data retrieval
+ Creating and testing apps
+ Analyzing data
+ Audio and video streaming

+ Delivering software on demand
e Users can access Google Docs and Microsoft Office 365 through the

Google Docs, internet.
Microsoft Office | @ Users can be more productive because they can access work
365 presentations and spreadsheets stored in the cloud at any time from

anywhere on any device.

Email, e Emails, calendars, Skype, and WhatsApp take advantage of the cloud's
Calendar, ability to provide users with access to data remotely so they can access

Skype, their data on any device, whenever and wherever they want.
WhatsApp




e Zoom is a cloud-based software platform for video and audio

Zoom conferencing that records meetings and saves them to the cloud,

enabling users to access them anywhere and at any time.

AWS Lambda

e Lambda allows developers to run code for applications or back-end
services without having to provision or manage servers.

e The pay-as-you-go model constantly scales with an organization to
accommodate real-time changes in data usage and data storage.

Advantages and Disadvantages of Cloud Computing

Advantages

Disadvantages

Cost Efficiency: Significant cost savings due
to large space availability. No need to maintain

your hardware

Vulnerability to Attacks: There's a risk of
information theft and other security

breaches.

High Speed: Rapid deployment of services
with just a few clicks

Network Connectivity Dependency: Cloud
services are entirely dependent on internet

connectivity.

Data Backup and Recovery: Easy to perform

data backups and recovery.

Vendor Lock-in: Migrating from one cloud
provider to another can be difficult and may

involve serious issues.

Manageability: Eliminates the need to
manage IT infrastructure, as this is handled by

the cloud provider.

Downtime Issues: Technical outages can
lead to significant downtime, affecting
access to services. Limited Control: Since
services run on remote servers, it can be

challenging to have full control over them.

Excellent Accessibility: Access information

anytime, anywhere.

Limited Control: Since services run on
remote servers, it can be challenging to have

full control over them.




SUMMARY

Cloud computing has fundamentally transformed the way businesses and individuals handle
and process data. By leveraging remote servers managed by service providers like AWS,
Google Cloud, and Microsoft Azure, users can access scalable, cost-efficient, and highly
accessible resources without the need for substantial upfront investments in hardware and
infrastructure. This shift allows for greater flexibility, enabling organizations to adapt quickly to
changing demands and focus on their core activities rather than IT maintenance and upgrades.
Additionally, cloud providers offer robust security measures, which often surpass those

available in traditional on-premises setups, thereby enhancing data protection and compliance.

Despite its numerous benefits, cloud computing is not without its challenges. Security remains
a primary concern, as data stored on the cloud can be vulnerable to breaches if not properly
managed. Dependence on internet connectivity also poses a risk, as access to data and
applications is contingent on a stable connection. However, the advantages of scalability, cost
savings, and accessibility often outweigh these drawbacks, making cloud computing a pivotal
technology in the modern digital landscape. As more businesses and individuals embrace this

technology, its role in driving innovation and efficiency will only continue to grow.




SELF-ASSESSMENT OF CLOUD COMPUTING

Fill in the blank:
1. Cloud computing allows users to access and store data or applications via the
instead of using their hardware.

2. Major cloud service providers include , , and

3. One of the main advantages of cloud computing is , Which allows users to
increase or decrease resources based on their needs.
4. Cloud computing eliminates the need for substantial upfront investments in

5. The ability to access your data and applications from anywhere, anytime, is referred to as

6. A potential downside of cloud computing is the dependence on a stable

connection.

7. Cloud providers often offer advanced features to protect users' data.

8. By leveraging remote servers, users don't have to worry about maintaining or
updating

9. Despite its advantages, cloud computing also has risks, such as potential
breaches.

10.Cloud computing is crucial in the modern digital landscape for driving and

SCAN ME



TOPIC

4.1 CLOUD DATABASE

Sub-Topic

Students should be able to:

e Define the Cloud Database.
Learning Outcome e Gives an example of the Cloud Database.

e Discuss the advantages and disadvantages of using the Cloud

Database.

CLOUD DATABASE

A cloud database is a database built to run in a public or hybrid cloud environment to help
organize, store, and manage data within an organization. Cloud databases can be offered as
a managed database-as-a-service (DBaaS) or deployed on a cloud-based virtual machine
(VM) and self-managed by an in-house IT team. In terms of deployment, cloud databases can
be run independently on a virtual machine image provided by a cloud computing platform, or
as a service purchased from a cloud database provider. Regarding database technologies,
there are various options available, including SQL, Oracle, MySQL, NoSQL databases such
as Hadoop or MongoDB, and cloud-native databases developed specifically for use in cloud

environments.

Types Of Cloud Database

Relational NoSQL Data In-Memory
Database Database Warehouse Database
Relational databases | NoSQL databases | Cloud data | In-memory
store data in | are designed for | warehouses are | databases store data
structured tables and | unstructured or semi- | optimized for | in the main memory
support SQL | structured data and | analytics and | (RAM) to provide
(Structured  Query | can handle large | reporting, allowing | ultra-fast data access
Language) for | volumes of data with | organizations to | speeds, making them
querying and | high performances. | store and query large | suitable for
managing data. They are often used | datasets efficiently. applications requiring
for big data and real- real-time processing.
time web
applications.




Examples: Amazon | Examples: Amazon | Examples: Amazon | Examples: Amazon
RDS (for MySQL, | DynamoDB, Google | Redshift, Google | ElastiCache (for

PostgreSQL, Oracle, | Cloud Firestore, | BigQuery, Azure | Redis and
SQL Server), Google | Azure Cosmos DB. Synapse Analytics. Memcached),

Cloud SQL, Azure Google Cloud
SQL Database. Memorystore, and

Azure Cache for

Redis.
Cloud Database Model
Public Cloud Database Private Cloud Database Hybrid Cloud Database
e Hosted on a public|e Hostedon aprivate cloud |¢ Combines public and private
cloud platform and infrastructure, providing cloud databases, allowing
shared among multiple greater  control  and data to be shared between
organizations. security. them. This model offers

e This model offers|e This model is suitable for flexibility and can optimize
scalability and cost- organizations with performance and cost.
efficiency. specific compliance or

security requirements.

Examples: Amazon RDS, | Examples: Private cloud | Examples: Using a private cloud
Google Cloud SQL, Azure | setups using VMware or | for sensitive data and a public

SQL Database. OpenStack cloud for less critical data

Private/
Internal Public/
External

The Cloud

On Premises / Internal Off Premises / Third Party

Cloud Computing TYPES  cavers oeysam orrson



Advantages Of Cloud Database

Scalability and
Flexibility

Cloud databases can easily scale up or down based on the workload
and storage requirements.

This flexibility allows organizations to handle varying amounts of data
and user requests without incurring the high costs and complexities
associated with scaling physical infrastructure.

Cost Efficiency

Cloud databases typically operate on a pay-as-you-go pricing model,
where users only pay for the resources they consume.

This can lead to significant cost savings by eliminating the need for
in hardware and

large upfront investments reducing ongoing

maintenance costs.

High Availability
and Disaster

Recovery

Cloud providers offer built-in redundancy and failover mechanisms to
ensure high availability and data durability.

This ensures that data is continuously available and protected against
hardware failures or other disruptions, improving business continuity

and disaster recovery capabilities

Integration with

Cloud databases can easily integrate with other cloud-based tools and

Other Cloud services, such as analytics, machine learning, and data warehousing.

Services e This enables organizations to build comprehensive, end-to-end
solutions that leverage the full potential of cloud computing

Global e Cloud databases can be accessed from anywhere with an internet

Accessibility connection.

This facilitates remote work, global collaboration, and the ability to
manage and interact with the database from various locations,

improving productivity and flexibility.




Disadvantages of Cloud Database

Dependency on |e Cloud databases require a reliable internet connection for access and
Internet operation. Any disruption in connectivity can lead to downtime and
Connectivity hinder access to the database.

e Impact: Businesses in regions with unstable internet service may face

significant operational challenges.

Security and e |Issue: Storing data on third-party servers raises concerns about data

Privacy privacy and security. Even though cloud providers implement robust

Concerns security measures, the risk of data breaches or unauthorized access
remains.

e Impact: Organizations handling sensitive or regulated data must
carefully evaluate their cloud provider's security protocols and
compliance with industry standards.

Data Transfer e Issue: Transferring large volumes of data to and from the cloud can be
and Latency time-consuming and costly. Network latency can affect the
Issues performance of real-time applications.

e Impact: Applications requiring real-time processing or those dealing
with large datasets may face performance bottlenecks

Cost e Issue: While cloud databases can be cost-effective, costs can quickly

Management escalate with increased usage, especially if not properly monitored
and managed. Unexpected charges can arise from data transfer,
storage, and additional services.

e Impact: Organizations need to implement robust cost management

practices to avoid budget overruns and ensure cost efficiency.

Limited Control |e Issue: Using a cloud database means relying on the cloud provider for

and Flexibility infrastructure management, updates, and certain configurations. This
can limit the level of control an organization has over its database
environment.

e Impact: Custom configurations or specialized requirements may be

difficult to implement, potentially leading to limitations in performance

or functionality.




SUMMARY

Cloud databases have emerged as a pivotal component in the data management strategies of
modern businesses. By offering a scalable and flexible solution for storing and managing vast
amounts of data, cloud databases eliminate the need for substantial investments in physical
infrastructure. This not only reduces costs but also simplifies the complexity associated with
maintaining traditional on-premises databases. With features such as automated backups,
high availability, and disaster recovery, cloud databases ensure data is always secure and
accessible, allowing businesses to focus on their core activities without the distraction of

database maintenance.

However, the transition to cloud databases is not without its challenges. Security remains a
paramount concern, as sensitive data is stored off-premises and can be susceptible to
breaches if not properly protected. Additionally, reliance on internet connectivity means that
any service disruption can impact access to critical data. Despite these concerns, the
advantages of cloud databases, such as their ability to easily scale with the needs of the
business and provide advanced analytical tools, make them an indispensable tool in the digital

age. As more organizations adopt cloud databases, they continue to drive innovation and

efficiency, solidifying their role as a cornerstone of modern data management.




SELF-ASSESSMENT OF CLOUD DATABASE

Fill in the blank:
1. A cloud database operates on a computing platform.
2. is the feature that allows a cloud database to automatically increase or
decrease resources based on demand.
3. In a pay-as-you-go model, you only pay for the you use.
ensures that data is secure by encrypting it both in transit and at rest.
is the process of storing data in multiple locations to reduce the risk of data
loss.
6. databases are ideal for structured data with complex queries and transactions.
7. Amazon RDS, Google Cloud SQL, and Microsoft Azure SQL Database are examples of

databases.
8. Amazon DynamoDB and Google Cloud Firestore are examples of databases.
9. Cloud databases often have automated , Which schedule backups without

manual intervention.
10. A significant challenge of using cloud databases is , Which refers to difficulties

in moving data to another provider.
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Sub-Topic 4.2 GOOGLE WORKSPACE

Students should be able to:
e Define a Google Workspace.
Learning Outcome e Describe the components of a Google Workspace.

e Discuss the advantages and disadvantages of using a Google

Workspace.

GOOGLE WORKSPACE

Google Workspace is a suite of cloud-based productivity and collaboration tools developed
and marketed by Google. Google Workspace, formerly known as G Suite, is a collection of
cloud-based productivity and collaboration tools developed by Google. It includes a variety of
applications designed to help businesses, organizations, and individuals enhance their
productivity and streamline their workflows. The apps include Gmail for email, Google Drive
for cloud storage and documents, Google Meet for video conferencing, and Google Calendar
for scheduling. For educational institutions, Google Workspace offers specialized packages
like Google Workspace for Education Fundamentals, which are free for qualifying institutions.

Additional premium features are available for a fee.

Google Workspace
ME & 0 e

Google Workspace




Components of Google Workspace

o

Component Description Features
Gmail Professional email service | Custom email addresses, advanced
N search, spam protection, and integration
' with other Google Workspace apps.
Google Drive Cloud storage Store, share, and collaborate on files from

any device, shared drives, or file

versioning.

Google Docs

Online word processing

tool

Real-time collaboration, automatic saving,

version history, comments, and

suggestions

Google Sheets

EF

Online spreadsheet

application

Real-time collaboration, built-in formulas,

functions, charts, and data integration.

Google Slides Presentation tool Create and edit presentations

L collaboratively, slide transitions,
animations, speaker notes

Google Meet Video conferencing tool Ssecure video meetings for up to 250

participants,  screen  sharing, live

captioning, Google Calendar integration

Google Calendar

1

Gl

Online calendar

Schedule meetings, set reminders, share
calendars, Gmail integration for automatic

event creation

Google Forms

Survey and form creation

tool

Create surveys, and quizzes, collect data
with response summaries and charts, and
responses auto-collected in
Sheets.

Google

Google Sites

Website creation tool

Create internal project sites, team
websites without coding skills, and
integration with other Google Workspace

tools.

!




Admin Console

Centralized administration | Manage user accounts, device

management, and security settings.

Advantages of Google Workspace

Seamless
Collaboration

Google Workspace allows multiple users to work on the same
document, spreadsheet, or presentation simultaneously.
Real-time collaboration enhances teamwork and productivity, enabling

efficient and effective communication among team members

Accessibility e As a cloud-based service, Google Workspace can be accessed from
and Mobility any device with an internet connection.
e Employees can work from anywhere, facilitating remote work, flexible
schedules, and global collaboration.
Scalability e Google Workspace can easily scale to accommodate the needs of

growing organizations.
Businesses can add or remove users and services as needed,

ensuring they only pay for what they use

Environmentally

By using cloud-based services, organizations can reduce their reliance

Communication

Friendly on physical hardware and data centers.
e This contributes to reducing the organization’s carbon footprint and
supports environmental sustainability initiatives.
Enhanced e Google Workspace includes communication tools like Gmail, Google

Meet, and Google Chat.
These tools facilitate efficient communication through email, video
conferencing, and instant messaging, improving collaboration and

reducing delays




Disadvantages of Google Workspace

Dependency on
Internet

Connectivity

Issue: Google Workspace tools are cloud-based and require a stable
internet connection to function properly.
Impact: Any disruption in internet service can hinder access to email,

documents, and other critical tools, affecting productivity

Limited Offline

Functionality

Issue: Although some Google Workspace apps offer offline
functionality, it is limited compared to their online capabilities.
Impact: Users may find it challenging to work offline, especially in

areas with unreliable internet access

Limited
Advanced
Features

Issue: While Google Workspace is feature-rich, it may lack some
advanced functionalities found in specialized or desktop-only software.
Impact: Power users or those with specific needs may find certain
tasks or workflows less efficient or impossible to accomplish using

Google Workspace tools.

Subscription

Issue: While Google Workspace can be cost-effective, the subscription

Costs model means ongoing costs, which can add up over time.
e Impact: For some organizations, particularly those with tight budgets
or fluctuating needs, recurring costs may be a concern
Compatibility e Issue: Although Google Workspace supports a wide range of file
Issues formats, there can still be compatibility issues when exchanging

documents with users of other office suites, particularly Microsoft
Office.

Impact: Formatting issues and feature discrepancies can arise when
importing or exporting documents, potentially leading to additional

work to correct them.




a) Google Form
A web-based tool included in the Google Workspace package, Google Forms allows users
to quickly and simply create forms, surveys, quizzes, and polls. It provides several tools
that make gathering and organizing respondent data easier. Because of its ease of use,
flexibility, and smooth connection with other Google Workspace apps, Google Forms is a
popular tool. It's an effective tool for compiling and evaluating data from a large number of

sources.
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Characteristics of Google Forms

Characteristic Description Benefit

Form Creation Users can create various types of forms, | The intuitive interface makes
such as surveys, quizzes, feedback | it easy to add and customize
forms, and event registrations. guestions, options, and

sections.

Question Type Google Forms supports multiple | This variety allows for
question types, including multiple- | versatile data collection
choice, checkboxes, short answer, | tailored to different needs

paragraph, dropdown, linear scale, and

more
Customization Users can personalize forms by adding | Customization helps create
images, videos, and custom themes. engaging and visually

appealing forms that match
the branding or purpose of

the survey




Real-Time
Collaboration

Description:  Multiple  users  can

collaborate in real time when creating or

editing a form.

This

teamwork and ensures that

feature facilitates

all collaborators are on the

integrity.

same page
Automatic Data | Description: Responses are | This automation saves time
Collection automatically collected and organized in | and reduces manual data
Google Forms, with an option to view | entry errors, making data
them in Google Sheets for further
analysis.
Response Google Forms includes options for | Validation rules can be set to
Validation response validation to ensure data | accept only certain types of

responses, ensuring the
quality and relevance of the

data collected.

Notifications and

Sharing

Forms can be shared via email, links, or
embedded in websites. Users can also
set up email notifications to receive
alerts when new

responses are

submitted.

This facilitates easy
distribution and  timely
updates on response
collection.

Integration with

Google Forms integrates seamlessly

This integration streamlines

previous answers.

Google with other Google Workspace tools, | workflows and allows for

Workspace such as Google Sheets, Google Drive, | comprehensive data analysis
and Gmail. and reporting

Templates Google Forms offers a variety of pre- | Templates help users get
designed templates for common uses, | started quickly and ensure
such as event registration, feedback | professional-looking forms.
surveys, and quizzes

Conditional Users can implement conditional logic to | This feature creates a more

Logic show or hide questions based on | dynamic and relevant

experience for respondents,
leading to more accurate

data collection
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Example of Google Form

b) Google Sheets
Google Sheets is a digital spreadsheet tool included in Google Workspace. Users can
create, modify, and share spreadsheets online while working together with others
simultaneously. Users can collaborate on creating and editing spreadsheets online
simultaneously. Google Sheets is built to be easy to use and can be accessed from any
device with internet access, offering a flexible tool for analyzing, arranging, and sharing
data. It resembles Microsoft Excel in digital format but focuses more on teamwork and ease
of access. Google Sheets is a flexible instrument for arranging, examining, and displaying

data, making it fitting for different personal and professional assignments.
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Characteristics of Google Sheets

Characteristic

Description

Benefit

Real-Time

Collaboration

Multiple users can work on the same

spreadsheet simultaneously.

Changes are reflected in real
time, facilitating teamwork
and reducing the need for

multiple versions of a file.

Cloud-Based

Accessibility

Google Sheets is accessible from any

device with an internet connection.

Users can access and edit

their spreadsheets from
anywhere, enhancing
flexibility  and enabling

remote work

Integration with
Google

Workspace

Google Sheets integrates seamlessly
with other Google Workspace tools,
such as Google Drive, Google Docs,

Google Forms, and Gmail.

This integration streamlines

workflows and enhances

productivity by allowing easy
and

data  import/export

sharing across applications

Data Analysis

Google Sheets offers a range of data

These tools help users

Tools analysis tools, including pivot tables, | analyze and visualize data
charts, and various functions (e.g., | effectively, supporting data-
SUM, AVERAGE, VLOOKUP). driven decision-making

Conditional Users can apply conditional formatting | This feature allows for visual

Formatting to cells based on specific criteria. differentiation of data,

making it easier to identify

trends, outliers, and key

information

Formulas and

Google Sheets supports a wide array of

Users can perform advanced

Functions built-in  functions and formulas for |data  manipulation and
complex calculations. computation directly within

the spreadsheet
Import and Google Sheets supports importing and | This  flexibility ensures
Export Options exporting spreadsheets in various | compatibility  with  other
formats, including Excel (.xIsx), CSV, | spreadsheet applications

and PDF.

and easy data sharing

Security and
Permissions

Users can set permissions to control

who can view, edit, or comment on their

spreadsheets

Z—

Fine-grained access control

enhances  security and




ensures that sensitive data is

protected.
Mobile App Google Sheets has a mobile app | The mobile app allows users
available for both iOS and Android | to view and edit
devices. spreadsheets on the go,

increasing productivity and

convenience.

Offline Mode Google Sheets can be used offline, with | This feature ensures

changes syncing automatically once an | continuity of work even when

internet connection is restored. internet access is
unavailable.
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c) Google Document
Google Docs is a word processor available online as a part of Google's free web-based
suite, along with other tools like Google Sheets, Google Slides, Google Drawings, Google
Forms, Google Sites, and Google Keep. Google Docs can be used through a web browser
online and is also offered as a mobile app on Android and iOS, as well as a desktop app
on ChromeOS by Google. Google Docs enables users to generate and modify documents
on the internet, engaging in simultaneous collaboration with other users. The user who
makes the edit keeps track of edits, while changes are displayed in a revision history. The
role of an editor is distinguished by a unique color and cursor, while a system of permissions
controls user actions. Google Docs allows users to open and save files in the standard
OpenDocument format, Rich text format, plain Unicode text, zipped HTML, and Microsoft

Word. The functionality for exporting to PDF and EPUB formats has been added.
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Characteristics of Google Document

Characteristic

Description

Real-Time

Collaboration

Simultaneous Editing: Multiple users can work on a document at
the same time.

Live Updates: Changes are updated in real-time, visible to all
collaborators instantly.

Cursor Indicators: Each user’s cursor is highlighted in a different

color, making it easy to see who is typing.

Accessibility and

Sharing

Easy Sharing: Documents can be shared via email or a shareable
link. Permission Settings:

Control access with view, comment, and edit permissions.
Device Accessibility: Accessible from any device with internet

access, including desktops, tablets, and smartphones

Cloud Storage

Google Drive Integration: Documents are stored in Google Drive,
providing cloud storage. Automatic Saving: Changes are saved
automatically, preventing data loss. Anywhere Access: Access

your documents from anywhere, on any device.

Version History

Track Changes: View a detailed history of changes made to the
document. Restore Versions: Restore previous versions of a
document if necessary. User Identification: See who made
specific changes and when.

Formatting and

Templates

Rich Formatting Tools: Offers a wide range of text formatting
options similar to traditional word processors. Pre-Designed
Templates: Provides templates for resumes, reports, letters, and
more. Customizable Styles: Customize styles and formatting to

suit your needs.

Add-ons and

Integration

Third-Party Add-ons: Extend functionality with a variety of
available add-ons. Google Services Integration: Seamlessly
integrates with other Google services like Google Sheets, Google
Slides, and Gmail. APIs and Extensions: Integrate with external

tools and systems for enhanced functionality.

Offline Mode

Work Offline: Enable offline mode to work on documents without
an internet connection. Automatic Sync: Changes made offline are
synced once you reconnect to the internet. Continued
Productivity: Allows for continuous work even without internet

access.




Comments and e Commenting: Leave comments on specific parts of the document
Suggestions for feedback and discussion. Suggestions Mode: Make
suggestions that can be accepted or rejected by the document

owner. Resolve Comments: Resolve comments once issues are

addressed.
Compatibility and e File Compatibility: Import and export documents in various formats
Export Options like DOCX, PDF, ODT, and more. Export Options: Export

documents for use in other software or for sharing outside the
Google ecosystem. Printing Support: Print documents directly

from Google Docs.

Mobile and Cross- e Mobile Apps: Dedicated mobile apps for Android and iOS devices.
Platform Support Cross-Platform: Works on various operating systems including
Windows, macOS, Linux, and Chrome OS. Web-Based: No need

for software installation, as it runs entirely in the web browser.

Project Name Product Brochure
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d) Google Slide
Google Slides is a web-based presentation program offered by Google as part of its Google
Drive office suite. It allows users to create, edit, and collaborate on presentations online.
It's part of the Google Drive suite of office tools, which also includes Google Docs, Sheets,
and Forms. Google Slides allows users to create, edit, and collaborate on presentations
online. Google Slides is a presentation tool that is part of the free Google Docs suite
available online from Google. Google Slides can be accessed as a web app, mobile app
on Android and iOS, and desktop app on ChromeOS. The app supports Microsoft
PowerPoint file types and enables users to collaborate in real time when creating and
editing files online. Changes made by a user are monitored through a revision history that
shows edits. An editor is easily recognizable with a specific color and cursor, and user
actions are controlled by a permissions system. Changes have been made with the help of
machine learning, such as the addition of "Explore” and the ability to offer tasks to other

users.
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Characteristics of Google Slide

Characteristic Description

Real-Time

Simultaneous Editing: Multiple users can work on the same

Collaboration presentation at the same time.

Instant Updates: Changes are saved automatically and visible to
all collaborators immediately.

Commenting: Users can leave comments on specific slides or

elements for feedback.

Accessibility and e Easy Sharing: Presentations can be shared via email or a
Sharing shareable link.

Permission Settings: Control access with view, comment, or edit

permissions.

Device Compatibility: Accessible from any device with internet

access, including desktops, tablets, and smartphones

Cloud Storage

Google Drive Integration: Presentations are stored in Google

Drive, providing cloud storage and access from anywhere.

Automatic Saving: Changes are saved automatically to prevent

data loss.

Anywhere Access: Access your presentations from any device

Templates and Pre-designed templates: Offers a variety of templates for different
Themes types of presentations.

Customizable Themes: Users can customize themes to match

their brand or style.

Slide Master: Allows for consistent formatting across the entire

presentation.

Multimedia e Images and Videos: Easily insert images, videos, and audio files
Integration into slides.
e Google Images and YouTube: Direct integration with Google
Images and YouTube for easy media insertion.
e Animations and Transitions: Add animations and slide transitions
to enhance presentations
Add-ons and e Third-Party Add-ons: Extend functionality with various add-ons
Extensions available in the Google Workspace Marketplace.




e Integration with Google Services: Seamlessly integrates with
other Google services like Google Docs, Google Sheets, and
Gmail.

e APIs and Extensions: Integrate with external tools and systems

for enhanced functionality.

Presentation e Presenter View: Provides tools like speaker notes and a timer to

Features aid in delivering presentations.

¢ Q&A and Audience Interaction: Audience members can ask
guestions and interact during the presentation.

e Remote Control: Control slides remotely using a mobile device

Compatibility and e File Compatibility: Import and export presentations in various

Export Options formats like PPTX, PDF, and more.

e Export Options: Export presentations for use in other software or
for sharing outside the Google ecosystem.

e Printing Support: Print presentations directly from Google Slides.

Security Features e Secured Access: Presentations are stored securely in Google
Drive.

e Two-Factor Authentication: Enhance security with two-factor
authentication for your Google account.

e Encryption: Data is encrypted during transmission and at rest
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e) Google Calendar
Google Calendar is a time-management and scheduling calendar service developed by
Google. Google Calendar allows users to create, edit, and share events, set reminders,
and manage their schedules across multiple devices. Google Calendar is a free web and
mobile calendar that lets you keep track of your events and share your calendars with
others. It's the ideal tool for managing personal and professional schedules. It is both simple
to use and very powerful. It was created by Mike Samuel as part of his 20% project at
Google. It became available in beta release on April 13, 2006, and in general release in
July 2009, on the web and as mobile apps for the Android and iOS platforms. Once you’ve
opened Calendar in your browser or on your mobile device, you don’t need to do anything
else. It will already be set up and ready for use. Both the website and the mobile app have
a settings icon that lets you play with the way that Google Calendar looks and works—and

you might also need to bring your old calendar into your new one

= ECalendar Today < > July2024 Q @ @  Mont - 8 @ @ ®
} e
[ Sultan of Kadakts Biriney (et |
@
2 :
(. ¢
9
wow o : . o i - " .
[ Goorge Town Workd Hertage City Oay || Muharam Halkda (rsgonat holicey) | [ Penang Governors Bitnday (Peran) |
[ MonaramomYour |
+
+.
My cal ~
ik
Ta
Other ~
ﬂ' 22
[ sarawak indepandance Day (sacawat |
 Sicttey o the Sutan of Patang (P |

Google Calendar


https://www.lifewire.com/how-to-create-calendar-events-from-emails-in-iphone-mail-1172543
https://www.lifewire.com/best-shared-calendar-apps-4154160

Characteristics of Google Calendar

Characteristic Description
Event Creation and e Simple Event Creation: Easily create events by clicking on a date
Management and entering details.

e Recurring Events: Schedule events to repeat daily, weekly,
monthly, or at custom intervals.

e Event Details: Add detailed descriptions, locations, and links to

events
Reminders and e Custom Reminders: Set reminders via email, pop-up
Notifications notifications, or SMS.

e Multiple Notifications: Set multiple reminders for a single event to
ensure you never miss important appointments.
e Notification Timings: Customize when you receive notifications

(minutes, hours, days before an event)

Sharing and e Shared Calendars: Share your calendar with others to coordinate

Collaboration schedules.

e Permission Levels: Control access with permissions for view-
only, edit, or manage settings.

e Collaborative Scheduling: Invite others to events and see their

availability
Multiple Calendar e Color-coded calendars: Use different colors for different
Management calendars to easily distinguish between them.

e Calendar Overlays: View multiple calendars simultaneously to
avoid scheduling conflicts.

e Integration: Integrate with other Google services and third-party

applications
Integration and e Google Workspace Integration: Seamlessly integrates with
Compatibility Gmail, Google Meet, and other Google Workspace apps.

e External Calendar Import: Import calendars from other services
(e.g., Microsoft Outlook, Apple Calendar).
e API Access: Use Google Calendar API for custom integrations

and automation.

Mobile and Cross- e Mobile Apps: Available on Android and iOS devices with
Platform Support dedicated apps.




Cross-Platform: Accessible from any web browser on desktops,
laptops, tablets, and smartphones.
Offline Access: View and manage your calendar offline, with

changes syncing once reconnected to the internet.

Time Zone
Management

Automatic Time Zone Detection: Adjusts for different time zones
automatically.

Event-Specific Time Zones: Set different time zones for individual
events if necessary.

Time Zone Conversion: Easily view and schedule events across

different time zones.

Event Integration

Google Meet: Directly add Google Meet video conferencing to
events.

Location Services: Integrate with Google Maps to add locations
and get directions.

Attachment Support: Attach files from Google Drive to events for

easy access.

Advanced

Scheduling Features

Find a Time: Check the availability of invitees and suggest
optimal meeting times.

Suggested Times: Google Calendar suggests times for meetings
based on invitees' availability.

Scheduling Assistant: Use the scheduling assistant to find the

best times for group events.

Customization and

Personalization

Custom Calendar Views: Customize your calendar view to show
only the information you need.

Color Coding: Use color coding for different types of events or
calendars.

Event Descriptions: Add detailed descriptions and notes to

events.
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f) Google Site
Google Sites is a web-based platform offered by Google that allows users to create and
publish websites easily without needing to have advanced web development skills. Google
Sites is a structured wiki and web page creation tool included as part of the free, web-
based Google Docs Editors suite offered by Google. The service includes Google
Docs, Google Sheets, Google Slides, Google Drawings, Google Forms, and Google Keep.
Google Sites is only available on the web. If you're familiar with other website platforms like
WordPress or Wix, you can think of Google Sites as something somewhat similar, but
perhaps more specialized for businesses and web-based teams. Google Sites offers
endless possibilities to make your website unique and customized. You may find that other
platforms may be more appropriate, like Shopify or Etsy, for example, if you were planning
on setting up an online shop, you'd have to use both Google Sites and those platforms to
determine for yourself whether one is better than the other in terms of what best suits your

style and needs.
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Characteristics of Google Site

Characteristic Description
User-Friendly e Drag-and-Drop Editor: Allows users to easily add and arrange
Interface content on their site using a drag-and-drop interface.

e No Coding Required: Users can create functional and visually
appealing websites without needing to write any code.

e Templates: Offers a variety of templates to help users get started

quickly.
Integration with e Google Drive: Easily embed files from Google Drive, such as
Google Workspace documents, spreadsheets, presentations, and forms.

e Google Calendar: Integrate Google Calendar to display events
and schedules.
e Google Maps: Embed maps directly from Google Maps for

location-based content.

Customization e Themes and Layouts: Choose from multiple themes and

Options customize the layout to fit your needs.

e Custom Headers and Footers: Add custom headers and footers
to enhance the look and feel of your site.

e Branding and Styles: Apply custom colors, fonts, and styles to

match your brand identity.

Collaboration and e Real-Time Collaboration: Multiple users can collaborate on a site

Sharing simultaneously, with changes appearing in real-time.



e Permissions and Access Control: Control who can view,
comment, or edit your site by setting permissions.
e Sharing Settings: Share your site with specific people, your

organization, or the public.

Responsive Design e Mobile-Friendly: Automatically creates a responsive design that
looks good on desktop, tablet, and mobile devices.
e Preview Mode: Allows you to preview how your site will look on

different devices before publishing.

SEO and Analytics e Search Engine Optimization: Basic SEO tools to help your site be
discoverable by search engines.

e Google Analytics: Integrate Google Analytics to track visitor data
and site performance.

e Custom URLs: Use custom URLSs for your site to improve branding
and SEO

Multimedia Support |e Images and Videos: Easily add images and videos to enrich your
site’s content.

e Galleries and Slideshows: Create galleries and slideshows to
display multiple images.

e HTML Embeds: Embed custom HTML code to add third-party

widgets and content.

Security and Privacy |e Secure Hosting: Sites are hosted by Google, ensuring robust
security and reliability.

e SSL Certificates: Built-in SSL certificates for secure connections.

Ease of Use ¢ Intuitive Controls: Simple and intuitive controls make it easy to
manage site content.

e WYSIWYG Editor: What-You-See-Is-What-You-Get (WYSIWYG)
editor allows you to see changes in real-time.

e Version History: Track changes and revert to previous versions if

needed.
Publishing and e Easy Publishing: Publish your site with a single click.
Management e Site Navigation: Automatically generates navigation menus based

on your site structure.
e Site Management: Tools to manage site settings, domains, and

users.
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SUMMARY

Google Workspace is a comprehensive suite of cloud-based productivity tools that empower
businesses and organizations to streamline their operations, enhance collaboration, and
improve communication. With applications like Gmail, Google Drive, Google Docs, Google
Sheets, and Google Meet, teams can work together in real time, no matter where they are.
The seamless integration between these tools allows for efficient workflow management, from
scheduling meetings in Google Calendar to hosting video conferences via Google Meet. The
centralized Admin Console provides robust security and administrative controls, ensuring data

protection and compliance with industry standards such as GDPR and HIPAA.

The versatility and scalability of Google Workspace make it suitable for businesses of all sizes,
from small startups to large enterprises. Its ability to integrate with third-party applications
extends its functionality, making it adaptable to various business needs. Whether it's facilitating
remote work, managing projects, or enhancing customer interactions, Google Workspace
offers a unified platform that boosts productivity and fosters a collaborative work environment.
Its cloud-based nature ensures accessibility from any device with internet access, enabling

teams to stay connected and productive regardless of their physical location. In summary,

Google Workspace is a powerful, flexible, and secure solution for modern business needs.
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SELF-ASSESSMENT OF GOOGLE WORKSPACE

Fill in the blank:
Google Workspace was formerly known as

The professional email service in Google Workspace is called
is the cloud storage service offered by Google Workspace.
Google Docs is an online tool.
For online spreadsheet collaboration, Google Workspace offers
Google is the tool used for creating and editing presentations.
is the video conferencing tool in Google Workspace.

To schedule meetings and set reminders, you would use Google
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Google allows users to create surveys, quizzes, and collect data.

|
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is used for creating internal project sites and team websites without coding.
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Sub-Topic 4.3 CYBERSECURITY THREAT

Students should be able to:

e Define a Cybersecurity Threat.

Learning Outcome e Explain the types of a Cybersecurity Threat.

e Discuss the advantages and disadvantages of Cybersecurity
Threat.

CYBERSECURITY THREAT

Cybersecurity threats are malicious acts that seek to damage, steal data, or disrupt digital life
and information systems. A cybersecurity threat is any event that could harm a company's
operations, functions, brand, reputation, or image. This kind of danger could also impact the
availability, accuracy, and worth of data, as well as the individuals, procedures, and tools
responsible for handling it. Cyber threats occur when a cyber attacker targets an individual or
organization's data, computer system, network, or device to gain unauthorized access or
exploit any vulnerabilities, jeopardizing the confidentiality, integrity, or availability of the

information system.

Cybersecurity Threats



Types of Cybersecurity Threat

Numerous types of cyber threats occur in today's world. Knowing the different types of cyber
threats makes it simpler to defend our networks and systems from them. In this analysis, we
will thoroughly scrutinize the top cyber threats that have the potential to impact either an

individual or a large corporation, depending on the magnitude.

a) Phishing
Phishing is a type of cyber attack where attackers attempt to deceive individuals into
providing sensitive information such as usernames, passwords, credit card numbers, or
other personal data. This is usually done by masquerading as a trustworthy entity in

electronic communications.

Types of Phishing Attacks:
i.  Email Phishing
e Attackers send fraudulent emails that appear to come from reputable sources,
such as banks, online services, or colleagues.
e The email often contains a link to a fake website that looks like a legitimate one,
prompting the user to enter personal information
ii. Spear Phishing
e A more targeted form of phishing that focuses on a specific individual or
organization.
e Attackers gather information about the target to craft a more personalized and
convincing message.
iii.  Whaling
e A type of spear phishing that targets high-profile individuals like executives or
other senior management.
e The emails are often sophisticated and appear to come from internal sources or
important business contacts.
iv. ~ Smishing (SMS Phishing)
e Phishing attacks conducted via SMS text messages.
e Techniques: The message typically contains a link to a malicious website or asks
the recipient to call a fraudulent phone number.
v. Vishing (Voice Phishing)
¢ Phishing attacks conducted over the phone.
e Techniques: Attackers may pose as bank officials, technical support, or other

trusted entities to extract sensitive information.



Vi.

Vii.

Clone Phishing
e Attackers create a nearly identical copy of a legitimate email that was previously
sent, but with malicious links or attachments.
e Techniques: The attacker replaces legitimate links or attachments with malicious
ones, then sends them to the victim.
Pharming
e Redirects users from legitimate websites to fraudulent ones without their
knowledge.
e Techniques: This is often done by exploiting vulnerabilities in DNS (Domain Name

System) servers.

How Phishing Works

Bait: The attacker sends a fraudulent message designed to look like it comes from a
trusted source.

Hook: The message contains a call to action, such as clicking a link, downloading an
attachment, or providing personal information.

Catch: When the victim takes the bait, they are redirected to a fake website, or their
device is compromised, leading to the theft of sensitive information.

Signs of Phishing

Vi.

Suspicious Sender: Emails from unrecognized or slightly altered email addresses.
Generic Greetings: Use general greetings like "Dear Customer" instead of your name.
Urgency or Threats: Messages that create a sense of urgency or fear, such as threats
of account suspension.

Unexpected Attachments: Emails with attachments you weren’t expecting.

Odd URLs: Links that lead to websites with slightly altered URLSs that mimic legitimate

sites.

Poor Grammar and Spelling: Many phishing emails contain grammatical errors and

typos.
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b) Malware
Malware, short for "malicious software," is any software intentionally designed to cause

damage to a computer, server, client, or computer network.

Types of Malware

I.  Viruses: Malware that attaches itself to a legitimate program or file and spreads when
the infected program is executed. It can delete or corrupt files, steal data, and cause
system crashes.

ii.  Worms: Standalone malware that replicates itself to spread to other computers without
needing a host file. It can consume network bandwidth, causing slowdowns and
crashes.

iii.  Trojans: Malware disguised as legitimate software that, once executed, can perform
malicious actions. It can create backdoors, steal information, and allow remote control
of the infected system.

iv. Ransomware: Malware that encrypts the victim's files and demands payment for the
decryption key. It can cause significant financial loss and operational disruption.

v. Spyware: Malware that secretly monitors user activity and collects information without
consent. It can steal sensitive data, including login credentials and financial
information.

vi. Adware: Malware that displays unwanted advertisements, often bundled with free

software. It Can lead to privacy issues and degrade system performance.

!



Vii.

viii.

Rootkits: Malware designed to gain administrative control of a system while hiding its
presence. It can allow attackers to maintain persistent access to a system.
Keyloggers: Malware that records keystrokes to capture sensitive information. It can
steal passwords, credit card numbers, and other personal information.

Botnets: Networks of infected computers controlled by an attacker to perform
coordinated tasks. It can be used for DDoS attacks, spamming, and distributing other
malware.

Fileless Malware: Malware that operates in memory without writing files to the disk,
making it harder to detect. It can perform various malicious activities while evading

traditional antivirus detection.

How Malware Works

Infection Vectors:

o Email Attachments: Malicious files sent via email.

o Malicious Links: Links to infected websites.

o Drive-by Downloads: Automatic download of malware when visiting a
compromised website.

o Removable Media: Infected USB drives or other external storage devices.

e  Software Vulnerabilities: Exploiting security flaws in software.

Execution:

o Payload Delivery: Once executed, the malware delivers its payload, performing
actions such as encrypting files, stealing data, or creating backdoors.

o Persistence: Some malware can establish persistence to survive system reboots
and continue their malicious activities.

Propagation:

o Replication: Some malware can replicate itself to spread to other systems.

e Command and Control: Malware may connect to a command and control server

to receive instructions or send stolen data.
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c) Ransomware
Ransomware is a type of malicious software (malware) designed to block access to a
computer system or data, typically by encrypting it, until a ransom is paid to the attacker.

Types of Ransomware

I.  Crypto Ransomware: Encrypts files on a victim's system, making them inaccessible
without the decryption key.
Impact: Prevents access to important data, often leading to significant operational
disruption.

ii. Locker Ransomware: Locks the victim out of their entire system, preventing them
from accessing any files or applications.
Impact: Renders the system unusable until the ransom is paid.

iii. Scareware: Displays fake warnings or alerts, claiming the system is infected and
demanding payment to fix the problem.
Impact: Often does not encrypt files but uses psychological manipulation to extort
money.

iv. Doxware (or Leakware): Threatens to publish sensitive information unless a ransom
is paid.
Impact: Uses the threat of data exposure to coerce the victim into paying



How Ransomware Works

i. Infection: Ransomware typically spreads through phishing emails, malicious
attachments, or vulnerabilities in software. Once a user clicks on a malicious link or opens
an infected attachment, the ransomware is installed on their system.

ii.  Encryption: The ransomware encrypts files on the infected system, making them
inaccessible to the user. Modern ransomware uses strong encryption algorithms that are
difficult to break without the decryption key.

lii.  Ransom Demand: The attacker demands a ransom, usually in cryptocurrency such as
Bitcoin, in exchange for the decryption key. The ransom note is typically displayed on the
victim’s screen, providing instructions on how to pay.

iv.  Payment: If the victim pays the ransom, they may or may not receive the decryption key.
There is no guarantee that the attackers will honor their promise to provide the key, and
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d) Malvertising
Malvertising, short for "malicious advertising," is a technique used by cybercriminals to
distribute malware through online advertisements. It refers to the use of online
advertisements to spread malware. These advertisements can appear on legitimate
websites, and they often exploit vulnerabilities in browsers or plugins to infect a user's
computer. These malicious ads can appear on legitimate websites and can infect a user's
device when the ad is viewed or clicked. Unlike traditional malware that requires the user
to download and run a file, malvertising can exploit vulnerabilities in the user's browser or

plugins, making it a particularly insidious threat.



Types of Malvertising
i.  Drive-by Downloads: Malware is downloaded and installed on a user's device without

their consent.

ii. Redirects: Users are redirected to malicious websites that can then attempt to install
malware.

iii.  Exploit Kits: These kits scan the user's device for vulnerabilities and exploit them to
install malware.

iv.  Pop-ups: Malicious pop-up ads can attempt to trick users into downloading malware

or revealing sensitive information.
How Malvertising Work

i. Injection: Cybercriminals create malicious ads and inject them into legitimate ad
networks. These networks then distribute the ads across various websites.

ii. Display: When a user visits a website that hosts these ads, the malicious code
embedded in the ad can automatically execute, often without any interaction from the
user.

iii. Exploitation: The malicious ad may exploit vulnerabilities in the user's browser or
installed plugins (like Flash or Java) to deliver malware. This can include ransomware,
spyware, or other forms of malware.

iv. Infection: Once the malware is delivered, it can execute various harmful activities, such

as stealing data, encrypting files, or monitoring user activity.
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e) Social Engineering Attack
A Social Engineering Attack is a cybersecurity attack that relies on the psychological
manipulation of human behavior to disclose sensitive data, share credentials, grant access
to a personal device, or otherwise compromise digital security. Social engineering attacks
happen in one or more steps. A perpetrator first investigates the intended victim to gather
necessary background information, such as potential points of entry and weak security

protocols, needed to proceed with the attack.

Then, the attacker moves to gain the victim’s trust and provide stimuli for subsequent
actions that break security practices, such as revealing sensitive information or granting

access to critical resources.

Types of Social Engineering Attack

I.  Phishing: Fraudulent attempts to obtain sensitive information such as usernames,
passwords, and credit card details by disguising it as a trustworthy entity in electronic
communications, usually via email.

ii. Spear Phishing: A more targeted form of phishing where attackers customize their
messages to a specific individual or organization to increase the likelihood of success.

iii.  Vishing (Voice Phishing): Phishing attacks conducted over the phone, where
attackers pose as legitimate entities to extract sensitive information.

iv. ~ Smishing (SMS Phishing): Phishing attacks are conducted via SMS, where
attackers send text messages designed to trick recipients into divulging personal
information or installing malware.

v. Pretexting: The attacker creates a fabricated scenario to persuade the victim to
release information or perform an action. This might involve impersonating a co-
worker, police officer, or bank official.

vi. Baiting: Enticing victims with promises of goods or services (like free music or
movies) to trick them into revealing information or infecting their systems with malware

vii.  Quid Pro Quo: The attacker offers a service or benefit in exchange for information or
access, such as posing as IT support and offering to help with computer problems in
exchange for login credentials.

viii.  Tailgating: Following someone into a restricted area without proper authorization,
often by taking advantage of the victim’s good manners or distractions.

ix. Dumpster Diving: Searching through trash to find sensitive information like

passwords, company memos, or financial information.


https://www.crowdstrike.com/cybersecurity-101/cyberattacks/
https://www.imperva.com/learn/application-security/ethical-hacking/
https://www.imperva.com/learn/data-security/sensitive-data/
https://www.imperva.com/learn/data-security/sensitive-data/

How Social Engineering Attack Work

i. Research: The attacker gathers information about the target, such as their habits,
interests, and connections.

ii. Hook: The attacker establishes a connection with the target, often pretending to be a
trusted entity.

iii. Play: The attacker manipulates the target into divulging sensitive information or
performing an action.

iv. Exit: The attacker withdraws, often without the target realizing they have been

manipulated.

Preparing the ground for the attack:
- Identifying the victimis).
- Gathering background information.

- Selecting attack methods).

Closing the interaction,

. ! : i Social Deceiving the victim(s) to gain a foothold:
ideally without arousing suspicion: . S ;
. Engineering AEAEING HIER4TREL
- Removing all traces of malware. . EiRR "
. Lifaicicia pinning a story.
- Covering tracks. ¥

- Taking control of the interaction.
- Bringing the charade to a natural end.

Obtaining the information over a period of time:
- Expanding foothold.

- Executing the attack.

- Disrupting business or/and siphoning data.

Social Engineering Attack




Advantages And Disadvantages Of Cybersecurity Threat

ADVANTAGES

Protection of Sensitive
Data

Cybersecurity measures safeguard personal, financial,
and confidential information from unauthorized access,
theft, or damage. This helps maintain privacy and protects
individuals and organizations from identity theft and

financial loss.

Business Continuity

Robust cybersecurity ensures that business operations are
not disrupted by cyberattacks. This continuity is crucial for
maintaining productivity and avoiding downtime, which can

be costly for businesses.

By protecting customer data and demonstrating a
commitment to security, organizations can build and
maintain trust with their customers. This trust is essential
for maintaining a positive reputation and ensuring

customer loyalty

Implementing cybersecurity measures helps organizations
comply with legal and regulatory requirements related to
data protection, such as GDPR, HIPAA, and CCPA.
Compliance can prevent legal penalties and improve

overall organizational credibility.

Effective cybersecurity can prevent the financial losses
associated with data breaches, ransomware attacks, and
other cyber threats. This includes costs related to

remediation, legal fees, and compensations.

Customer Trust and
Confidence
Compliance with
Regulations
Protection Against
Financial Loss
Intellectual Property
Protection

Cybersecurity helps protect an organization's intellectual
property, such as trade secrets, patents, and proprietary
information,

from being stolen or compromised by

competitors or cybercriminals.




DISADVANTAGES

Cost of
Implementation

Implementing and maintaining robust cybersecurity
measures can be expensive. This includes the cost of
security  software, and hardware, hiring skilled

professionals, and continuous training and updates.

Complexity and

Resource Intensive

Managing cybersecurity can be complex and requires
significant resources. This includes staying up-to-date with
the latest threats, regularly updating systems, and

managing a comprehensive security infrastructure

Impact on User

Experience

Some cybersecurity measures, such as multi-factor
authentication (MFA) and frequent password changes, can
inconvenience users and affect their experience. This can
lead to frustration and potential resistance to security

protocols.

False Sense of

Security

Over-reliance on cybersecurity tools and measures can
lead to a false sense of security. This complacency might
result in neglecting other critical aspects of security, such

as user education and awareness.

Evolving Threat

Landscape

The constantly evolving nature of cyber threats requires
continuous monitoring, updates, and adaptation of security
measures. This ongoing effort can be challenging and

resource-draining for organizations.

Potential for Job

Displacement

As cybersecurity measures become more automated and
advanced, there is a potential for job displacement among
IT staff who may not have the necessary skills to manage

advanced security systems.




SUMMARY

Cybersecurity threats can pose significant risks to individuals, organizations, and nations by
exploiting vulnerabilities in information systems, networks, and human actions. The various
threats such as malware, ransomware, phishing, and social engineering can lead to serious
consequences such as data breaches, financial losses, operational disruptions, and
reputational damage. The growing sophistication and regularity of cyberattacks highlight the
critical need for strong cybersecurity measures to protect sensitive data and maintain the
integrity and availability of information systems.

To successfully combat cybersecurity threats, adopting a multi-layered strategy is critical. This
includes using high-tech protective measures such as firewalls, intrusion detection systems,
and encryption, as well as promoting a security-conscious culture through regular education
and training. Organizations must remain vigilant by regularly improving their security protocols,
conducting frequent audits, and staying aware of emerging threats. Although cybersecurity
threats are constantly changing, proactive measures, a solid security posture, and the
deployment of a response plan can significantly reduce risks and maintain trust and resilience

in the digital age.




SELFASSESSMENT OF CYBERSECURITY THREAT

Fill in the blank:

1) is the act of sending deceptive emails to trick recipients into revealing personal
information or clicking on malicious links.

2) The practice of phishing through text messages is known as

3) is a type of malicious software designed to damage, disrupt, or gain unauthorized
access to computer systems.

4) A is a type of malware that replicates itself and spreads to other computers, often
through network connections.

5) are programs that provide unauthorized, remote access to a user's computer,
often disguised as legitimate software.

6) is a type of malware that tracks and records the activities of users, including

keystrokes and browsing habits.

7 encrypts the victim’s files and demands payment for the decryption key.
8) is the use of online advertisements to spread malware.
9) downloads occur when malware is automatically downloaded to a user’s device

without their consent, often through malicious ads.
10) is the manipulation of people to divulge confidential information or perform actions

that compromise security.
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Sub-Topic 4.4 CYBERSECURITY AWARENESS

Students should be able to:

e Define a Cybersecurity Awareness

Learning Outcome e Explain the types of Cybersecurity Awareness

e Discuss the advantages and disadvantages of Cybersecurity

Awareness.

CYBERSECURITY AWARENESS

Cybersecurity Awareness involves educating individuals and organizations about the various
cyber threats and the best practices to protect against them. It aims to create a culture of
security where everyone is aware of the potential risks and how to mitigate them. Involves
understanding the potential threats to your digital security and knowing how to protect yourself
and your data. Helps to inculcate in them a sense of proactive responsibility for keeping the
company and its assets safe and secure. Cybersecurity awareness includes being aware of
the latest security threats, cybersecurity best practices, the dangers of clicking on a malicious

link or downloading an infected attachment, interacting online, disclosing sensitive information,
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Types Of Cybersecurity Awareness
Cybersecurity awareness encompasses various areas, each targeting specific aspects of
security to ensure comprehensive protection against threats. Here are the key types of

cybersecurity awareness:

Type Objective Point
1. Phishing Educate individuals about | Identifying suspicious emails and
Awareness recognizing and avoiding | messages.

phishing attacks
Avoid clicking on unknown links or

attachments.

Verifying the sender's identity before

responding.

Phishing Awareness Tips
Check the sender's email address carefully.
Hover over links to see the actual URL before clicking.
Look for generic greetings like "Dear User” instead of your name.

Be wary of urgent or threatening language.

Type Objective Point
2. Password Promote the use of strong, | Creating strong passwords (length,
Security unigue passwords and educate | complexity).
Awareness about password management.

Avoiding password reuse across

multiple accounts.

Using password managers.

Password Security Tips

Use a mix of letters, numbers, and special characters
Avoid using easily guessable information like birthdays.
Change your passwords regularly

Consider using a password manager.




Type Objective Point

3. Safe Browsing | Educate users on safe internet | Recognizing secure websites
Awareness browsing practices to avoid | (HTTPS).

malware and other threats
Avoiding downloads from untrusted

sources.

Understanding  browser  security

settings.

Safe Browsing Tips

Ensure websites use HTTPS.
Do not download files from unknown sources.
Keep your browser and plugins updated.

Use browser security settings to enhance protection.

Type Objective Point
4. Social Teach individuals how to | Types of social engineering attacks
Engineering recognize and defend against | (e.g., pretexting, baiting).
Awareness social engineering attacks

Recognizing manipulation tactics.

Verifying the identity of requesters.

Be cautious of unsolicited requests for information.

Verify the identity of the requester independently.

Do not provide personal information over the phone or email.

Report suspicious activities to your IT department.




Type

Objective Point

5. Data Protection | Educate on the importance of | Data encryption.

Awareness

protecting sensitive data and

the methods to secure it. Secure data storage.

Data handling best practices.

Data Protection Tips

Encrypt sensitive data before storing or transmitting.
Store data in secure locations with restricted access.
Regularly back up important data.

Shred or securely delete data when no longer needed.




Advantages and Disadvantages of Cybersecurity Awareness

Improved Security | Awareness helps individuals and organizations recognize and

Posture: mitigate threats, reducing the likelihood of successful
cyberattacks

Data Protection: Educated users are better at safeguarding sensitive
information, and ensuring the confidentiality, integrity, and

i availability of data.

% Cost Savings: Preventing cyber incidents can save significant costs
<Z( associated with data breaches, such as fines, legal fees, and
é remediation expenses.

Compliance: Awareness programs help organizations comply with
regulatory requirements and standards (e.g., GDPR, HIPAA)
by promoting best practices.

Risk Mitigation: Proactive measures and informed behavior reduce the overall
risk of cybersecurity incidents.

Cost of Training: Implementing comprehensive awareness programs can be
expensive, requiring resources for training materials, sessions,
and ongoing education.

Time-Consuming: | Regular training and awareness activities can take time away

) from daily operations, impacting productivity

"(BJ Overload and Continuous exposure to cybersecurity information may lead to

g Fatigue: fatigue, causing individuals to become desensitized or

<>‘: overwhelmed by the volume of information

% Resistance to Some individuals or departments may resist new security

O | Change: policies or practices, hindering the overall effectiveness of the
awareness program.

Complexity of The technical nature of cybersecurity can make it difficult for

Cybersecurity: non-experts to fully understand and implement best practices
effectively.




SUMMARY

In the ever-evolving digital landscape, cybersecurity awareness has become an indispensable
element for both individuals and organizations. With cyber threats becoming more
sophisticated and prevalent, understanding the various aspects of cybersecurity—such as
phishing, password security, social engineering, and data protection—is crucial. By fostering
a culture of awareness, we empower users to recognize and respond appropriately to potential
threats, thereby reducing the risk of data breaches, financial losses, and reputational damage.
Regular training, up-to-date knowledge of security practices, and adherence to regulatory

requirements are essential components in building robust cybersecurity defenses.

Moreover, cybersecurity awareness extends beyond technical measures to include behavioral
changes and vigilance in daily digital interactions. Encouraging safe browsing habits, securing
mobile devices, and ensuring physical security are fundamental steps in protecting sensitive
information. As remote work continues to rise, securing remote environments and maintaining
a clear incident reporting protocol is paramount. Ultimately, the collective effort of informed and
proactive users forms the backbone of a resilient cybersecurity strategy, safeguarding our
digital ecosystem from the ever-present threats that loom over it. By staying informed and

vigilant, we can mitigate risks and create a safer, more secure online environment for

everyone.




SELF-ASSESSMENT OF CYBERSECURITY AWARENESS

Fill in the blank:

Phishing is a technique used by attackers to trick individuals into providing

A strong password should include a mix of , , , and

is the practice of protecting systems, networks, and programs from digital
attacks.
is a common type of social engineering where an attacker pretends to be

someone trustworthy.

5. To ensure secure web browsing, always look for the in the website's URL.

6. Multi-factor authentication (MFA) enhances security by requiring methods of

verification.

7. Avoiding Wi-Fi networks can help protect your data from being intercepted.

involves encrypting data to protect it from unauthorized access.

9. Reporting suspicious emails or activities to your department can help prevent

10.

security breaches.

software can help detect and remove malicious software from your computer.
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