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ARTICLE INFO ABSTRACT

Dataset link: Zenodo With the advances in digital communication systems, Network Control Systems (NSC) appeared
Keywords: as a feasible control solution for automation tasks. More recently, the exploitation of ubiquitous
Wireless ;ensor networks Internet connectivity for implementing a NCS has been suggested, paving the way for the
Networked control systems Industrial Internet-of-Things paradigm. In particular, moving towards the Control as a Service
LoRaWAN (CaaS) would allow to benefit from the adaptability and scalability offered by cloud computing.
Dual-rate controller Unfortunately, the needs of automation systems are very different from those dictated by the
PID office and enterprise scenarios. The performance and availability of communication infrastruc-
Performance metrics ture used for connecting with the cloud can severely affect the control strategy effectiveness.

This study assesses the implementation of a dual-rate controller, enhanced by an appropriate
predictor, to facilitate NCS utilizing a potentially unstable LoRaWAN network. The selection
of LoRaWAN, a type of Low Power Wide Area Network, is due to its extensive utilization in
academic and industrial sectors. Moreover, the standard explicitly delineates backend entities,
facilitating novel CaaS business models. A case study of a control system composed of a
single LoRaWAN end-node device placed in a local plant to be controlled and connected to
a single gateway network is employed to simulate the DR-PID control strategy on a second-
order time-continuous system. The simulation model incorporates LoRaWAN characteristics,
such as node-initiated transactions, and synthesizes measurable parameters, such as up-link
and down-link losses. This model has been employed to assess control performance relative to a
reference ideal situation in which communication losses are absent. A figure of merit is defined,
enabling the assertion of the suggested approach’s superiority over the plain LoRaWAN NCS.
Furthermore, the quasi-orthogonality of time and frequency superposed frames with varying
Spreading Factors (SF) is proposed as an alternate method to leverage the enhanced noise
immunity provided by elevated SF values.

1. Introduction

With the spreading of fast and reliable networking systems in the industry and automation field, traditional point-to-point control
systems become Networked Control Systems (NCS), meaning that control logic and controllers are no more located in the proximity
of the process but distributed across a wider area and connected by a communication channel; feedback loops are closed using
networks, that connect sensors, actuators, and controllers. NCS are usually classified as: « centralized: if a single centralized controller
uses the communication infrastructure to have full knowledge of the plant; « decentralized: if several, non interacting controllers
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use the communication infrastructure to have each one a partial knowledge of the plant; « distributed: if several controllers interact
to provide some form of cooperative control [1].

The idea of using the Internet as the communication infrastructure for NCS arose at the beginning of the century. The ubiquitous
nature of the Internet can offer advantages in terms of global access to the control functionalities, allowing experts of different
companies (e.g., the plant manager and engineers of device manufacturers) to easily access data of interest (possibly using standard
tools and protocols) without bounds and distance limits. More recently, the advent of the Industrial Internet-of-things (IIoT) and the
Industry 4.0 paradigms further pushes production processes, historically implemented using immutable software tools and hardware
devices, to be a part of larger intra and inter-site connected systems. Several benefits are offered when data from many devices on the
field are gathered and aggregated in a central location, namely the cloud, where decisions are de facto taken. For instance, scalability
and maintainability, since strategies for system-wide performance enhancements can be envisioned, and failures can be detected
before compromising the production [2]. Some control applications leverage the cloud for real needs, such as data availability,
others for practical reasons (e.g., the Internet is the only data connection), and others for the almost unlimited availability of
computational and storage resources. Research activities are ongoing to push to the limit this approach, inheriting technologies
that are typical of cloud-based applications (such as virtualization), and leading to the Control as a Service (CaaS) paradigm.
According to CaaS, the control functionality is just another softwarized service exploiting the cloud infrastructure: it is very interesting
because its performance may be comparable or better than using dedicated hardware, which is difficult/expensive to maintain in a
long-term [3,4].

This work focuses on a specific application of CaaS to long-range, wide-area distributed systems with low maintenance budgets.
Such scenarios are critical from the data transmission point of view, suffering more about power consumption, variable network
delays, and missing data. In turn, this makes the control action prone to long settling times, if not to failures. In this paper, two
technologies are combined to reach the final distributed control goal over area of several square kilometers, these are: Dual Rate
Distributed Control System (DR-DNCS) and LoRaWAN. As it will be discussed in more detail in the following sections, a two-level
architecture is applied to a DR-DNCS in order to implement a proportional-integral-derivative (PID) controller with a LoRaWAN
network for connecting the local and the remote sites. The main motivation for the experimentation with PIDs is their attractiveness
in the industry field because they can be easily designed to accurately meet time or frequency constraints, given the process model,
and are already widely used and known in the automation field. On the other hand, LoRaWAN, a member of the Low Power Wide
Area Network (LPWAN) family, offers many advantages compared to other wireless technologies, like low-cost, widespread adoption,
standardization (and also possibly private) backend.

This research aims to demonstrate the feasibility, limitations, and possible advantages of combining LoRaWAN communication
infrastructure with DR-PID control strategy in a Distributed Networked Control System. The study, conducted through simulations
described in the manuscript, focuses on verifying the effectiveness of a DR-PID control approach when subject to constraints imposed
by low-power wireless communication. The simulations use a simple testbench consisting of a single LoRaWAN node, ideally installed
in the (local) processing plant with one sensor and one actuator. Simulations consider the peculiarities of LoRa and LoRaWAN, such
as the node-originated communications, duty-cycle limitations, and the use of multiple spreading factors, without the intent of
developing a complete LoRaWAN simulator neither to create a generic DR-PID control framework. The first innovative idea is to
leverage the lower operating rate of the remote controller level to enable the use of the low-cost (but low-transfer-rate) LoRaWAN
interface. This results in gaining the desired long-range. The second innovative idea is to exploit the quasi-orthogonality of LoRaWAN
virtual channels to add redundancy and reduce data loss. This provides the needed control reliability. In detail, the novel and original
contributions of this paper are:

the analysis of possible DR-DNCS solutions for long-range, low maintenance budget, scenarios;

the analysis of the feasibility of a LoRaWAN-based DR-DNCS, exploiting specific LoRa peculiarities;

the implementation of a prediction strategy to reduce the impact of message losses and its mapping of LoRaWAN virtual
channels

the development of a simulation model taking into account the real behavior of a LoRaWAN connection, including message
losses;

the definition of metrics to evaluate the obtainable performance;

the simulation of a real-world scenario, to highlight the superior performance of the proposed reliable DR-DNCS approach
with respect to a centralized NCS, when the same control functionality is implemented.

The paper is arranged as follows. In Section 2, the proposed approach is detailed, also taking into account state-of-the-art
strategies. In Section 3 some concepts about the LoRaWAN standard are described and the dual-rate PID controller is addressed
as the considered DR-DNCS. The reference use case is described in Section 4. At the same time, results are provided in Section 5
and a discussion about the proposed approach over the regular NCS approach is in Section 6. Finally, some conclusions are drawn.

2. The proposed approach

The main goal of this work is to realize a wide area of distributed control systems with affordable management budgets that
can result in multiple contrasting constraints. In this section, an overview of related works is provided, and the proposed use of
LoRaWAN for implementing a DR-DNCS is discussed. A schematic representation of the overall architecture is depicted in Fig. 1
where it is possible to see, from the left to the right, the remote control part that communicates with the LoRaWAN infrastructure
that is responsible for relaying the messages to the local nodes. On the other hand, the node, composed of the LoRa radio and all
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Fig. 1. Block diagram of the proposed approach, showing how the controller is split into remote and local parts connected by means of a LoRaWAN link
exchanging uplink and downlink traffic.

the control logic needed to implement the digital control strategy, is responsible for interacting through the actuator and the sensor
with the process under control. In the considered scenario, a single LoRaWAN node is placed in the plant, sending sensor data using
uplink frames and receiving control actions and predictions using downlink frames to and from the backend accessed through a
single Gateway.

2.1. Related works

It is well-known that NCSs suffer from the delay in exchanging feedback and control actions due to the latency and jitter
introduced by a heterogeneous infrastructure consisting of a network of networks. A vast literature exists addressing these issues,
including surveys highlighting recent advances and open challenges (e.g., to mention a few, consider [5-7]). Additionally, network
reliability can be very different depending on the actual communication technology; for instance, if wireless links are considered,
it is expected that message losses can occur, degrading the performance of the NCS [8,9].

Despite the higher complexity, a carefully designed distributed approach can mitigate the impact of an unreliable data exchange.
An example is the two-level control architecture which consists of a higher level implementing the global control function and a
lower level that ensures the plant is under control even if the connectivity is lost. Typically, the solution is configured as a DR-DNCS,
in which the higher level is hosted remotely with respect to the plant and is operating slower. In comparison, the lower level is
hosted locally and is operating faster to stabilize the plant [10]. Therefore, an advantage is the reduced traffic between the remote
and local sides that can occur across a low-bandwidth communication link [11].

There is extensive literature about multirate control systems and their vast use in industrial systems to solve different problems.
As an example, to compensate for the inter-sampling period, the authors in [12] designed a control strategy for linear periodic
systems based on a multirate event-triggered controller in which trigger checking and control update are performed at different
rates. Another common example of the use of multirate control systems, as a solution in the reduction of computational requirements
for industrial control systems is reported in [13] where the authors propose a case study based on an industrial print-belt system for
multirate repetitive controller capable of perfectly attenuating periodic disturbance and guarantee the desired control performance.
Also dual-rate controller, as a specific implementation of multirate controls, are used in conjunction with advanced prediction
techniques with the intent of reducing the energy consumption of NCSs where computational capabilities and energy storage are
a tight constraint [14] to address. For the sake of simplicity, in this section, we limit the focus to dual rate solutions that address
PID controllers. In the PID case, the derivative part deals with the high-frequency components of the control action, whereas the
integral part deals with low-frequency components. Thus, PIDs are good candidates for dual-rate implementations, e.g., splitting
them into a PI section operating at lower rate, complemented by a PD section operating at a higher rate.

In [15], the authors demonstrated the feasibility of a DR-DNCS implementing a PID controller when the remote and local sides are
connected by means of Profibus DP; in this case, the slow section is in the master and the fast section in an intelligent slave. In [16],
a delay-dependendt DR-DNCS gain-scheduled PID controller is proposed, and a similar approach is adopted in [17], targeting the
use of an Ethernet network where other nodes are connected, randomly generating a variable amount of background traffic, thus
affecting latency and jitter of communications among the local and remote sections. The advantage of slowing down the rate of the
remote controller section when over-the-network traffic must be minimized is underlined in [18], where the DR-DNCS approach is
complemented by a prediction stage at the remote site (generally offering high computational and storage capabilities) is used for
sending control actions in advance to be used if message losses are experienced. The use of dual-rate PID controller can be seen in
the field of autonomous vehicles. As an example, authors in [19] propose a systematic combination of an Extended Kalman Filter
(EKF) for step-ahead prediction and dual-rate dynamic controller in a wireless network system where the slow sensing rate is a
technical constraint imposed by the camera used to sense the vehicle position, while the fast actuation rate is required to maintain
the vehicle path. As a side consideration, dual rate control systems, where the plant output is sampled at a multiple of the control
actions, have also been proposed for improving security in cyber-physical systems (CPSs), as shown in [20,21]. Additionally, an
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Fig. 2. Block diagram of an NCS based on a dual rate controller.

interesting example of the use of dual-rate controllers in the filed of cyber-physical systems is given in [22], where a dual-rate
strategy is used to defend against sensor deception with an application example of a quadruple tank process.

Several approaches to converting the continuous time transfer functions of a PID controller into its equivalent dual-rate controller
have been proposed, evaluating the effectiveness of leveraging different communication infrastructures. In [23], the authors report
the discretization of a continuous-time PID controller, assumed to be already designed to meet required performances, with a
dual-rate high-order-hold circuits.

As regards the LoRaWAN standard, it is designed to address the needs of classical IoT-like applications, targeting unidirectional
traffic (i.e., from the field to the cloud) sporadically exchanged; accordingly, no relevant control applications have been reported so
far. However, some efforts have been carried out to demonstrate that proprietary solutions based on the LoRa radio can be used for
controlling systems with low dynamics, despite the low throughput, mainly because of the low data rate and stringent duty-cycle
constraints for operating in unlicensed bands. As an example, consider [24], where LoRa radios operating in the 2.4 GHz ISM region
are considered for controlling smart greenhouses.

2.2. DR-DNCS over LoRaWAN

As stated before, LoRaWAN can achieve long-range coverage, but severe limitations are imposed by the LoRa modulation.
In particular, when operating in Europe in sub-GHz unlicensed bands, regional parameters limit the transmission duty-cycle DC
(typically DC = 1%). Additionally, the useful DataRate is constrained in the range DataRate € {0.3,...,5.5} kbps, if the channel
bandwidth is By = 125kHz. Consequently, minimum update intervals must be greater than several tens of seconds.

To the best of the authors’ knowledge, this work is the first attempt suggesting the implementation of a DR-DNCS to counteract
these well-known limits of a fully standard LoRaWAN infrastructure. The DR approach can effectively reduce the duty-cycle while
still ensuring good control capability. In the considered scenario, we assume that remote and local sides have been synchronized in
advance (e.g., as in [25]) so that feedback and action are complemented by timestamps, referring to the measurement and actuation
instants, respectively. However, even if delays are known and jitter is negligible, packet losses could greatly degrade the behavior
of the controlled plant.

As a matter of fact, it is highly probable that throughput is reduced when considering deployments in large, complex, and
heterogeneous areas with interference and noise. For this reason, a suitable strategy to increase the reliability of the distributed
system must be introduced. In this paper, the authors propose using state-of-the-art predictions of future control actions to mitigate
packet losses, combined with a novel mapping of the prediction data on LoRaWAN virtual channels to maintain short update
intervals. In detail, it is suggested the use of quasi-orthogonality of messages sent with different spreading factors SF's (introduced
in the next section) for transferring multiple control predictions, and the benefits are demonstrated.

Last, in this work, a simulation model is developed, inspired by the block diagram shown in Fig. 2. It has been kept simple
but effective to demonstrate the superior performance of the DR with respect to the fully remote (single rate) PID implementation
when real LoRaWAN protocol characteristics are taken into account, and data loss is present. Attention has been paid to consider
possible impairments dictated by the LoRaWAN specifications. For instance, the packet loss in the uplink direction causing a missing
data transfer also in the opposite direction is taken into account. Additionally, the effects of intentional and unintentional radiators
(including other co-located LoRaWAN nodes), has been evaluated changing the total message loss.

3. Enabling technologies
3.1. LoRa and LoRaWAN
LoRa radios utilize sub-GHz wireless technology for implementing an enhanced version of chirp spread spectrum modulation.

This modulation technique encodes multiple bits in a single symbol, which consists of an upchirp with a fixed bandwidth B
and a variable time duration Ty. Specifically, there are 257 initial chirp frequencies available, where the tunable parameter
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Spreading Factor SF typically ranges from 7 to 12. There is a trade-off between data rate and reliability, because the relationship
25F = By - Ty must be satisfied. Additional details about LoRa can be found in [26]. The advantage of using LoRa is the quasi-
orthogonality of frames sent using different .S Fs that, in principle, can be successfully detected even if overlapping in time and
frequency.

LoRaWAN is a communication protocol stack built above the LoRa physical layer. It standardizes the media access control (MAC)
layer, which is based on pure ALOHA. A star-of-stars topology is adopted; the star center hosts gateways (GWs) that relay wireless
frames to and from the backend via an IP-based backbone. In the backend, logical entities known as the Network Server (NS), the
Application Server (AS), and the Join Server (JS) manage the network (including adaptive data rate strategy, message deduplication,
and confirmed message acknowledgment), facilitate end-user integration and handle security keys, respectively.

Node behavior varies based on its class. Compulsory Class A communication is initiated by the end device, which sends an
uplink message to the backend if an event occurs. After the uplink message is sent, two reception windows, RX1 and RX2, are
available, allowing for the reception of acknowledgment or data transfer in the downlink direction. The time interval from the end
of the uplink frame and the beginning of the windows, Ty, and Ty, = Tryx; + 15, is fixed but configurable. Class B adds Beacon
messages for time synchronization and allows additional reception windows, while Class C enables continuous listening. Several
comprehensive reviews of the LoRaWAN features are available in literature, as the [27].

3.2. The dual-rate PID controller

In this subsection, the description of the PID dual-rate controller and symbols will be reported. Process model identification [28]
and PID controller design and optimization [29] are out of the scope of this work.
Being G p(s) the transfer function of a continuous process to be controlled, we assume it to be of the second order, as commonly
happens in real-world applications (e.g., in the reference use case reported in Section 4):
Gy

(14 s7)(1 + 575)° @

Gp(s) =

where 7, and 7, are the two time constants we suppose to be different from each other. The continuous time controller Gp;,(s) can
be described using the parallel form:

1
Gpip(s)=Kpjp <1+—+Tds>, 2)
T;s

and can be designed using well-known techniques, in order to determine the gain K, and the integral and derivative time constants
T; and T, respectively.

The Gp;p(s) can be represented in the discrete time domain and split into two subsystems: a slower component Gp; yy(z")
and a faster section G, (2) sections, where subscripts are adopted for highlighting the dependence from the update interval. The
time constants of the initial continuous time controller are preserved, while the gains Kp; and K, are tuned to match the desired
response. The slower part will be considered the remote part, while the faster component can also be denoted as the local part.

Since different rates are considered for discretizing the signals of interest, it must be noticed that the Z-transform of a stream
x(kT) sampled at the shorter period T is as in Eq. (3):

)

Xp(z) = Z x(kT)z ™, 3)

k=0
while the one of a stream x(kNT) sampled at the longer period NT is as in Eq. (4):

Xyr(zN) = Y x(kNT)z N, 4
k=0

In particular, the resulting transfer function in the z"-domain for the remote-side section is shown in Eq. (5):

Eprnr(zN) P N

G))

Gprnr(Z

Upy nr(zY) is the Z-transform of the control action, and Ep; yr(zV) is the Z-transform of the error signal. Indeed, being Ryp(zV)
and Yy (zV) the Z-transform of the reference and feedback signals, respectively, the error signal can be represented by:

EPI,NT(ZN) = [RNT(ZN) - YNT(ZN)] . 6)

The update interval on the local side is N time faster; therefore, a rate conversion is required. Since only step references are
considered, the rate converter is a digital Zero Order Hold (Z.0.H.) RCy1 r(2):

U, (z) _ N
PIT S 1 z_l gzl gy D @
Wpinrl (2 1=z

RCnrr(2) =
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In Eq. (7), Up; 7(z) is the Z-transform of the fast-rate input of the local side PD controller, obtained from the slow-rate remote side
PI controller output via the expanding operator [-]¥. In other words, [Up; y71V(2) is the Z-transform of the upsampled version of
the slow-rate PI control action. Formally, it can be assumed:

0

WprnrlV (@) = Y tprarlklz ™ = 1427 o 4 27N7D, &)
k=0
and:

u [k/N] ifk=iN,ieZ,

upr Nrlkl = FENT . 9
0 otherwise

Finally, the PD controller operating on the local side is described by Eq. (10):
T, T,
Gy r(2) = Uppr(2) _k Z(l+7)_? 10)
PD.T Upr 1@ PD Z )

where Upp 7(2) is the actual action controlling the plant.

Due to the unreliable nature of the wireless communication infrastructure, it is expected that packet losses can occur on both the
uplink and downlink directions. Moreover, the LoRaWAN medium access strategy implies that losing an uplink frame also results
in missing the transmission opportunity for the downlink one (which carries the control information). In order to overcome the
poor effectiveness of message replicas (because of the duty-cycle limitations and the bursty nature of interferences), still minimizing
the impact of losses, future control actions are predicted and sent to the local controller. In particular, mimicking the approach
described in [18], M outputs of the PI controller in the remote side (where computation power is not a constrain) are estimated
in advance from the corresponding setpoint samples ry, which are assumed to be known, and the actual yy; and the predicted
(yy7) plant outputs.

Moving in the time domain, it means that the local PD controller action uppr and M predictions (upp, r) are computed also at
the remote side according to the Egs. (11) and (12), respectively. It is assumed that the expanding operator has been applied so k
is the sample index on the remote side, while k + j, j = 0..N — 1 is the corresponding sample index on the local side.

. Ty —— . Ty —— .
upprlk+jl=Kpp 1+7>MP[‘NT[I¢+]]— ?>MP1'NT[I€+_]—1] s an

T T
(upprlk+j+iN1)=Kpp { (1 + ?“’) (tprnrlk+j+iNT)— (%) (tpnrlk+j—1+iN]) } i=0.M—1 12)

Subsequently, a state observer, running at period 7, permits to retrieve the future estimated values of the plant state (x;) and
plant output (y;), given the state matrix A, the input matrix B and the output matrix C, as shown in Eq. (13):

{(XT[k+j +1+i]) = Alxplk +j+i]) + B{upprlk+j+iN]) i=0.M—1 13)

(rlk +j+14il) = Clxplk +j + 1 +i]) i=0.M -1
Finally, the PI controller action up; y7 and M predictions (up, y7) are evaluated using the sensed and estimated plant outputs
at period NT, ynr and (yy7) respectively, according to the Egs. (14), (15) and (16):

up],NT[k] = Kpy { MPI,NT[k— 1]+ (ryplk] - (yNT[kD) - <1 - g) (ryplk =11 = ynrlk =11 } (14)

i

(uprnrlk+i+11) = Kp; {uP,YNT[k +il+ (ryplk+i+ 11— (yyple+i+11)) +

- <l—¥> <rNT[k+i]_yNT[k+i]>}’ i=0

(uprnrlk+i+11) = Kp; {(uPI,NT[k+ iy + (ryplk+i+ 11— (yyplk +i+11) +

- (1—%) (rm[k+i]—<ym[k+t1>>}, i=1.M-1

i

(15)

16)

Therefore, accepting to transmit a larger LoRaWAN payload, the (up; yr) predictions can be sent along the actual up; yr value
so that in the case of a future downlink message loss, the predictions can be used to update the PD controller outputs instead of
simply keeping the previous value.

4. The reference use case

4.1. The plant: two coupled water tanks

As stated before, due to its limited throughput, LoRaWAN could be used to control systems with comparable slow transient
and possibly stable behavior. Without losing generality, in this work the management of coupled water tanks [30], that exploits a
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Table 1
The possible uplink and downlink frames duration and payload length depending on the SF and M parameters.

Uplink frame payload

SF Length [B] Time on Air [s]
7 16 0.067
8 16 0.123
9 16 0.226

Downlink frame payload

SF M Length [B] Time on Air [s]
7 0 16 0.067
7 3 40 0.103
7 5 56 0.128
7 10 96 0.185
7 20 176 0.302
8 1 24 0.144
9 0 16 0.226

Class A end device transmitting sensor data in the uplink direction and receiving control actions and predictions in the downlink
one, is considered. For example, the use of the IoT paradigm has already been proposed for addressing the needs of innovative,
low budget, aquaculture, and fish farming solutions [31]. In such an application scenario, it is common to deal with coupled tanks
arrangement [32]. In natural water flow systems, a basic control strategy involves a circulation pump that introduces and discharges
natural supply water. Nowadays, it is also expected to have recirculating systems [33], that minimize the problem of polluting the
water at the cost of increased complexity due to the additional physical and biological filtering actions. However, similar models are
also useful for describing the management of hydroelectric power plant basins, artificial snow-making, and/or irrigation systems.

The problem considered here is the series piping of two non-interacting tanks with uniform cross-sectional area A, = 50 m? and
A, = 70m?, filled with a constant density liquid that flows through linear resistances R, = R, = 10sm~2 (laminar range). The
transfer function relating the second tank level to the first tank input flow is a second-order function Gp(s):

Gy 10

Gp(s) = = , 17
PO = s +s5y) — (1455001 +5-700) 17)
where 7, = R, - A; =500s and 7, = R, - A, =700s are the two time constants and G, = R, is the gain, respectively [34].
The slowest tolerable sampling period NT,,,, has been evaluated according to:
. . 1 0
NT,. = ,Ty), = 8.t ————— =100| = 50s. 18
max = Min [min(zy, 75) 7 s Gorif) s 18)

As stated in Eq. (18), the necessary sample period is 50s; however, to provide a sampling time margin and, more importantly, to
put more stress on the LoRaWAN link, the sampling period has been set to NT = 30s. In fact, while taking the duty-cycle constraint
into consideration, 30s represents a lower bound for the message’ over the air time.

It is well-known that higher S Fs can offer better noise immunity and/or larger coverage due to the additional processing gain,
at the cost of lower data rate. Accordingly, the payload must be limited to satisfy the duty-cycle constraint. In particular, it means
that when operating in the EU868 region with a 1% duty-cycle and bandwidth By, = 125kHz, if SF = 7, the maximum user payload
length is 174 B, that decreases to 85B for SF = 8, down to 31 B for SF = 9. On the other hand, higher SF values are not supported
at all. In this work, the RX1 window has been selected for downlink reception, which utilizes the same SF as the uplink frame.
Nevertheless, the long sampling period NT of the regulated plant (30s) would also allow operation in RX2, with frame parameters
being predetermined in advance, e.g. when Ty = 1s and thus Ty, = 25, as often happens.

The payload is split into multiple fields; the first one is the timestamp (coded as a 8 B-long epoch time), related to the sense or
actuation time instants depending if it is dealing with uplink or the downlink frame; successive field(s) are the feedback/control
values (encoded as 8 B-long double-precision floating point numbers). Data is encapsulated in the LoRaWAN frame as depicted in
Fig. 3, where the header and trailer blocks are representative of all the message fields specified by the LoRaWAN protocol and that
cannot be filled with application specific data. The actual frame duration, also considering the number of repetitions M, is reported
in Table 1. Considering a regional limitation of DC = 1%, then the maximum message length should have a time on air lower than
300 ms. For this reason, it has to be highlighted that the case M = 20 does not satisfy the duty-cycle limitation, and it is mentioned
only for comparison purposes only, as reported in Section 5.

4.2. The controller

The role of the controller is to modify the input flow to obtain the second tank height imposed by the set point. In the proposed
solution, the control action is provided by a LoRaWAN downlink frame; for this reason, it is received after the fixed interval Ty,
or Try, (being Try; < Tgry,) from the end of the corresponding uplink frame. Therefore, it is assumed the actual plant model is
subject to a delay, as in the following:

Gp(s)exp (—sT), 19
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Length = 8 Bytes + 8 Bytes + 8x M Bytes

Fig. 3. LoRaWAN custom payload encapsulation.

Table 2
PID controllers implementations and parameters.

Controller Parameters

K, =3.7940
T, = 543.4164
T, = 174.1937
N =2.8550

CT-PID KP<I+T1%+T‘,H’7‘Q)

Kp; =0.8334
Eq. (5) T, = 584.4444

DR-PID NT =30s

Kpp = 0.5685
Eq. (10) T, = 146.1111
T =3s

K, =538145
T, = 690.8515
LT, -1 _
SR-PID K, (1 tr o +Tdm> T, =103.2732
| N =3.3047
T, =30s

where T > Tryy + ToAprmax > Trx1 + TO0Appmax ad ToAp ..« is the longest downlink frame air duration. As already reported in
4.1 NT =30s, and assuming 7 = 3, it means that N = 10.

Considering the scope of the paper, not focused on finding an optimal control strategy, it has been decided to identify the G p;p(s)
parameters leveraging on the PID Tuner tool available in the Matlab Control System Toolbox from Mathworks. The PID Tuner toolbox
automatically provides an initial solution for the controller parameters trading off performance and reliability. The user can examine
the controller performance in both time and frequency domains and interactively refine the controller’s performance, e.g., to adapt
loop bandwidth and phase margin or to improve the reference tracking or disturbance rejection.

In Table 2 the PID controllers expressions and parameters have been reported. The table reports three purposely designed
controllers:

» CT-PID: continuous time controller;

» DR-PID: the dual rate PID controller where the derivative function has a sampling period of T = 3 s while the integrative part
of the controller has NT = 30s;

» SR-PID: a single rate discrete time PID controller, designed to obtain an identical step response to the CT-PID controller with
a sampling time T, = NT = 30s, as the controller should be implemented with an NCS structure using the LoRaWAN.

The three different implementations of the PID controllers have an identical step response by design, in the absence of
transmission losses. The CT-PID controller response (black line) in the time domain, when a step input is applied (dotted red line),
is reported in Fig. 4. The same picture reports the difference between the step responses of the DR-PID (blue line) and the SR-PID
(red line) controllers against the CT-PID controller. In this comparison, the SR-PID is implemented as a simple discrete time PID
controller with a single sampling time equivalent to 7. Moreover, this comparison does not consider the presence of disturbances
on the channel; on this basis, the effects of the observer and predictor of the DR-PID are not considered. It could be noted that, the
three controller’s parameters assure a system step response with a steady state difference lower than 1%, and a transient response
with a maximum error of about 30%. Both the step responses present an average error of 1.3%. Moreover, it can be highlighted
that the DR-PID and the SR-PID responses perfectly overlap.
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Fig. 4. Step response of the continuous time PID (CT-PID) and response errors of Single Rate (SR-PID) and Dual Rate (DR-PID) implementations with respect
to the CT-PID.

SR-PID
1.5
5 I
B
&
]
o
0.5
—y(t)
——-0.1 <= P (y(t)) <=0.9
0 I I
0 500 1000 1500
Time [s]
DR-PID
1.5 T T
1k e
5
g
]
e}
05 .
y(t)
—y(t)
——-0.1 <= P(y(t)) <=0.9
0 I I
0 500 1000 1500
Time [s]

Fig. 5. Comparison of the DR-PID and SR-PID, both considered in the case of ten predictions (M = 10), under interferences with /, =20% and /, = 20%. The
colored regions represent the maximum and minimum values while the dashed lines represent 10% percentile and 90% percentile.

5. Results

Superiority of the DR-PID over the reference SR-PID, in presence of interferences degrading the LoRaWAN communication
channel, is clearly shown in Fig. 5. In particular, the SR-PID used in the comparison is the same as previously described and
employed in the comparison with the CT-PID. DR-PID and SR-PID comparison has been carried out considering the case of ten
predictions (M = 10) for both the DR-PID and the SR-PID; further consideration and comparison on the effect on the presence
of different predictions will be given in the following sections. In this work, /, and /, represents the uplink and downlink losses,
respectively. These two parameters synthesize the overall losses of the messages across the LoRaWAN communication, including
the message path across the communication infrastructure connecting the back-end devices and services with the GW and the end
user. In fact, these links principally consist of fast and reliable wired connections, leveraging by transport protocols such as TCP,
which allow for retransmission whenever needed. Moreover, their influence in terms of bandwidth and latency has a minor impact
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on the overall transmission rate of the LoRaWAN infrastructure, as already demonstrated in the literature (e.g., [35,36]). Referring
to the previously cited Fig. 5, the particular case where /, = I; = 20% has been considered.

The figure reports the mean response (1) calculated across 100 simulations under the previously described loss conditions;
moreover, the colored regions represent the maximum and minimum values while the dashed lines represent 10% percentile and
90% percentile of the 100 simulation runs. As it is possible to observe, even though the two control systems under ideal channel
conditions present an almost identical response, it is clear that even with these small loss conditions, the dual-rate PID approach
assures a more consistent systems behavior.

For completeness, an exhaustive evaluation of obtainable performance has been carried out as reported in the following
Section 5.2, leveraging on the ERM S figure of merit introduced in Section 5.1.

5.1. The figure of merit

In order to evaluate the deviation from the SR-PID reference (step) response in ideal conditions, many different metrics have
been analyzed.! However, the most concise and accurate information is provided by the root mean square of the response error
ERM S, representing in a single value the overall error level across the observed interval of interest. In particular, different time
windows W;, i = 1..5 have been identified, as depicted in Fig. 6. With the aim of ensuring proper time alignment of the different
simulation runs, without losing generality, beginning #, of the first window W, is marked by the actual response crossing the
threshold TH, = 10% of the steady state value for the first time. Similarly, the ending #, of the first window W; is marked by
the response crossing the threshold TH, = 105 %. Thus, windows W},i = 1..4 can be defined by Eq. (20):

Wi=t,—t,_y, i=1.4,
ti=t_1+Ty, i=1.4, (20)
Ty =t — 1y

and the corresponding ERM S;,i = 1..4 is computed as in Eq. (21):

Yi_, (DR-PID[k] — SR-PID[k])?
ERMS,; = = T , i=1.4. (21)
w

Finally, the last window Wj starts at 7, and lasts until the end of the simulation ¢, p, so that Eq. (22) holds:

25:740 (DR-PID[k] — SR-PID[k])?

ERMS; = (22)

TEnDp — 14
5.2. The DR-PID performance

Different channel conditions have been accounted for changing the uplink and downlink losses in the set /,,/; € {10,20,30}%
when SF =7. Therefore the total loss /, can be evaluated as in Eq. (23):

L=1-0=1)1-1p. (23)

Indeed, losing the uplink message also causes the loss of the downlink one. A subset of relevant statistics regarding ERM S;, with
i = 1.4, is resumed in Table 3, whereas ERMS; is reported in Table 4. These results address a population of Ng;;, = 1000 simulation
runs, each one ending at 1y, = 3000s, when the uplink/downlink losses are the same, resulting in /, € {19,36,51}%.

It must be noticed that the SF is not very relevant for the analysis since we are not considering the Signal to Noise Ratio (SNR)
of the channel but the loss values. Consequently, provided that the duty-cycle constraint is satisfied, the same results also apply for
higher SF values.

6. Discussion and alternatives

Other than simply defining the number of predictions as a function of the consecutive losses, in this work M is evaluated as
a trade-off between the effective improvements of the control action with respect to the LoRaWAN constraints. It is evident that
when M = 0, message losses greatly degrade the behavior of the control system, especially during the transient (e.g., consider
ERM S,,i = 1..3), preventing the use of LoRaWAN for control applications in noisy channels. On the other hand, sending predictions,
i.e., M # 0, requires larger payloads and message durations that, in turn, increase the probability of collisions with other uplink
messages and result in higher power consumption. The latter point could be less relevant if the power supply from the grid is
available, as for the actuator in the controller, but can be significant for the plant sensor, possibly battery powered (despite the
time spent for receiving is upper bounded by the duty-cycle constrain). For all these reasons, the choice of the M value must be
carefully considered.

1 A resume of all the metrics is publicly available at doi:10.5281/zenodo.14833837.
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Fig. 6. Time windows W,,i = 1..5 used for computing the ERMS;.

Table 3
ERM S values for different windows W;,i = 1.4 with M € {0,3,5,10,20} and increasing loss levels /,, under the condition /, = I,. For each window yu,0, Q). Qg
are the average, standard deviation, 10% percentile, 90% percentile statistics calculated over 1000 simulation runs.

M ERMS, ERMS, ERMS, ERMS,
H o Q9 Qg H o Q) Qg H c [N Qg H o Qo [

0 19.0 0.492 0.193 0.373 0.666 0.132 0.116 0.069 0.225 0.049 0.033 0.027 0.074 0.019 0.015 0.007 0.030
0 36.0 0.690 0.416 0.380 1.221 0.359 0.506 0.078 0.826 0.138 0.247 0.032 0.269 0.057 0.149 0.010 0.106
0 51.0 0.999 0.741 0.441 1.857 1.103 1.870 0.115 2.605 0.878 2.474 0.047 1.930 0.587 1.715  0.019 1.250
3 19.0 0.367 0.010 0.355 0.374 0.073 0.008 0.064 0.080 0.037 0.003 0.034 0.039 0.014 0.001 0.013  0.015
3 36.0 0.371 0.066 0.350 0.374 0.075 0.060 0.052 0.079 0.040 0.025 0.030 0.043 0.015 0.009 0.012 0.016
3 51.0 0.413 0.245 0.347 0.464 0.141 0.361 0.047 0.232 0.080 0.263 0.026 0.116 0.046 0.260 0.011 0.057
5 19.0 0.367 0.007 0.357 0.374 0.073 0.008 0.063 0.080 0.037 0.003 0.034 0.040 0.014 0.001 0.013  0.015
5 36.0 0.362 0.015 0.351 0.373 0.070 0.038 0.054 0.078 0.037 0.013 0.031 0.042 0.014 0.005 0.012 0.016
5 51.0 0.369 0.080 0.346 0.371 0.112 0.272 0.047 0.131 0.068 0.472 0.027 0.064 0.036 0.406 0.011 0.033
10 19.0 0.360 0.007 0.351 0.366 0.073 0.007 0.063 0.079 0.036 0.003 0.034 0.039 0.014 0.001 0.013 0.015
10 36.0 0.355 0.009 0.344 0.366 0.068 0.011 0.054 0.079 0.036 0.006 0.031 0.042 0.014 0.002 0.012 0.016
10 51.0 0.351 0.048 0.339 0.361 0.069 0.038 0.050 0.080 0.036 0.019 0.027 0.044 0.015 0.011 0.011 0.021
20 19.0 0.360 0.007 0.352 0.366 0.073 0.007 0.063 0.080 0.037 0.003 0.034 0.040 0.014 0.001 0.013 0.015
20 36.0 0.354 0.009 0.343 0.366 0.067 0.012 0.052 0.078 0.036 0.006 0.030 0.041 0.014 0.002 0.012 0.016
20 51.0 0.350 0.009 0.340 0.361 0.067 0.015 0.049 0.078 0.036 0.012 0.027 0.046 0.015 0.010 0.011 0.020

Table 4
ERM S values in the W5 with M € {0,3,5,10,20} and increasing loss levels /,. u,0,0,,,Qy, are the average, standard deviation,
10% percentile, 90% percentile statistics calculated over 1000 simulation runs.

M 1, ERMS;
M o Oy Qy

0 19.0 0.004 0.005 0.001 0.009
0 36.0 0.013 0.028 0.002 0.027
0 51.0 0.215 0.763 0.005 0.388
3 19.0 0.002 0.000 0.002 0.002
3 36.0 0.002 0.003 0.002 0.003
3 51.0 0.010 0.047 0.002 0.018
5 19.0 0.002 0.000 0.002 0.002
5 36.0 0.002 0.001 0.002 0.002
5 51.0 0.009 0.089 0.002 0.010
10 19.0 0.002 0.000 0.002 0.002
10 36.0 0.002 0.001 0.002 0.002
10 51.0 0.003 0.003 0.002 0.004
20 19.0 0.002 0.000 0.002 0.002
20 36.0 0.002 0.001 0.002 0.002
20 51.0 0.003 0.002 0.002 0.004

6.1. On the choice of the prediction number M

The advantages offered by increasing the number of predictions M is evaluated by means of the metric #,(a, b), as reported in Eq.
29).

HERMS,@M=b
- >

ni(a,b)=1- i=1.5. 24)

HERMS;,@M=a
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Fig. 7. The performance gain #,(3,10),i = 1..5 as function of the total loss /,.

This metric compares the ith uggyys,, namely the mean ERM S value as previously described at the ith window calculated across
1000 simulations, in the case M = b with respect to the case M = a. Because the #;(a, b) is calculated within the same step response
time window, this represents the performance in terms of average error of two different prediction strategies. Its value towards the
unity implies an increase in performance, meaning that the b-scenario obtains an error compared to the reference case quite smaller
compared to the a-case. On the other hand, when the parameter assumes value towards zero the performance of the compared cases
are quite similar and no performance improvement is obtained.

Analyzing data in Tables 3 and 4, it is evident that, in the simulated scenarios, the improvement reaches a plateau for M = 10,
since 7;(10,20),i = 1..5 becomes very small. Accordingly, the subsequent analysis has been limited to #;(3, 10), as shown in Fig. 7,
where additional total loss /, values have been accounted. As expected, the improvement is higher when the integral action of the
controller, performed remotely, is more relevant (i.e., i # 1). As it is possible to observe both from Table 3 and Fig. 7, in the case of
low loss values, namely /, < 25 %, the impact of additional predictions (M > 0) is negligible; for both cases M =3 and M = 10 the
average RMS error value is in the same order of magnitude. As a consequence, it can also be stated that, in the presence of moderate
interference (e.g., I, < 25 %), a good trade-off between the message duration and the control reliability is offered by M = 3, whereas
in very noisy scenarios the use of M = 10 could represent a better solution.

6.2. Exploiting LoRa peculiarities

As already affirmed in Section 3.1, the higher the SF, the lower the data rate but the better the noisy immunity, and the higher
the coverage. Moreover, transmissions occurring with different S Fs are quasi-orthogonal, possibly allowing for the superposition
in time and frequency of these messages, similar to virtual channels. Despite it being out of the paper’s scope, authors have already
demonstrated that enhanced nodes and gateways, capable of receiving superposed frames having different SFs, can be devised and
implemented (e.g., as in [37]). Indeed, the overlapping frames sent using diverse SFs allow parallelization of message repetition,
providing some form of redundancy. Therefore, from the data rate point of view, a trade-off exists, suggesting sending a larger
number of predictions with lower SF values and vice versa. On the other hand, considering the noise immunity point of view, a
lower number of predictions can be sent over higher S Fs, still ensuring that actuation would arrive at the local control node within
the expected time frame. What is proposed is to take advantage of both aspects transmitting concurrently messages that use different
SFs.

In Fig. 8, the obtainable performance increase due to the use of .S F multiplexing is reported as a function of the total losses /,.
In particular, the metrics y; are calculated as in Eq. (25), where the average value pggys, @ SF7 (when all the M = 3 predictions
are sent using SF = 7), is considered as the performance baseline against the average value gy s, @ SF789 (when the spreading
factor - prediction pairs are (SF, M) = {(7,3),(8,1),(9,0)}, respectively).

yi=1_w’[= 1.5. (25)
HERM S;@SF7

This comparison generally reports a decrease in the ERM S;, in the case of the same high total losses (/,), when transmissions
leveraging different SF values are employed. Also, in this case, the increase in performance is lower for y,, calculated on the first
window W, where the step response presents the maximum slew rate. Moving towards the end of the transient response (W, and
Ws), where the remote integrative control has the major impact on the system response error reduction, the use of multiple SF
decreases the ERM S value of about 60% starting from /, greater than 35%.

These results, somehow similar to the performance gain obtainable moving from M =3 to M = 10 when using the sole SF =7,
confirm that exploiting the LoRa peculiarity of SFs quasi-orthogonality could be an effective alternative approach for preserving
the reliability of the control, especially when the losses are high. On the other hand, it must be highlighted that the overall amount
and the accuracy of predictions available can be actually lower than in Section 6.1, when losing consecutive messages, e.g., causing
the y, to be negative (at least for lower I, values).

12
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Fig. 8. The performance gain y;,i = 1.5 as function of the total loss /,.

7. Conclusion

In this work, the use of a PID-based DR-NCS is suggested to allow for a CaaS architecture suitable for LoRaWAN communication
infrastructure. Although LoRaWAN is designed for applications that require sporadic transmissions in the uplink direction, the wide
coverage it offers, complemented by the hardware low-cost and the well-defined backend, make it attractive for the CaaS paradigm.
We demonstrated that the low transmission rate can be somehow mitigated by the dual-rate strategy, implementing a PI control on
the remote side and a PD control on the local side. Additionally, adding a prediction stage allows increasing the reliability against
message losses by means of future control actions sent in advance. The purposely designed simulator, implemented in Simulink,
permitted to quantitatively evaluate the performance improvement in terms of average error in different intervals of the overall
system step response. In particular, M = 3 predictions are enough for a moderately noisy environment. Finally, it has also been
demonstrated that simultaneous transmission of messages sent using different SF values allows to obtain similar performance again,
but with the advantage of a better noise immunity of higher SFs, due to the additional processing gain.
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