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ABSTRACT 

This research paper presents a detailed exploration of implementing a Printer 

Server to facilitate printer and labeling services in restricted warehouse environments 

[]. The Printer Server serves as a centralized bridge connecting a warehouse portal 

with local and remote printers, enabling streamlined label printing within controlled 

network constraints. This system supports diverse label formats, such as ZPL and PDF, 

across both local and network-connected printers. It includes solutions for overcoming 

mixed-content browser restrictions [2] and introduces mechanisms for effective network 

management within the warehouse. The solution overview highlights the architecture, 

API details, handling mixed content issues, and specific implementation challenges to 

achieve reliable printing operations in restricted environments. 
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INTRODUCTION 

In warehouse environments, efficient labeling and printing capabilities are critical for inventory 

management and streamlined operations. However, these operations often require restrictive 

network configurations to maintain security and integrity, which poses unique challenges in 

managing and controlling document printing. This paper explores the design and 

implementation of a Printer Server that enables secure, reliable printing within these controlled 

environments. This Printer Server bridges the gap between the warehouse’s web portal and 

physical printers, receiving HTTP [3] requests from the portal and redirecting them to 

designated printers for label printing. The system ensures that all requests are effectively 

processed while maintaining secure network boundaries and adhering to warehouse protocols. 

In addition, we detail the functional scope, network requirements, and API specifications that 

allow the Printer Server to operate seamlessly in these restricted settings. 
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System Architecture and Features 

The Printer Server plays a central role in the printing ecosystem, acting as an intermediary 

between the warehouse portal and the physical printers. The system architecture is designed to 

accommodate both local and remote printers, with specific configurations tailored to each setup. 

The Printer Server is deployed on a dedicated desktop within the warehouse, receiving and 

processing label-printing requests from the warehouse’s web-based portal. For local printers, 

the Printer Server connects via USB [4] or local network configurations, while remote printers 

are accessed over LAN, binding the server and printers with static IPs to ensure uninterrupted 

communication. Given the secure nature of the warehouse environment, this system omits 

document encryption, as no UCI (Unclassified Controlled Information)  [5] data is involved. 

The Printer Server’s capabilities include support for multiple printer types, such as ZPL and 

HP models, allowing for versatile label formatting options. Additionally, the system supports 

both local and remote printer invocations, facilitating flexible printing configurations depending 

on the warehouse’s specific requirements. Each printer and the Printer Server itself are assigned 

static IPs to maintain consistent access and network reliability. API requests are sent to the 

Printer Server from the web portal, enabling users to initiate, monitor, and control the printing 

process through standardized HTTP requests. This centralized control is integral to maintaining 

a streamlined and reliable printing process within the warehouse. 
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SOLUTION DETAILS 

The Printer Server’s implementation leverages the Spring Boot framework, enabling a robust, 

scalable HTTP server designed to handle label-printing requests from the warehouse’s web-

based portal. This setup uses JSON as the data format for requests and responses, facilitating 

straightforward integration with the web interface while ensuring the simplicity and clarity of 

data transmission. To address cross-origin requests or “mixed content” issues common in 

restricted environments, the Printer Server is configured with Access-Control-Allow-Origin 

headers, ensuring that all requests within the local network (e.g., 192.168.1.x) are processed 

without interference. 

The Printer Server’s architecture supports both local and remote printer management. For 

local printers, which are typically connected via USB or configured directly on the desktop 

where the Printer Server is running, the system employs the javax.print library. This library 

enables direct communication with the printers and manages queued print jobs through the 

Windows Print spooler, ensuring each print job is handled in sequence and minimizing potential 

conflicts. Remote printers, in contrast, are connected via LAN and are accessed through a 

Socket connection, which allows direct communication with printers bound to specific IP 

addresses. To prevent conflicts, the Printer Server includes a locking mechanism that serializes 

print requests, ensuring that only one job is processed by each printer at any given time. 

Browser security measures that prevent mixed content are a common challenge in restricted 

environments. In response, we have configured the Printer Server to accommodate specific 

settings in Chrome and Firefox to allow insecure content. Users running Chrome on macOS, 

for instance, can enable insecure content by selecting the “shield” icon within the browser or 

by configuring the application with the --allow-running-insecure-content argument. Similarly, 

in Firefox, users can adjust settings via the about:config page to disable mixed content blocking, 

ensuring consistent access to the Printer Server despite these restrictions. 

Components of Printer Server 

Name Input Output Mark 

Print String connectionUrl; String 

document; int 

numberOfPrintCopies; String 

documentFormat; [ZPL, PDF] 

void document is a String encoded in Base64. 

Error code in Exception:     

PRINT_JOB_FAILED     

PRINTER_NOT_FOUND     

INTERNAL_ERROR     

PRINTER_NOT_READY 

Ping void String 

version;  

 

Shutdown void void  

 

The Printer Server consists of multiple components designed to streamline request 

processing and enable efficient printer management. At the core of this setup is the 

PrintDocController, which acts as the main controller, handling all incoming requests and 

directing them to appropriate printer handlers based on whether the request is intended for a 

local or remote printer. This routing ensures that each request is processed accurately and in 

alignment with the specific requirements of each printer type. 
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To address the distinct operational needs of local and remote printers, the Printer Server 

includes two handler classes: LocalPrinterHandler and RemotePrinterHandler. These handlers 

contain business logic tailored to the requirements of their respective printers, ensuring that 

each print job adheres to the constraints and configurations needed for successful execution. 

Additionally, the system includes LocalPrinterUtil and RemotePrinterUtil utilities, which 

directly interact with each printer model, translating handler requests into appropriate 

commands based on each printer’s format requirements. 

The Printer Server’s design enables multiple instances to access a single printer, introducing 

a critical need for request control. For local printers, the system leverages the Windows Print 

spooler, which naturally manages queued print jobs. For remote printers, the Printer Server 

enforces a locking mechanism that processes requests sequentially, preventing simultaneous 

access to the same printer and ensuring each print job is executed without conflict. 

 

 

CHALLENGES AND SOLUTIONS 

One challenge encountered during development was the ZM400 printer’s limitation in handling 

multi-copy printing jobs within a single print request due to constraints in the javax.print library. 

To address this, the Printer Server utilizes the Windows Print spooler to manage print job 

queues, sending each copy request individually rather than as a bulk operation. This solution 

allows the Printer Server to maintain compatibility with the ZM400’s restrictions while ensuring 

multi-copy functionality. 

Another challenge involves mixed content issues stemming from browser security 

protocols, which prevent the display of HTTP content when accessed over secure HTTPS pages. 

To overcome these barriers, we provided configuration instructions for Chrome, Firefox, and 

Windows to allow “insecure” content [6].  
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For instance, users can configure Chrome to bypass these restrictions by adding the --allow-

running-insecure-content parameter. Similarly, Firefox users can adjust settings in about: config 

to control mixed content blocking. These configurations are essential in maintaining a seamless 

printing experience despite the security limitations inherent in restricted environments. 

Printer access synchronization is another critical challenge in managing remote printers 

accessed via Socket connections. The Printer Server includes a lock mechanism [7] that ensures 

print requests to remote printers are handled one at a time, avoiding potential conflicts. This 

mechanism is crucial in restricted environments where concurrent access may lead to job 

failures or misprints, ensuring a controlled and organized printing process. 

SAMPLE REQUESTS AND IMPLEMENTATION 

The Printer Server offers several APIs to manage printing tasks, each accessible via HTTP 

requests. For instance, the Ping API enables users to check the Printer Server’s operational 

status by sending a simple POST request to the /ping endpoint, which returns the server’s 

version details. The Print API allows users to submit print jobs by posting a JSON payload 

containing parameters such as the document to be printed, document format, and the number of 

copies requested. This request can accommodate both PDF and ZPL [8] formats, enabling 

flexible label printing options. Finally, the Shutdown API allows users to remotely deactivate 

the Printer Server, ensuring operational control and system integrity in the restricted warehouse 

environment. 

CONCLUSION 

The Printer Server provides a robust and adaptable solution for printing and labeling services 

within restricted warehouse environments. By centralizing control over printing tasks and 

enabling secure communication with both local and remote printers, the Printer Server enhances 

operational efficiency and supports critical labeling functions essential to warehouse 

management. Through its careful integration with network protocols, handling of mixed content 

issues, and printer access synchronization, this system addresses unique challenges inherent to 

restricted environments. Future work will explore additional capabilities such as document 

encryption, expanded multi-copy support, and advanced printer health monitoring to further 

enhance the Printer Server’s utility in secure environments. 
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