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Abstract

Field-Programmable Gate Arrays (FPGAs) are increasingly shaping the future of network
security, thanks to their flexibility, parallel processing capabilities, and energy efficiency.
In this survey, we examine 50 peer-reviewed studies published between 2020 and 2025,
selected from an initial pool of 210 articles based on relevance, hardware implementa-
tion, and the presence of empirical performance data. These studies encompass a broad
range of topics, including cryptographic acceleration, intrusion detection and prevention
systems (IDS/IPS), hardware firewalls, and emerging strategies that incorporate artificial
intelligence (AI) and post-quantum cryptography (PQC). Our review focuses on five major
application areas: cryptographic acceleration, intrusion detection and prevention systems
(IDS/IPS), hardware firewalls, and emerging strategies involving artificial intelligence (AI)
and post-quantum cryptography (PQC). We propose a structured taxonomy that organises
the field by technical domain and challenge, and compare solutions in terms of scalability,
resource usage, and real-world performance. Beyond summarising current advances, we
explore ongoing limitations—such as hardware constraints, integration complexity, and
the lack of standard benchmarking. We also outline future research directions, including
low-power cryptographic designs, FPGA–AI collaboration for detecting zero-day attacks,
and efficient PQC implementations. This survey aims to offer both a clear overview of
recent progress and a valuable roadmap for researchers and engineers working toward
secure, high-performance FPGA-based systems.

Keywords: FPGA; network security; cryptographic acceleration; IDS/IPS; deep packet
inspection; artificial intelligence; post-quantum cryptography; hardware firewalls; energy-
efficient design; zero-day threat detection

1. Introduction
As networks expand globally, the urgency of the cyber threat grows, with institu-

tions and businesses increasingly exposed to Distributed Denial of Service (DDoS) attacks,
phishing, and advanced persistent threats (APTs) [1]. The interconnectedness of digital
infrastructures is increasing, expanding the attack surface and providing more opportuni-
ties for malicious actors [2]. Traditional software-based security systems, implemented on
CPUs, are struggling to keep pace with the speed demands of modern networks due to
their sequential processing limitations [1]. As a result, these systems often fail to prevent
attacks that exploit fast-paced, high-throughput traffic conditions [3].

One solution to these issues can be found in the use of Field-Programmable Gate
Arrays (FPGAs), which are flexible and reconfigurable [4]. Unlike dedicated hardware,
these can be reprogrammed on the fly to respond to evolving attacks, making them partic-
ularly well-suited to cryptographic processing, threat measurement, and network traffic
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analysis [1,5]. Moreover, the ability of FPGAs to execute multiple operations in parallel
significantly enhances performance, enabling tasks such as encryption, packet inspection,
and anomaly detection to run simultaneously with reduced latency [6]. The general ar-
chitecture of an FPGA—consisting of Configurable Logic Blocks (CLBs), programmable
interconnects, and input/output (I/O) interfaces—is shown in Figure 1 [6]. This struc-
ture illustrates the parallelism and reconfigurability that underpin their effectiveness in
accelerating security-critical workloads.

Figure 1. FPGA architecture [6].

Beyond architectural advantages, FPGAs consistently demonstrate measurable bene-
fits over conventional CPU-based software solutions. As summarised in Table 1, FPGA-
based designs offer higher throughput, lower latency, and improved energy efficiency.
In contrast, software-based security systems are constrained by sequential execution
and are more susceptible to performance bottlenecks. These distinctions underscore
why FPGAs are increasingly regarded as a cornerstone for secure, high-performance
network infrastructures.

Table 1. FPGA-Based Security V/S Traditional Software-Based Security.

Feature FPGA-Based Security Traditional Software-Based Security

Processing Speed Possibility of high-speed parallel processing Sequential, slower processing

Flexibility Reconfigurable hardware logic Software updates required

Power Efficiency Reduced power usage for functions Higher power requirements

Security Level Secure at the hardware level, thus more
challenging to compromise More Susceptible to Software Exploits

Latency Increased parallelism reduces latency Sequential execution increases latency.

Scalability Can effectively scale with hardware resources Restricted by CPU cores and memory

Table 1 contrasts FPGA-based security solutions with traditional CPU-based software
approaches. As shown, FPGAs offer significant advantages in terms of speed, paral-
lelism, and energy efficiency, whereas CPU-based systems often encounter performance
bottlenecks and higher power consumption. This comparison underlines why FPGAs are
increasingly preferred for modern high-speed and real-time security applications.
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FPGAs enhance threat detection, prevention, and mitigation across these applications,
offering a versatile and high-performance security platform [7]. As cyberattacks continue
to grow in scale and sophistication, organisations increasingly require hardware-assisted
defences that move beyond reactive approaches. By integrating FPGA technology into se-
curity infrastructures, networks can achieve greater resilience, adaptability, and operational
continuity in the face of evolving threats [1].

This paper explores how FPGAs improve network security in various areas, such as
cryptographic acceleration, IDS/IPS, firewall implementations, and secure communication
protocols (e.g., TLS/SSL and IPsec). FPGAs are increasingly being used in the field of
cryptography to enhance encryption and decryption processes, ensuring more efficient and
secure data transmission [8]. They enhance the efficiency of IDS/IPS by allowing real-time
pattern matching and anomaly detection [1,3]. FPGA-based deep packet inspection (DPI)
improves rule matching and malicious content filtering for firewalls [9].

Some other real-world applications of FPGA are mentioned as follows: FPGAs are
widely used in secure hash functions, such as a hash function (MD5, SHA-2, SHA-3, etc.)
that operates in the best circumstances to ensure that an input (or a message) is the same as
a specific hash value, commonly used to maintain data integrity and authentication [10].
Array-based architecture features parallel processing, allowing hash functions to be cal-
culated and optimised with lower power consumption and fewer cycle counts [11–15].
FPGAs also optimise algorithms for throughput using pipelining and loop unrolling, which
are essential for real-time applications, such as blockchain verification or secure network
authentication [16].

While several surveys have examined the use of FPGAs in general computing and
embedded systems, only a limited number have provided a systematic review of their
role in network security since 2020—a period characterised by the rapid convergence of
high-speed networking, artificial intelligence (AI), and post-quantum cryptography (PQC).
Earlier reviews tend to either concentrate narrowly on cryptographic primitives or offer
broad overviews that lack benchmarking against modern requirements for performance,
scalability, and energy efficiency. Critical aspects such as FPGA-based reconfigurability for
mitigating zero-day attacks [1,17], energy-aware architectures [18], and the integration of
FPGAs into AI-driven security pipelines [3,4] remain insufficiently explored.

This survey seeks to fill these gaps by

• Consolidating the most recent advances in FPGA-based defence mechanisms across
cryptography, IDS/IPS, firewalls, and emerging paradigms;

• Introducing a structured taxonomy that organises these contributions by both domain
and technical challenge;

• Identifying open research opportunities, including sustainable FPGA designs [18],
FPGA–cloud co-integration, and hardware acceleration for post-quantum crypto-
graphic standards [19].

In doing so, the paper offers more than a synthesis of existing findings: it provides
actionable insights that bridge theoretical advances with deployable architectures. Unlike
prior surveys that remain limited in scope or lack validation against real-world work-
loads, this review delivers a holistic, performance- and energy-aware analysis of FPGA
applications across multiple layers of network security. By aligning academic progress
with practical deployment constraints, the survey positions itself as both a comprehensive
reference and a roadmap for guiding innovation in FPGA-based security research.

As illustrated in Figure 1, the general FPGA architecture is composed of Configurable
Logic Blocks (CLBs), programmable interconnects, and input/output (I/O) interfaces. This
reconfigurable structure supports parallelism, enabling FPGAs to accelerate cryptographic
processing, intrusion detection, and secure communication [6].
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2. Taxonomy of FPGA-Based Network Security Approaches
To provide a structured overview of the field, FPGA-based security research is grouped

into five main categories:

1. Cryptographic Acceleration.
2. Intrusion Detection and Prevention Systems (IDS/IPS).
3. Network Defence Systems (Firewalls and VPNs).
4. Next-Generation FPGA Security (AI and Post-Quantum Cryptography).
5. Hardware Monitoring and Side-Channel Protection.

Figure 2 summarises the proposed taxonomy of FPGA-based security approaches. It
categorises the literature into five functional areas—cryptographic acceleration, IDS/IPS,
firewalls and VPNs, next-generation techniques, and hardware-level protection—while
also highlighting key subfields such as SHA-3 acceleration, machine learning intrusion
detection, and side-channel mitigation.

Figure 2. Taxonomy of FPGA-Based Network Security Approaches.

While these categories offer a structured framework, many FPGA-based systems
span multiple domains. For instance, an IDS might use FPGA-accelerated cryptographic
modules, or a firewall may incorporate AI-based threat detection.

To maintain clarity, each category in this taxonomy is defined by its primary functional goal:

• Cryptographic Acceleration focuses on core encryption, decryption, and hashing
mechanisms such as AES, RSA, and SHA-3.

• IDS/IPS is centred on network traffic analysis and threat detection, including machine
learning-enhanced anomaly detection.

• Network Defence Systems encompass firewalls and VPNs that manage secure traffic
flow at the protocol level.

• Next-Generation FPGA Security addresses emerging paradigms like FPGA–AI co-
design and post-quantum cryptography.

• Hardware Monitoring and Side-Channel Protection targets FPGA-level integrity,
protecting against tampering, side-channel attacks, and unauthorised access.

To reduce redundancy, in-depth explanations are provided in the most relevant section,
while other sections reference them as needed. For example,

• SHA-3 is discussed in detail under Cryptographic Acceleration, with only brief
mentions in IDS or blockchain contexts.
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• AI-based intrusion detection is analysed in IDS/IPS, while broader AI integration
frameworks are addressed in Next-Generation Security.

This taxonomy is not intended to impose strict divisions, but rather to provide a
practical way to organise FPGA-based security research according to each area’s primary
focus. Because many systems span multiple roles—such as combining cryptographic
functions with intrusion detection—we’ve structured the categories to highlight their core
purposes. This approach helps reduce repetition and makes it easier for readers to follow
how different FPGA technologies are being applied to today’s cybersecurity challenges.

2.1. Cryptographic Acceleration

FPGAs have long played a vital role in accelerating encryption, decryption, and
hashing operations. Thanks to their inherent parallelism and reconfigurability, they often
outperform CPUs and GPUs in both speed and energy efficiency.

• Initial work focused on boosting SHA-2 performance for blockchain and IoT applica-
tions, achieving notable improvements in throughput and power efficiency [11,12].

• These efforts expanded to SHA-3, where optimised designs offer strong performance
in constrained environments [15].

• Lightweight cyphers like PRESENT and SIMON were adapted to FPGAs for use in
low-power networks such as wireless sensors [13,14].

• Hybrid solutions combining AES and ECC have been used to support both encryption
and authentication in UAV communications [8].

These case studies demonstrate how FPGAs can support a wide range of cryptographic
needs, from lightweight IoT encryption to high-speed hashing for secure data pipelines.

Table 2 summarises key cryptographic primitives implemented on FPGAs, including
their security status, standardisation, hardware performance, and known limitations.

Table 2. Summary of Cryptographic Primitives Used in FPGA-Based Acceleration.

Cryptographic
Primitive Security Status Standardization FPGA Performance Notes

SHA-2 Secure NIST (FIPS 180-4) 3.2 Gbps @ 2.5 W on
Zynq-7000 [12]

Deep pipelining
improves throughput

SHA-3 Secure NIST (FIPS 202) 2.1 Gbps @ 1.8 W on
Artix-7 [13]

Optimised for low-area
designs

PRESENT Secure (lightweight) ISO/IEC 29192-2 ~1.8 Gbps on Spartan-6 [14] Suited for low-power
networks

SIMON Some weaknesses Unofficial (NSA) ~1.5 Gbps on Artix-7 [14] Compact but weaker
than PRESENT

AES + ECC Hybrid Secure NIST/ANSI X9 Platform-dependent [8]
Combines symmetric

and asymmetric
functions

MD5 Broken Deprecated (RFC 6151) High throughput
(unspecified)

Do not use in
adversarial contexts

Collectively, these examples highlight how FPGAs enable a range of cryptographic
capabilities—from ultra-lightweight primitives to hybrid schemes—while striking a balance
between energy efficiency, flexibility, and performance in secure system design.

2.2. Intrusion Detection and Prevention (IDS/IPS)

This category encompasses systems that monitor traffic in real-time and flag any
suspicious activity. Since traditional CPU-based approaches often struggle to keep up in
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high-throughput environments, FPGAs provide a means to maintain detection accuracy
while handling fast-moving data streams.

• Early work focused on accelerating pattern matching in IDS tools like Snort, signifi-
cantly reducing delays in identifying threats [1,20].

• More advanced designs now incorporate machine learning classifiers directly onto the
FPGA, allowing for better recognition of unknown attacks, such as zero-days [3,17].

• FPGA-based IDS solutions have also found a place at the network edge—in 5G and
IoT scenarios—where the ability to update detection rules on the fly helps systems
adapt to shifting traffic behaviour [4].

To better understand the design trade-offs in AI-enhanced IDS, Table 3 compares rep-
resentative studies in terms of datasets, evaluation metrics, model footprint, and handling
of reconfiguration and concept drift. This provides insight into how such systems perform
in long-running, real-world deployments.

Table 3. Summary of FPGA-Based AI-IDS Approaches.

Paper/Ref Dataset Used Eval. Metrics
FPGA Model

Footprint
(LUT/BRAM/DSP)

Reconfig. Overhead Concept Drift
Handling

Todorov et al. [17] UNSW-NB15 Accuracy, F1-score NR Not discussed None

Le Jeune et al. [18] NSL-KDD,
CIC-IDS2017 Accuracy, TPR, FPR Reported: Moderate

(NR exact)
Minimal (retrain

offline) Periodic retraining

Pham-Quoc et al. [1] Custom synthetic +
CIC Accuracy, ROC-AUC ~38k LUTs, 64

BRAMs
Moderate (static

config) Manual model swap

Foudhaili et al. [3] CIC-IDS2017 Accuracy, Latency Lightweight: 12k
LUTs, 40 DSPs Low Not addressed

Lin et al. [21] NSL-KDD, TON_IoT Accuracy, F1-score 28k LUTs, 55 BRAMs,
30 DSPs Not reported Adaptive (partial

reconfig)

As the table shows, most FPGA-based AI-IDS report strong classification accu-
racy, but relatively few explicitly address reconfiguration overhead or long-term adapt-
ability. These factors are crucial for real-world deployments, particularly in dynamic
network environments.

2.3. Network Defence Mechanisms (Firewalls and VPNs)

In contrast to IDS/IPS that focus on identifying threats, this category includes mech-
anisms that enforce access control and ensure secure data transmission. FPGA-based
designs are increasingly employed to implement high-performance firewalls, deep packet
inspection (DPI) engines, and secure VPN tunnels.

Several studies demonstrate how FPGA-accelerated firewalls leverage parallel rule-
matching architectures to maintain low-latency performance, even under heavy traffic
loads [9,22]. In VPN scenarios, offloading cryptographic functions—such as those used in
IPsec or WireGuard protocols—onto FPGA platforms has proven effective in reducing CPU
load and improving gateway throughput [23].

A more nuanced application involves inspecting encrypted traffic. While traditional
software tools often struggle with the real-time analysis of secure data flows, FPGAs have
been used to extract and analyse flow-level features, such as packet length, timing patterns,
and frequency. In some cases, such as the implementation described by Zhang et al. [24].
Session keys were preloaded or intercepted via a TLS proxy, enabling full decryption and
DPI in hardware. These designs typically accelerate the data path while leaving session
key negotiation and control-plane logic to software, a boundary often described as “pure
hardware” inspection.
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Ethical and Legal Considerations:
Encrypted traffic inspection raises essential ethical and legal considerations, partic-

ularly regarding user privacy, consent, and data sovereignty. Any system that decrypts
or analyses protected traffic should only be deployed in environments with proper legal
authorisation, such as enterprise-controlled networks or approved research testbeds. De-
velopers and researchers should remain transparent about these capabilities and ensure
compliance with relevant regulations and ethical standards.

2.4. Emerging Technologies: AI and Post-Quantum Cryptography (PQC)

As cybersecurity threats continue to evolve, there is a growing need to combine
traditional hardware acceleration with forward-looking technologies. FPGAs are increas-
ingly being used in conjunction with artificial intelligence (AI) models and post-quantum
cryptographic (PQC) schemes to meet these emerging demands.

• In the AI space, FPGAs are proving especially useful in latency-sensitive environments
like 5G edge computing. Real-time inference engines can be deployed directly on
FPGA fabric, enabling adaptive packet filtering, behavioural anomaly detection, and
real-time traffic classification. For instance, FPGA-accelerated convolutional neural
networks (CNNs) and support vector machines (SVMs) have shown the ability to
detect novel threats with minimal processing delay [4,25]. These setups combine
software flexibility with the real-time processing power of dedicated hardware.

• PQC, designed to resist attacks from quantum computers, is another area where
FPGAs are gaining traction. Hardware implementations of lattice-based algorithms
like Kyber and NTRU have been successfully prototyped, demonstrating feasibility for
real-time key exchange and encryption tasks in secure network channels [19]. While
PQC schemes are more complex than classical cryptosystems, FPGAs allow developers
to fine-tune resource allocation and execution pipelines, resulting in viable latency
and power profiles.

• From a sustainability perspective, researchers have also explored techniques like
Dynamic Voltage and Frequency Scaling (DVFS) to balance performance with energy
savings [18]. These designs are beneficial in scenarios where the FPGA is expected to
run 24/7 in high-availability environments.

The fusion of AI and PQC with FPGA hardware represents a key frontier in cybersecu-
rity. These systems not only boost processing speed but also enable innovative, adaptable,
and future-proof defence architectures.

2.5. Hardware Monitoring and Side-Channel Protection

While much of the focus in FPGA security is on accelerating cryptographic and
network functions, another critical area is safeguarding the hardware itself. As attackers
grow more sophisticated, vulnerabilities at the physical level—such as side-channel leaks,
bitstream manipulation, and fault injection—have become increasingly relevant.

FPGAs are susceptible to side-channel attacks, where adversaries exploit power con-
sumption, timing information, or electromagnetic emissions to infer secret data such as
encryption keys. Notably, differential power analysis (DPA) and correlation power analysis
(CPA) have been shown to break cryptographic implementations on FPGAs. These risks
are exceptionally high in poorly randomised designs or those lacking signal balancing.

To address these threats, several countermeasures have been developed:

• Power balancing techniques, such as dual-rail logic and signal masking, aim to
obscure correlations between power consumption and processed data.

• Clock jittering and dynamic frequency shifting introduce noise into the timing pat-
terns, complicating time-based side-channel analysis.
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• Randomised execution paths help defend against fault injection and timing attacks
by removing deterministic behaviour.

• Bitstream encryption and authentication have been deployed to protect against
tampering and reverse engineering of the configuration file, with devices supporting
AES-based secure boot sequences.

• Real-time watchdog monitors embedded within the FPGA can track voltage, temper-
ature, and current signatures to detect anomalies indicative of hardware tampering or
malicious runtime behaviour.

One notable solution is TrustGuard, which uses signature-based analysis to identify
suspicious power patterns at runtime, providing proactive defence against hardware-level
exploits [26,27].

Table 4 provides a consolidated view of FPGA-based countermeasures against side-
channel and hardware-level threats. Each defence is mapped to its threat model, example
technique, expected trade-offs, and representative implementations from the literature.

Table 4. FPGA-based countermeasures for side-channel and hardware-level threats.

Countermeasure Type Threat Model Example Technique Performance Trade-Off Canonical Reference

Hiding (balancing) Power analysis
(DPA/CPA)

Dual-rail logic,
balanced routing Area ↑, Latency ↑ Zoni et al. [20]

Masking Power analysis,
glitch sensitivity

Threshold
implementations,

random shares

Design complexity ↑,
Speed ↓ Jayasinghe [28]

Timing Obfuscation Timing-based SCA,
fault injection

Clock jitter,
randomised delays

Latency ↑,
Power noise ↑ Bommana et al. [29]

Bitstream Protection Bitstream theft,
reverse engineering

AES-encrypted config,
secure boot

ROM use ↑, Secure
flow req. Meitei & Kumar [30]

Runtime Monitoring Physical probing,
fault attacks

TrustGuard (current/
power analysis)

Resource overhead ↑,
Alerts req. Zhang et al. [27]

Access Control
(e.g., JTAG)

Debug port misuse,
backdoors

JTAG lockdown, scan
disable, boot auth

Design setup ↑,
Debug ↓ Rahman et al. [31]

As FPGA deployments expand into critical infrastructure and edge computing, inte-
grating hardware-level defences is no longer optional. These protections must complement
higher-layer security measures to ensure system-wide resilience—especially against sophis-
ticated physical and side-channel threats.

Note on Methodological Transfer.
Some of the works referenced in this review—such as those on hyperspectral imaging

or offline password recovery—are not directly applied to network security. However, they
demonstrate transferable FPGA design methodologies (e.g., pipelining, lightweight hash-
ing, side-channel protection) that have clear relevance to secure networking applications.
These out-of-domain designs are summarised separately in Appendix A to maintain clarity
while preserving valuable architectural insights.

2.6. Comparative Analysis of FPGA-Based Approaches

To move beyond a purely descriptive taxonomy, this section provides a comparative
overview of selected FPGA-based implementations in cybersecurity. We focus on key
performance indicators, including throughput, latency, power consumption, and energy
efficiency. These metrics help reveal the strengths and trade-offs of different approaches
across cryptographic acceleration, intrusion detection, and secure networking.
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Table 5 summarises the results reported in the literature and includes energy efficiency,
measured in gigabits per second per watt (Gb/s/W), whenever available. This metric
is crucial for assessing the practicality of FPGA solutions in real-world deployments,
particularly in power-constrained environments.

Table 5. Comparative Performance Metrics of FPGA-Based Network Security Designs.

Study Application FPGA
Platform

Throughput
(Gbps) Latency (µs) Power (W)

Energy
Efficiency

(Gb/s per W)
Notes

[12] SHA-2 Zynq-7000 3.2 15 2.5 1.28 Deep pipelining applied

[13] SHA-3 Artix-7 2.1 18 1.8 1.17 Optimised for low-area
footprint

[9] Firewall Virtex-7 10 5 4.1 2.44 CAM-based rule matching

[17] IDS (ML) ZCU104 6 12 3.2 1.88 SVM classifier embedded

[23] VPN (IPsec) Kintex-7 5.5 7 3.7 1.49 Full hardware offload

As shown in Table 5, SHA-2 achieves the highest throughput at 3.2 Gbps [12], thanks
to deep pipelining on the Zynq-7000 platform. SHA-3 trades off some speed for a smaller
hardware footprint, making it more suitable for resource-constrained devices [13].

Firewall implementations, such as the design in [9], benefit from high parallelism
and CAM-based architectures, achieving up to 10 Gbps throughput—though this comes
at the cost of increased power consumption. On the other hand, machine-learning-driven
IDS solutions [17] balance speed and intelligence by embedding classifiers, such as SVMs,
directly into the FPGA fabric to detect anomalies with high accuracy. Their energy efficiency
is respectable, but design complexity and latency must be considered.

VPN gateways using full offload architectures, as demonstrated by Liu et al. [23].
Achieve low latency while relieving the host CPU of cryptographic processing. Their perfor-
mance is well-balanced for secure tunnelling applications in enterprise and
industrial networks.

To aid cross-comparison, energy efficiency (Gbps per Watt) is reported where possible
in Table 5. This helps assess the suitability of each design in performance- or power-
constrained settings.

Figure 3 illustrates throughput versus power across selected FPGA security designs,
highlighting the trade-offs in energy efficiency. It shows that while firewalls achieve the
highest throughput, they also consume more power; in contrast, cryptographic primitives
like SHA-3 offer moderate throughput with lower energy demands.

Figure 4 offers a latency comparison, illustrating the performance differences between
basic cryptographic tasks and more complex IDS or VPN implementations. Lower-latency
firewalls and VPNs can be critical for real-time packet processing, while ML-based IDS
may trade latency for adaptability.

These visual summaries complement the tabular data by emphasising quantitative
differences that might not be immediately apparent. They also serve as a reference
point for selecting suitable FPGA designs based on application-specific performance and
energy constraints.

To further contextualise the performance trade-offs discussed above, we introduce a
layered architectural view of FPGA-based security solutions. Figure 5 visually maps each
taxonomy category to its corresponding OSI layer(s), showing how FPGA functions—such
as encryption, traffic inspection, or anomaly detection—are deployed across endpoints,
edge devices, and gateways. This overview clarifies how specific data path locations align
with different packet or flow features.
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To complement this visual layout, Table 6 summarises the taxonomy-to-layer mapping
in tabular form. It includes exemplar implementations from the literature, highlighting
each design’s primary function, OSI role, deployment context, and rationale for placement.

 

Figure 3. Throughput vs. Power Consumption of Selected FPGA-Based Security Designs.
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Figure 4. Latency Comparison Across FPGA-Based Security Applications.
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Figure 5. Taxonomy–OSI Layer Mapping.
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Table 6. Mapping FPGA-Based Security Approaches to OSI Layers and Deployment Contexts.

Taxonomy Category OSI Layer(s) Device Placement Data Path Location Example Packet/Flow
Features Canonical Exemplar with Rationale

Cryptographic
Acceleration

Layer 6–7
(Presentation/Application) Endpoints, secure gateways Payload

encryption/decryption
Ciphertext blocks, hash

digests

KAmmoun et al. [12] implemented an
FPGA-based SHA-2 accelerator on the
Zynq-7000, achieving high throughput
through deep pipelining, demonstrating
how FPGAs enhance payload security

at the application layer.

IDS/IPS Layer 3–4
(Network/Transport) Edge routers, gateways Packet inspection and

anomaly detection
Headers, flow statistics,

anomaly scores

Pham-Quoc et al. [1] designed an
FPGA–AI IDS using the Zynq

platform, enabling real-time anomaly
detection and demonstrating the

suitability of FPGA for fast, adaptive
intrusion prevention.

Network Defence
(Firewalls/VPNs)

Layer 3–4
(Network/Transport)

Perimeter firewalls, VPN
gateways

Secure tunnelling, deep
packet inspection

Source/destination IP,
ports, encrypted payloads

Liu et al. [23] developed a WireGuard
VPN gateway on an FPGA with

low-latency offload, illustrating FPGA
advantages for secure tunnelling and
access control at the transport layer.

Next-Generation (AI &
PQC) Cross-layer (2–7) Edge nodes, cloud

accelerators
Adaptive decision-making,

secure key exchange
Behavioural patterns,

lattice-based keys

Duke-bergman & Huynh [19]
prototyped FPGA-based PQC

primitives for SPHINCS+,
demonstrating the feasibility of
quantum-resistant security in

real-world FPGA deployments.

Hardware Monitoring &
Side-Channel Protection

Layer 1–2 (Physical/Data
Link)

FPGA devices, embedded
systems

On-chip monitoring,
runtime assurance

Power traces, timing
signals, EM emissions

Zoni et al. [20] surveyed FPGA
countermeasures against side-channel
attacks, emphasising the importance of

runtime monitoring in safeguarding
physical-layer trust.
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3. Methodology
This survey employs a structured, multi-phase review methodology designed to strike

a balance between comprehensiveness, rigour, and reproducibility. The approach was
inspired by systematic review practices such as the PRISMA 2020 framework [32], ensuring
that the process is transparent and replicable.

3.1. Literature Search

A systematic search was conducted across leading scientific databases, including IEEE
Xplore, ACM Digital Library, SpringerLink, ScienceDirect, and MDPI Journals. The scope
was limited to publications between January 2020 and January 2025.

Search queries combined keywords and Boolean operators to maximise coverage,
for example,

• “FPGA” AND “network security”.
• “FPGA” AND (“cryptography” OR “AES” OR “SHA”).
• “FPGA” AND (“IDS” OR “IPS” OR “intrusion detection”).
• “FPGA” AND (“firewall” OR “deep packet inspection”).
• “FPGA” AND (“post-quantum cryptography” OR “AI”).

This strategy yielded an initial dataset of 210 articles.

3.2. Screening and Selection

The screening process was conducted in two stages:
Title and abstract screening → removed 110 papers (duplicates, irrelevant works).
Full-text review → excluded 40 papers that
Focused solely on software-based implementations.
Lacked direct relevance to FPGA-based security.
Were not peer-reviewed or were not written in English.
This process resulted in 50 studies being included in the final dataset.

3.3. Inclusion and Exclusion Criteria

Studies were included if they

• Directly addressed FPGA implementations in network security.
• Reported quantitative performance metrics (throughput, latency, energy efficiency,

scalability).
• Introduced novel FPGA-based approaches (e.g., AI-enhanced IDS, post-quantum

cryptography).
• Studies were excluded if they were:
• Redundant or purely theoretical.
• Unrelated to FPGA implementations.
• Non-security focused.
• Lacking empirical validation.

3.4. Categorization

Eligible studies were then classified into a taxonomy of five primary domains:

1. Cryptographic Acceleration.
2. Intrusion Detection and Prevention Systems (IDS/IPS).
3. Network Defence Systems (Firewalls and VPNs).
4. Next-Generation FPGA Security (AI and PQC).
5. Hardware Monitoring and Side-Channel Protection.
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This classification provided a structured framework to compare methods, evaluate
contributions, and identify limitations across the literature.

3.5. Data Extraction and Tabulation

For each study, detailed information was extracted across the following fields:

• Device family (e.g., Virtex, Zynq, Stratix).
• Toolchain (Vivado, Quartus, HLS frameworks).
• Clock frequency (MHz).
• Resource utilisation (LUTs, BRAMs, DSPs).
• I/O width and traffic profile (packet size, workload, dataset).
• Performance metrics (throughput in Gbps, latency in µs, energy efficiency in Gbps/W,

scalability).

The extracted data were organised into Tables 5 and 6, which consolidate metrics
across cryptographic, IDS/IPS, firewall, and password auditing domains. Missing values
were explicitly noted as “NR” (Not Reported).

This structured tabulation ensures comparability across heterogeneous studies and
highlights gaps in standardised reporting [32].

3.6. Visual Representation

The overall review process is summarised in Table 7 and illustrated through a PRISMA-
style flow diagram (Figure 6), showing the progression from the initial 210 records to the
final 50 included studies. This combination of tabular and visual representation reinforces
the transparency and rigour of our methodology.

Table 7. Survey Methodology Summary.

Step Description Details

Database Search Digital libraries queried IEEE Xplore, ACM Digital Library, SpringerLink,
ScienceDirect, MDPI Journals

Keywords Main query terms
“FPGA”, “Network Security”, “Cryptography”,

“Intrusion Detection”, “Firewall”,
“Post-Quantum”, “Side-channel”

Time Frame Years considered 2020–2025

Initial Results Total papers found 210 articles

Screening (Title/Abstract) Removed duplicates & unrelated works 110 removed

Full-Text Review Applied relevance to FPGA + security 60 papers retained

Final Inclusion Works included in the survey 50 selected

Exclusion Criteria Not included Pure software-only works, FPGA unrelated,
non-security focus, non-English papers

As illustrated in Figure 6, the screening process progressively reduced the initial
210 records to the final set of 50 included studies. This flow diagram complements
the structured summary in Table 3, reinforcing the clarity and transparency of the
selection process.
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Figure 6. Literature Selection Flow (2020–2025).

4. Application of FPGA in Network Security
4.1. Cryptographic Applications of FPGA

Cryptographic algorithms are at the heart of secure communication channels, defined
by data integrity, confidentiality, and authentication. Unlike traditional cryptographic
solutions based on general-purpose CPUs, which provide high performance on a limited
number of cores and are challenging to scale, FPGA-based implementations significantly
improve throughput, reduce latency, and lower energy consumption [1,4].

4.1.1. Secure Hash Functions

Network security protocols often rely on cryptographic hash functions, such as MD5,
SHA-2, and SHA-3, to ensure data integrity and authentication [1]. Traditional CPU-
based implementations of these algorithms typically exhibit low throughput and high
latency, which can lead to performance bottlenecks when migrating them directly to
FPGA hardware [12]. By contrast, FPGA-based implementations can exploit parallelism,
pipelining, and reconfigurability to achieve higher throughput and lower latency [33].

• MD5 Accelerated: MD5, though not safe, is still valuable for non-critical applications
such as checksum computations and file integrity checking [33,34]. More recently,
FPGA-based accelerators have provided improvements in MD5 processing through
parallel hashing operations, yielding advantageous aspects for large-scale data vali-
dation and real-time integrity verification use cases [10]. Recent FPGA-based imple-
mentations of MD5 have focused on parallel hashing techniques, which are especially
useful in scenarios that involve validating large volumes of data quickly, such as in
real-time system integrity checks and large-scale storage verification [10].

• SHA-2 and SHA-3 Optimisation: SHA-2 (e.g., SHA-256, SHA-512) and SHA-3 (Kec-
cak) offer stronger security and are widely used in encryption, digital signatures, and
blockchain applications [11,13–15,25,33,35]. FPGA implementations enhance their
performance through pipelining, parallel processing, and loop unrolling, optimising
hashing speed and efficiency [12,13,36].
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• SHA-3 FPGA Implementation: SHA-3 was designed to provide stronger se-
curity than its predecessors, and this strength is preserved when implemented
on FPGAs. The challenges in hardware are not related to weakened crypto-
graphic security, but rather to trade-offs in performance and resource usage. FP-
GAs, however, can handle SHA-3’s memory and parallelism requirements effec-
tively, enabling high-speed and energy-efficient cryptographic hashing that is well-
suited for secure communications and blockchain applications [15,25,33]. Recent
studies also highlight alternative primitives such as BLAKE3, whose pipelined
FPGA implementations achieve competitive throughput and reduced power con-
sumption [37]. The memory requirements of the SHA-3 algorithm can be man-
aged efficiently in the hardware so that the FPGA-based SHA-3 implementations
can offer high-speed cryptographic hashing at a lower power consumption cost,
making them a valuable asset for blockchain networks and secure communica-
tions [15]. Many of these applications include financial services, healthcare, and
blockchain technologies, where FPGA-based cryptographic hashing significantly re-
duces computational overhead while enabling real-time security provision [10–15,36].
In practice, these FPGA-accelerated hashing techniques secure mission-critical sys-
tems, ranging from medical devices to IoT gateways and blockchain networks, by
ensuring real-time data integrity with minimal latency and power consumption.

4.1.2. Symmetric and Asymmetric Encryption

Data confidentiality and integrity in modern networks are ensured by encryption
algorithms such as AES and RSA [19,20]. FPGA implementations can use parallelism and
dedicated resources to achieve significant improvements in the speed of encryption and
decryption operations [1,4].

• AES on FPGA:

The Advanced Encryption Standard (AES) is one of the most widely used symmetric
encryption algorithms and remains a cornerstone of modern data protection. It secures
applications ranging from online banking and cloud storage to everyday HTTPS com-
munication. While AES is well known for its robustness and efficiency, software-only
implementations often fall short when networks demand both high throughput and low
latency. This limitation is particularly evident in large-scale systems such as Virtual Private
Networks (VPNs), encrypted web traffic, and cloud services, where millions of encryption
and decryption operations must be handled simultaneously [22].

Implementing AES on Field-Programmable Gate Arrays (FPGAs) addresses these chal-
lenges by leveraging their inherent parallelism and reconfigurability. In FPGA-based designs,
the core AES functions—SubBytes, ShiftRows, MixColumns, and AddRoundKey—are dis-
tributed across pipelined hardware stages, allowing several operations to be executed
concurrently. This approach significantly reduces processing time compared to sequential
CPU or even GPU implementations [1]. Additionally, because the hardware can be tailored
at the circuit level, FPGA-based AES designs are better positioned to resist side-channel
attacks than purely software-based solutions.

The AES process on the FPGA begins with plaintext input and key expansion, followed
by an initial AddRoundKey operation. The data then passes through N−1 rounds, each
combining SubBytes (non-linear substitution using S-boxes), ShiftRows (row-wise trans-
position), MixColumns (matrix multiplication in Galois Fields), and AddRoundKey (XOR
with the round key). In the final round, the MixColumns step is omitted in accordance with
the AES specification. Figure 4 illustrates this architecture, showing how the algorithm
maps naturally onto FPGA pipelines for efficient execution.
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What makes this hardware approach particularly attractive is the way it leverages
FPGA resources such as Look-Up Tables (LUTs), Digital Signal Processors (DSPs), and Block
RAMs (BRAMs). These elements allow for customised datapaths, low-latency processing,
and parallel handling of multiple encryption tasks. Pipelining means that while one block
of data is being processed through SubBytes, another can move through ShiftRows or
AddRoundKey, ensuring continuous throughput and efficient resource utilisation.

Beyond raw speed, FPGA-based AES implementations also deliver significant im-
provements in energy efficiency, which makes them highly suitable for embedded and
real-time applications. Practical use cases include securing IoT devices, encrypting real-time
video streams, and authenticating blockchain transactions. Furthermore, the reconfigurable
nature of FPGAs enables designers to develop lightweight AES variants for resource-
constrained systems or integrate AES with algorithms such as Elliptic Curve Cryptography
(ECC) to provide multi-layered protection.

In summary, AES implementations on FPGAs offer a combination of performance,
adaptability, and enhanced security. By exploiting parallelism, hardware-level optimisa-
tions, and reconfigurability, they provide a future-ready solution for secure communication,
data storage, and embedded system protection [1,22].

The AES implementation in an FPGA is depicted in Figure 7. The figure illustrates how
the AES core operations—SubBytes, ShiftRows, MixColumns, and AddRoundKey—are
implemented in pipelined hardware stages to perform in parallel, thereby achieving
higher throughput.

Figure 7. AES Encryption Architecture on FPGA.

As illustrated in Figure 7, this pipeline structure enables continuous data movement;
therefore, several nodes are processed in parallel at any given stage. This architecture
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significantly reduces latency and enhances scalability, making FPGA implementations of
AES particularly suitable for high-throughput, real-time communication systems.

• RSA and ECC on FPGA:

Public-key cryptographic algorithms such as Rivest–Shamir–Adleman (RSA) and
Elliptic Curve Cryptography (ECC) are fundamental to secure digital communication. They
are widely used for key exchange, authentication, and digital signatures, but both involve
computationally expensive mathematical operations. For RSA, the critical task is modular
exponentiation, while ECC relies on elliptic curve point multiplication. When implemented
purely in software, these operations can introduce significant latency, especially in real-time
communication systems.

By mapping these functions onto Field-Programmable Gate Arrays (FPGAs), it be-
comes possible to achieve near real-time performance while also improving scalability
and energy efficiency [8]. FPGA-based acceleration leverages parallelism and dedicated
arithmetic resources to accelerate modular exponentiation in RSA and optimise elliptic
curve point multiplication in ECC. These enhancements not only increase throughput but
also improve the practicality of public-key cryptography in mobile security, blockchain
applications, and large-scale authentication frameworks [23]. In this way, FPGA-based
designs help address the growing demand for secure, low-latency cryptographic oper-
ations, positioning them as key enablers for protecting digital assets in next-generation
networks [1].

Figure 8 illustrates the parallel processing flows of RSA and ECC on an FPGA. On the
left, the RSA pipeline begins with input handling, passes through modular exponentiation
in the RSA core, and produces the final output, with FPGA arithmetic units optimising
the computations. On the right, the ECC pipeline starts with elliptic curve parameter
initialisation, followed by key generation and point multiplication operations that underpin
encryption and decryption. Together, these hardware-mapped datapaths demonstrate how
FPGAs can execute RSA and ECC workloads simultaneously, offering flexible and high-
performance solutions for secure digital communication.

Figure 8. RSA and ECC Architectures on FPGA.
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Building on the architectural insights illustrated in Figures 7 and 8, Table 8 offers
a comparative overview of FPGA-based cryptographic algorithms. It outlines the key
strengths of AES, RSA, and SHA-3 when mapped onto FPGA hardware and identifies
their primary areas of application. This comparison underscores how FPGA acceleration
can simultaneously enhance performance and strengthen security across a wide range of
cryptographic workloads.

Table 8. FPGA-based cryptographic algorithms and their practical applications.

Algorithm Advantages of an FPGA Use Cases

AES Resistance to side-channel attacks, High-speed encryption VPNs, HTTPS, and cloud security

RSA Optimised fast, modular exponentiation for key exchange Secure messaging, digital signatures

SHA-3 Fast hashing, less power consumption Data integrity, authentication, and Blockchain

While Table 8 summarises the main strengths and application domains of FPGA-based
cryptographic algorithms, its broader implication is clear: FPGAs consistently provide
a balance of speed, efficiency, and adaptability that software-only solutions struggle to
match. For example, AES benefits from FPGA’s pipelined execution to deliver high-
throughput encryption suitable for real-time communications, whereas RSA acceleration
enables practical large-scale key exchanges. Similarly, SHA-3 implementations achieve not
only faster hashing but also lower power consumption, which is critical for blockchain
and IoT environments. Together, these comparisons highlight how FPGAs can transform
cryptographic workloads from potential performance bottlenecks into scalable, energy-
conscious, and secure building blocks for modern digital infrastructures.

4.2. FPGA-Accelerated Password Auditing for Enhanced Security
4.2.1. The Role of Password Auditing in Cyber Defence

As passwords remain the leading method for authentication, password auditing is
a critical component of any cybersecurity framework. Weak, reused, or poorly stored
passwords are still one of the most exploited vulnerabilities by attackers using brute-force,
dictionary, and credential-stuffing attacks [30]. Password auditing of this type is a proactive
security measure in which stored credentials are systematically analysed, tested against
known vulnerabilities, and robust authentication policies are developed to minimise the
risk of compromise. The performance and scalability of traditional software-based auditing
tools are often limited as threat actors become more sophisticated, and hashing mechanisms
become more complex (e.g., sha512crypt and bcrypt) [31].

4.2.2. FPGAs as a Platform for High-Performance Password Cracking

Field-Programmable Gate Arrays (FPGAs) have emerged as a high-performance plat-
form for accelerating password auditing tasks [38]. FPGA devices are reconfigurable
hardware capable of executing thousands of operations in parallel, making them partic-
ularly well-suited to the repetitive and computationally intensive processes required for
password recovery. For example, an FPGA implementation with 15 SHA-512crypt cores
achieved a rate of approximately 675 password guesses per second, surpassing high-end
CPUs such as the AMD Ryzen 9 and Apple M1 Max [30,39]. These findings demonstrate
that FPGAs can deliver realistic performance for simulating attack scenarios while also pro-
viding defenders with a practical means to identify and remediate weaknesses in password
hygiene before they are exploited.
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4.2.3. Custom Cryptographic Modules and Real-Time Detection

FPGA hardware is reconfigurable, allowing for the design of custom modules to
perform specific cryptographic operations [40]. It has been shown that FPGAs can utilise
SHA-1 cores in WPA/WPA2 key recovery, decreasing the time and improving speed by
about 40 times compared to the software version. Similarly, ref [38] highlighted the impor-
tance of field-programmable gate arrays (FPGAs) in the monitoring System-on-Chip (SoC)
settings for password threat detection, enabling real-time identification through dynamic
re-configuration. These capabilities demonstrate that password auditing has transitioned
from a basic policy compliance verification check into a technically sophisticated and
hardware-accelerated process.

4.2.4. Energy-Efficient Password Auditing with FPGAs

Besides raw computation bandwidth, any FPGA-based password auditing system can
provide significant energy efficiency [30]. Brute-force or dictionary-based evaluations to
exhaustively crack passwords on CPUs and GPUs are a costly endeavour in terms of energy,
in addition to the time required for the attack to succeed. In contrast, FPGAs can match or
exceed software-offload throughput while consuming lower wattage per workload, making
them better suited for continuous or enterprise-wide audit operations. This becomes more
significant for security operations centres (SOCs) and forensic labs, which require running
long-term assessments while having a low operational cost.

4.2.5. Reconfigurability and Adaptation to Evolving Standards

Additionally, the reprogrammable nature of field-programmable gate arrays (FPGAs)
plays a significant role in their applicability to the field of cybersecurity [38]. FPGA-based
systems can also be re-synthesised to utilise updated cryptographic standards and new
hashing algorithms as cryptography standards evolve, unlike ASICs, which are typically
obsolete. Why such a flexible design? Long-term systems can adapt to new threats, and
future-proof security is always a goal of industry leaders.

4.2.6. Applications in IoT and Embedded Security Systems

Perhaps one of the most poignant usages of FPGA-based password auditing is em-
bedded in Internet of Things (IoT) settings [40]. These systems often employ lightweight
and/or custom hashing algorithms that general-purpose processors do not support well.
FPGA-auditing solutions can be tailored to target such unique implementations, thereby
allowing for precise and efficient evaluation capabilities. Moreover, hybrid CPU-FPGA
systems have demonstrated another possible way to leverage the elasticity of software and
the performance of hardware, supporting real-time auditing and timely incident response
in heterogeneous, renderer-strengthened environments [30].

4.2.7. Barriers and Challenges to Widespread Adoption

Despite this, FPGA-based solutions face barriers to adoption [38]. However, de-
veloping and implementing FPGA-targeted auditing frameworks involves expertise in
digital hardware and knowledge of high-level synthesis tools. The high upfront cost of
deploying an FPGA platform may also hinder smaller organisations. However, continuous
research is being conducted to make FPGA coding easier and to create libraries of reusable,
pre-optimised cryptographic cores, which can significantly lower the barrier to entry.

Beyond technical obstacles, ethical and regulatory considerations represent equally es-
sential challenges. Password auditing tools—whether software or FPGA-accelerated—must
be used under strict authorisation to prevent unauthorised access and misuse. International
guidelines such as NIST’s Technical Guide to Information Security Testing and Assessment
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(SP 800-115) [41] and the ISO/IEC 27001 information security standard [29] explicitly high-
light the need for prior approval, well-defined scope, and accountability when conducting
password strength evaluations. Unauthorised use not only raises serious legal and ethical
concerns but also exposes organisations to liability in the event of data misuse. Therefore,
ensuring compliance with established ethical frameworks is as critical as advancing the
hardware and algorithmic capabilities of FPGA-based auditing systems.

4.2.8. The Future of FPGA-Enhanced Password Security

The use of FPGAs in password auditing is a significant step forward for both of-
fensive and defensive security fronts [26,30]. This unique combination of performance,
efficiency, and adaptability gives security professionals a powerful arsenal to hunt and
block credential-based threats. With ever-evolving threat landscapes and systems grow-
ing in complexity, FPGA-accelerated password auditing will play a foundational role in
future-ready security infrastructures [38].

4.3. FPGA-Based Intrusion Detection and Prevention Systems (IDS/IPS)

Intrusion Detection Systems (IDS) and Intrusion Prevention Systems (IPS) are essential
components in modern cybersecurity, offering both proactive and reactive measures to
protect networks against threats. IDS monitors traffic in real-time to detect anomalies [3],
and IPS actively blocks or mitigates malicious activity [1]. With the increasing complexity
of cyber threats and the high speed of networks, IDS/IPS solutions must scale efficiently.
FPGA-based IDS/IPS enhances performance by enabling real-time threat detection and
mitigation with higher speed and accuracy than software-based counterparts [1].

4.3.1. Signature-Based IDS

Signature-based IDS detects and recognises known threats by measuring network
traffic against a database of attack signatures [1]. These systems are struggling to de-
tect novel attacks or zero-day attacks. Signature matching efficiency and throughput
are improved as both hardware and software execute the firmware data [9]. One such
approach is commonly referred to as Content Addressable Memory (CAM), which en-
ables the fast search of possible attack patterns, thus minimising detection time [7]. This
is further improved by finite state machines (FSMs) that handle pattern matching on a
state-by-state basis [9].

FPGA-Optimised Snort IDS, an accelerated variant of the popular open-source IDS,
is a key example. With parallel packet processing and hardware offloading, Snort, when
configured with an FPGA, can benefit in terms of speed and accuracy in high-throughput
environments [3]. This improvement is beneficial against fast-executing attacks, such as
buffer overflows and denial-of-service (DoS) attacks [1].

4.3.2. Anomaly-Based IDS

Anomaly-based IDS does not rely on defined signatures; it identifies anomalies as
deviations from normal network behaviour, i.e., threats [1]. This technique is particularly
effective against zero-day attacks. Similarly to PCA and clustering, FPGA-based anomaly
detection solutions take advantage of statistical methods and parallel processing, but to
extract features from traffic quickly [17].

Many machine learning models, such as decision trees, support vector machines
(SVMs), and neural networks, are incorporated into IDS on FPGAs to improve the accuracy
of the detection [1]. Designs of FPGA-accelerated ML models can analyse vast volumes
of traffic for any network in real-time and detect minor behavioural deviations that may
lead to security breaches [17]. An AI-driven FPGA-based IDS protects against emerging,
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non-coded attacks because a training algorithm continuously runs on new data, making
the IDS autonomous [1].

FPGA-based IDS achieves faster, more scalable threat detection by offloading
computation-intensive tasks [7]. These systems are crucial in large-scale networks, includ-
ing data centres and financial sectors, requiring real-time, high-speed security monitoring.
A combination of both signature-based and anomaly-based IDS approaches improves the
effectiveness of the FPGA-based protection method [1].

4.4. FPGA-Based Network Firewalls

In today’s interconnected digital landscape, firewalls serve as a cornerstone of security,
acting as a critical first line of defence against cyberattacks. Firewalls review network traffic
and filter or approve packets according to security policies. Traditional software-based
firewalls are typically CPU-bound and cannot process network traffic at line rates, thereby
becoming a bottleneck as the intensity and complexity of network traffic increase [3,7].
FPGA-based firewalls overcome these limitations with their parallel processing-based
hardware acceleration, which supports high-speed packet filtering [4], and deep packet
inspection (DPI) [1].

4.4.1. Rule-Based Packet Filtering

Rule-based packet filtering is a commonly used method in data transmission, where
data packets are compared against a set of predetermined security policies. To this, packets
are processed sequentially at the software level to reduce responses and add overhead, re-
sulting in delays, especially in high-traffic scenarios [2]. FPGA-based firewalls, by contrast,
execute multiple security rules simultaneously, reducing latency and increasing through-
put. They are ideal in dynamic enterprise networks, data centres, and ISPs [1,42]. With its
reconfigurable architecture, it supports customisation for specific network environments.

4.4.2. Deep Packet Inspection (DPI)

Unlike basic packet filtering, Deep Packet Inspection (DPI) examines complete net-
work packets, including payloads, to identify malicious content, malware, and concealed
threats [9]. Software-based DPI solutions often struggle with high processing overhead
and limited real-time performance. To address this, FPGA-based DPI leverages hardware
parallelism, reducing latency and improving throughput [22]. In the context of encrypted
traffic, FPGA acceleration may operate in different ways: for example, by handling TLS
termination directly in hardware, by analysing metadata and flow-level features, or by
applying traffic analysis techniques without decryption. When decryption is required,
FPGA offloading reduces CPU overhead and enables faster inspection, supporting the
detection of threats such as malware and zero-day exploits [15,17].

4.4.3. Advanced Threat Detection and Prevention

FPGA firewalls are integrated with intrusion detection and prevention (IDS/IPS) for
better security [18]. With the ability to analyse every packet in real-time, they can find and
eliminate more intricate attacks, including advanced persistent threat (APT), distributed
denial of service DDoS, and intrusion attempts [20]. DPI can be combined with high-speed
analysis to detect attacks and filter malicious traffic before it infiltrates the network using
FPGA-based firewalls [24,43].

4.4.4. Scalability and Adaptability

FPGA-based firewalls offer significant performance improvements over traditional
devices, enabling organisations to handle higher-throughput workloads without compro-
mising security. FPGAs have the capability of being reconfigured each time the functionality
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needs to be changed; this means that new attack vectors and security requirements can be
accommodated [44]. This adaptability helps organisations stay ahead of evolving cyber
threats [27].

4.5. FPGA-Based Security Acceleration

FPGAs are widely used to enhance the scalability and performance of network security
applications. Initially, they were known for accelerating cryptographic operations; how-
ever, their applications have since expanded to include secure communication protocols,
blockchain technologies, and post-quantum cryptography [19]. FPGA improves speed,
efficiency, and real-time processing by offloading computationally intensive tasks from the
CPUs, which is necessary for secure high-speed networks [45].

Secure Network Protocols

FPGAs accelerate popular transport layer protocols that help encrypt web communica-
tions, such as Transport Layer Security (TLS)/Secure Sockets Layer (SSL), as well as Internet
Protocol Security (IPsec). Being critical protocols for data encryption (data transmissions),
authentication, and data integrity in data transfer at scale [46].

• TLS/SSL Offloading:

The parallelism of FPGAs enables the acceleration of TLS/SSL cryptographic hand-
shakes by offloading key exchange, encryption, and decryption, thereby lowering latency
and increasing scalability [47]. This is especially useful in data centres and cloud appli-
cations where a high number of secure connections are to be set up efficiently without
flooding the CPU [1].

• IPsec and Security on VPNs:

While IPsec is a network layer protocol that enables encrypted and authenticated
communication, VPNs, on the other hand, establish a tunnel through which data can be
encrypted for transmission. The efficiency of encryption/decryption operations on FPGAs
has reduced the burden on CPUs for computation [22]. This is particularly important for
enterprise networks, cloud environments, and remote work environments that require
low-latency, high-speed, and secure communication throughput [1].

Beyond accelerating protocols like TLS and IPsec, FPGAs can also play a crucial
role in generating the secure keys these systems rely on. Hardware-based True Random
Number Generators (TRNGs), such as ADPLL-based designs [45] and newer jitter-latch
approaches [48], deliver high-speed randomness directly on-chip. By ensuring stronger key
material, these TRNGs complement protocol acceleration and further reinforce the overall
security of FPGA-based network systems.

4.6. Blockchain and Post-Quantum Cryptography

Blockchain and quantum computing are altering the security requirements by render-
ing algorithms less effective. Cryptographic hash functions, such as SHA-256, play a crucial
role in validating transactions in blockchain applications, including cryptocurrencies [19].
On the other hand, the advent of quantum computing can render traditional encryption
methods, such as those using RSA and ECC, obsolete; therefore, it necessitates the use of
post-quantum cryptographic methods [28].

• Blockchain Transaction Acceleration:

Accelerators based on FPGA perform massive acceleration of high-throughput
blockchain operations by allowing parallel computations of cryptographic hashes on the
blockchain [49]. This reduces transaction validation time, thereby increasing throughput
for mining operations and high-scale verification systems. FPGAs are especially useful for
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cryptocurrency networks, decentralised finance (DeFi), and blockchain platforms because
they require high-speed cryptographic processing [50].

• Post-Quantum Cryptography:

Breakthroughs in quantum computing, particularly the development of Shor’s al-
gorithm, pose a significant threat to classical encryption schemes such as RSA and ECC.
This emerging reality is driving the urgent development of post-quantum cryptographic
methods that can withstand quantum-level attacks [28]. Post-quantum FPGA imple-
mentations, while covering not just lattice-based cryptography, ensure resistance to at-
tacks from quantum computers [51]. In the post-quantum era, their ability to execute
complex mathematical operations in parallel achieves this scalability and cryptographic
security assurance.

Therefore, as mentioned earlier, the benefits of using hardware, specifically FPGAs,
include accelerating encryption and enhancing network protocols, as well as improving
quantum resistance. Due to their strong parallel processing ability and reconfigurability,
they are considered the heart of next-gen secure communication [52]. With their inherent
flexibility and ability to execute complex computations in parallel, FPGAs are increasingly
recognised as vital enablers of quantum-resistant security, particularly in high-risk sectors
such as finance, defence, and autonomous systems.

5. Analysis
The analysis of recent FPGA-based implementations shows clear benefits in terms of

performance, latency, and energy efficiency. However, the extent of these improvements
varies across application domains, hardware platforms, and optimisation strategies. Crypto-
graphic accelerators often emphasise throughput, IDS/IPS solutions prioritise low-latency
packet inspection, and VPN/firewall implementations aim to balance encryption speed
with resource utilisation. Collectively, these contributions highlight the adaptability of
FPGAs to diverse network security requirements.

To enhance comparability, we now incorporate normalised metrics wherever they were
available in the surveyed studies. Specifically, results are reported in terms of throughput
per Watt (Gbps/W), logic utilisation per bit/s (LUT/bit/s), and latency for equivalent
payload sizes. Where the necessary data were not provided, we explicitly mark them as
NR (Not Reported) in Table 5—for example, Xie et al. [52] documented 38 Gbps throughput
for FPGA-based password recovery without providing energy measurements, while Liu
et al. [23] reported latency values but omitted normalised power data. Including nor-
malised measures wherever possible enables more meaningful side-by-side comparisons
and highlights both performance gains and efficiency trade-offs.

This process also revealed a broader limitation across the surveyed literature: per-
formance data are reported inconsistently. Some studies emphasise throughput but omit
power consumption, others provide area utilisation but not latency, and very few present
normalised values that support systematic benchmarking. By calling attention to these
omissions, we underscore the importance of developing standardised reporting practices
in future FPGA research. Consistent benchmarking—including normalised performance
and energy metrics—would significantly improve reproducibility and practical evaluation
across implementations.

In addition to these quantitative comparisons, several thematic trends stand out:

• Intrusion detection and prevention systems have evolved from purely signature-
based approaches to FPGA–machine learning hybrids capable of identifying anomalies
and even zero-day threats. Reconfigurability is a key enabler, allowing systems to
adapt dynamically to evolving attack patterns.
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• Network defence systems such as firewalls and VPNs increasingly rely on FPGA
acceleration for deep packet inspection and tunnel encryption (e.g., IPsec and Wire-
Guard). These designs help overcome CPU bottlenecks and achieve line-rate through-
put, though scalability and energy efficiency remain unresolved challenges.

• AI–FPGA integration and post-quantum cryptography (PQC) are two emerging
directions of particular promise. AI-enabled FPGA platforms are being studied for
distributed, low-latency analytics at the edge. At the same time, FPGA prototypes
of lattice-based PQC primitives demonstrate the feasibility of hardware-accelerated,
quantum-resistant security.

• Side-channel protection and hardware monitoring represent a more petite but grow-
ing body of work, emphasising runtime assurance and trust at the hardware level.

Table 9 consolidates FPGA-based implementations across multiple domains. By
adding normalised values, the table clarifies performance trade-offs where data exist, while
clearly identifying gaps where they do not. This dual role both strengthens the comparative
analysis and highlights the need for more rigorous, standardised reporting in the field.

Table 9. FPGA-Based Network Security Implementations with Reported and Normalised Metrics.

Study/Year Algorithm(s) FPGA Platform Toolchain Key Metrics Normalized
Metrics

Application
Domain

Kammoun et al.,
2020 [11]. SHA-256 Xilinx Virtex Custom HDL High throughput,

energy-efficient
NR (power data

not provided)
Cryptographic

Accelerator

Roy et al., 2024
[8]. AES + ECC UAV on FPGA Vivado Dual-layer

authentication NR Secure Key
Exchange

Pham-Quoc et al.,
2023 [1].

IDS/IPS
(AI-based) Zynq FPGA Vivado HLS

Real-time
anomaly
detection

Latency: 2.3
ms/NR power

Intrusion
Detection

Liu et al., 2023
[23]. VPN (WireGuard) FPGA Gateway Vivado Low-latency

offload
Latency: 167
µs/NR power VPN Encryption

Lei et al., 2021 [7].
Hyperspectral

Anomaly
Detection

Virtex FPGA Xilinx ISE
167.2

Mbps/18.9K
gates

≈0.0088
Mbps/gate/NR

power

AI-Enhanced
Detection

Sideris et al.,
2024 [15]. SHA-3 Virtex FPGA Vivado High throughput,

compact area
NR (throughput

only) Hashing/IDS

Xie et al., 2025
[52].

Password
Recovery

Multi-FPGA
System Vivado 38 Gbps/high

scalability
NR (power not

reported)
Password
Auditing

L. Le Jeune et al.,
2022 [18].

Energy-Efficient
FPGA Design

Wearable/IoT
Devices Custom Flow Reduced power

consumption
≈0.45 Gbps/W

(reported)
Hardware
Security

Normalised metrics are reported where available in the original studies. Where authors did not provide sufficient
data, values are indicated as NR (Not Reported).

Taken together, these findings reveal a balance between near-term performance gains
(throughput, latency, energy efficiency) and forward-looking innovations (AI integration,
PQC, and hardware-level defences). This balance sets the stage for the deeper discussion of
challenges and opportunities in the following section.

6. Limitations and Challenges
While FPGAs offer impressive performance and flexibility for network security, several

real-world limitations still challenge their widespread use.

6.1. Learning Curve and Toolchain Complexity

Designing for FPGAs isn’t always straightforward. Engineers often need to work
with hardware-level languages, such as VHDL or Verilog, or navigate sophisticated tools
like Vivado HLS. These environments, although powerful, can be intimidating and time-
consuming—especially for those coming from a software-only background. This steep
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learning curve makes FPGAs less accessible to many developers—especially those coming
from purely software backgrounds. Teams often face significant ramp-up time when
learning hardware description languages (HDLs) or adapting to unfamiliar toolchains.
Furthermore, the lack of standardisation across vendor tools means that workflows can vary
significantly between platforms, making portability and collaboration more challenging.
This fragmentation not only slows development but also discourages broader adoption in
fast-paced security environments where agility is essential.

6.2. Limited Resources and Scalability Issues

FPGAs have a finite amount of logic blocks, memory, and digital signal processing
units. When implementing complex encryption or real-time detection systems, these
resources can quickly become depleted. Scaling up to support large networks or adding
new functionality often requires trade-offs or expensive hardware upgrades.

6.3. Challenges of Dynamic Reconfiguration

One of the unique strengths of FPGAs is their ability to reconfigure on the fly. However,
making this work smoothly in practice is far from trivial. Partial reconfiguration can
introduce delays, design complications, and potential instability if not handled carefully.

6.4. Security Risks at the Hardware Level

While FPGAs offer strong performance and adaptability, they also introduce unique
security concerns that are sometimes overlooked. Unlike software vulnerabilities that can
often be patched quickly, hardware-level attacks—such as bitstream tampering, power
analysis, or fault injection—can compromise the integrity of the entire system. These
threats operate below the software stack, making them harder to detect and defend against
using conventional security tools. Despite some progress, the widespread adoption of
protections such as bitstream encryption, secure boot mechanisms, or runtime anomaly
detection remains limited in practice. Additionally, the field still lacks unified frameworks
or industry standards for validating FPGA security across different stages of the design
and deployment lifecycle. This gap poses a challenge for organisations aiming to use
FPGAs in high-assurance or mission-critical systems, where provable hardware trust is
non-negotiable.

6.5. No Standard Benchmarking Practices

There’s currently no universally accepted method for evaluating FPGA-based security
systems. Some papers report throughput, others focus on power or latency, and a few
provide complete implementation data. This lack of consistency makes it difficult to
compare results or build upon previous work with confidence.

7. Critical Analysis and Future Directions
FPGA-based network security has demonstrated significant advantages in accelerating

cryptographic operations, intrusion detection, and firewall processing. Compared to CPU-
bound methods, FPGAs offer parallelism, low latency, and reconfigurability—features that
are vital for next-generation high-speed networks. Yet, several significant challenges remain.

Energy efficiency remains one of the most pressing issues. While performance im-
provements are evident, large-scale FPGA deployments can consume substantial amounts
of power. Promising advances such as dynamic voltage and frequency scaling (DVFS) have
reduced power consumption in specific workloads [18]. However, widespread adoption
will depend on striking a balance between energy savings and consistent performance.

Resilience to zero-day attacks is another underdeveloped area. FPGA-based IDS
systems that integrate anomaly detection models have demonstrated the ability to detect
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previously unseen behaviours in real-time [1,17]. However, ensuring robust training
pipelines and incorporating explainable AI remain critical research needs if such systems
are to gain trust in practical deployments.

AI–FPGA integration has proven especially effective in handling encrypted traffic.
For instance, Todorov et al. (2021) demonstrated that FPGA-accelerated classifiers can
outperform CPU-based IDS even when traffic is encrypted [3]. Similar FPGA–ML sys-
tems have also been validated in other real-time, high-throughput domains such as high-
energy physics, where they process particle detector signals with ultra-low latency [53].
Nonetheless, questions of model portability, scalability, and lifecycle updates continue to
present obstacles.

Post-quantum cryptography (PQC) is emerging as a domain where FPGAs are well-
positioned for both prototyping and acceleration. Lattice-based PQC schemes mapped onto
FPGAs demonstrate their feasibility, albeit at the expense of high resource consumption [19].
This highlights the urgent need for optimised designs that balance quantum resistance with
hardware efficiency.

A final promising direction lies in FPGA–cloud co-integration. Recent studies, such as
those by Ramesh et al. (2022), have demonstrated that FPGA-accelerated cloud security
frameworks can significantly enhance throughput and scalability while maintaining adapt-
ability against evolving threats [47]. However, the orchestration, lifecycle management,
and practical deployment of such hybrid approaches remain largely unexplored.

In summary, FPGA-based network security has established itself as a robust foun-
dation for future systems; however, advancing the field requires addressing sustainabil-
ity, enhancing AI integration, and preparing for the quantum era. Meeting these chal-
lenges will be essential for building resilient, scalable, and future-proof FPGA-enabled
security infrastructures.

Figure 9 complements the preceding analysis and Table 10 by providing a visual rank-
ing of the identified challenges in FPGA-based network security. While the table presents a
structured overview of current efforts, gaps, and future directions, the figure concisely and
comparatively highlights their relative importance. Specifically, AI/ML integration and
energy efficiency emerge as the most pressing concerns, followed closely by scalability and
flexibility, as well as hardware trust and security. Post-quantum cryptography is shown as
a mid-level challenge, reflecting both its promise and the resource demands it imposes. In
contrast, standardisation and adoption appear slightly less critical but remain essential for
translating academic advances into industrial practice. Together, the text, table, and figure
provide a holistic view: the narrative offers depth, the table organises detail, and the figure
communicates priority at a glance.

Figure 9. FPGA security challenges and future direction.
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Table 10. Challenges, Current Efforts, Gaps, and Future Directions in FPGA-Based Network Security.

Challenge Current Efforts Identified Gaps Future Directions

Energy Efficiency
DVFS-based designs,
power-aware FPGA

accelerators.

Limited large-scale
benchmarks; trade-off

between power savings and
performance not well

quantified.

Design frameworks for
energy-performance

co-optimisation; sustainability
benchmarks.

AI/ML Integration FPGA-based anomaly
detection and ML classifiers.

Lack of standardised datasets
and training pipelines; high

complexity in reconfiguration.

Develop FPGA-friendly ML
toolchains for edge AI in

adaptive, real-time intrusion
detection.

Post-Quantum Cryptography
FPGA implementations of

lattice-based and hash-based
cryptography.

High resource overhead;
scalability concerns in
real-world networks.

Resource-efficient PQC
accelerators; FPGA–ASIC
hybrid solutions for PQC

standardisation.

Scalability & Flexibility
FPGA IDS/IPS with

reconfigurable rule sets;
dynamic firewalls.

Reconfiguration overhead
remains high, with limited
support for multi-tenant

cloud use.

FPGA–cloud orchestration;
rapid partial reconfiguration

for on-demand defence.

Hardware Trust & Security
Side-channel monitoring (e.g.,

Trust Guard), FPGA-based
secure enclaves.

Coverage is limited to specific
attack types; there is a lack of

universal frameworks.

Holistic FPGA trust
monitoring; integration with
runtime hardware attestation

systems.

Standardization & Adoption Prototype-level studies
published in academic venues.

Fragmented approaches; lack
of widely accepted

benchmarks and industrial
standards.

Establishing FPGA Security
Benchmarks: Collaboration

between Academia and
Industry.

8. Challenges and Future Research Directions
As FPGA deployment continues to evolve, researchers are actively exploring ways

to extend their impact in modern security systems. In this section, we highlight two high-
potential domains—AI and Post-Quantum Cryptography (PQC)—and propose concrete
research directions and practical implementation strategies to guide future advancements.

8.1. AI and Edge Computing Integration

AI-driven cybersecurity is gaining traction, particularly in latency-sensitive applica-
tions such as anomaly detection and zero-day attack identification. However, effective
integration with FPGAs requires more than broad alignment—it demands specific, action-
able paths forward:

• Designing FPGA-Compatible AI Models: Deep learning architectures, such as CNNs
and LSTMs, should be restructured for low-resource, reconfigurable environments
using techniques like quantisation and pruning [3,48]. Research should focus on
building high-level synthesis (HLS) libraries optimised for AI model deployment.

• Edge Inference Engines: There is strong potential in deploying real-time inference
on FPGA-powered edge nodes, especially for environments like 5G base stations or
industrial IoT, where localised decision-making is crucial [4].

• Federated and Collaborative Learning: Researchers could explore FPGA-based sup-
port for federated learning, allowing decentralised training without compromising
privacy—a particularly vital area for healthcare and finance sectors [11].

• Hybrid FPGA–CPU Security Pipelines: Practical implementations of AI-enhanced
IDS should consider task distribution across FPGA (for real-time inference) and CPU
(for rule updates and learning), enabling dynamic threat adaptation [3].
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8.2. Post-Quantum Cryptography (PQC)

The advent of quantum computing introduces urgency to adopt encryption schemes
that can resist quantum attacks. While FPGAs have been used to prototype PQC, further
research is needed to enhance their practical relevance:

• Optimised Hardware Mapping of NIST Candidates: Kyber, Dilithium, and
Falcon—leading NIST PQC finalists—should be implemented with detailed trade-
offs in area, power, and throughput. For instance, recent work on Kyber on FPGA
revealed high resource overhead, indicating a need for resource-efficient, pipelined
variants [19].

• Side-Channel Resilient PQC Designs: Active investigation is needed into masking,
shuffling, and dual-rail logic techniques to make PQC hardware safe against timing
and power-based attacks [25,26].

• Standardised PQC Libraries: There’s an opportunity to create a reusable, verified
library of PQC hardware blocks that are HLS-compatible and support secure firmware
updates as new standards emerge.

• FPGA–ASIC Co-Design Platforms: A hybrid FPGA–ASIC system could provide the
flexibility of reconfiguration for algorithm updates alongside ASIC-level performance
for stable, long-term deployments [50].

Together, AI and PQC represent not just challenges, but opportunities—offering path-
ways to build more resilient, intelligent, and forward-looking FPGA-based security systems.

9. Discussion
FPGAs offer a unique mix of performance, flexibility, and efficiency for network secu-

rity applications. Firewalls can process high-speed cryptographic operations and perform
intrusion detection and packet filtering, making them a valuable asset in securing modern
digital infrastructures [34]. Because FPGAs are reconfigurable, security mechanisms can be
updated dynamically, allowing them to respond to emergent threats [1].

However, there are some significant challenges associated with FPGA implementation.
Hardware is more complex than software, creating a barrier for software-centric security
teams requiring user-friendly development frameworks [44]. Moreover, lowering power
consumption and resource management needs to be optimised to support the large-scale
FPGA deployment in data centres and edge computing [1].

The combination of AI and FPGA-based security represents a novel frontier, offering
new capabilities such as anomaly detection mechanisms and real-time adaptive secu-
rity measures [1,17]. Furthermore, with the advancement of quantum computing, post-
quantum cryptography implementations on FPGAs will become increasingly crucial for
ensuring future-proof security [19,28]. Future work should continue to advance FPGA
programmability, power utilisation, and application in new use cases in zero-trust security
architectures [2,6]. These improvements will be crucial for harnessing the full potential of
FPGAs in network security.

Recen FPGA-based network security research organised by category, including meth-
ods, findings, and broader impacts. The categories cover cryptographic acceleration, intru-
sion detection, network defence systems (firewalls and VPNs), next-generation approaches
such as AI integration and post-quantum cryptography, and hardware monitoring for side-
channel resilience. This structured view highlights how FPGAs consistently deliver benefits
in parallelism, energy efficiency, and low latency, while also exposing challenges related
to scalability, resource utilisation, and programmability. By summarising methodological
contributions alongside technical significance and practical relevance, the table provides
researchers and practitioners with an apparent reference to guide future FPGA-based
security innovations.
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Table 11 illustrates the application of FPGA-based approaches across various security
domains, including cryptographic acceleration, intrusion detection, firewall offloading,
and hardware monitoring. While many of the reported studies demonstrate substantial
improvements in throughput, latency, and energy efficiency, challenges such as scalabil-
ity, programmability, and sustainable deployment remain evident. The distribution of
findings also indicates that research is currently more concentrated on cryptography and
IDS, whereas areas such as side-channel protection and hardware trust remain relatively
underexplored. This balance underscores both the maturity of specific FPGA security
applications and the open opportunities for future innovation.

Table 11. FPGA-Based Network Security—What recent studies actually did, what they showed, and
why it matters.

Study (Ref., Year) What they Did
(Method)

What it Shows (Key
Finding)

Why it Matters
(Impact/Note)

Cryptographic
Acceleration Kammoun et al. [11], 2020

Implemented SHA-256
on an FPGA using
loop-unrolling and

pipelining.

Achieved much higher
hashing throughput
than CPU, and with

lower power.

Practical hashing for
IoT/edge devices
where energy and
speed both matter.

Pham et al. [12], 2022

Built a multimode
SHA-2 accelerator

supporting multiple
variants.

Achieve reduced
latency while

maintaining high
efficiency across all

modes.

Flexible crypto engines
for systems that switch
algorithms at runtime;
power tuning remains

desirable.

Suhaili & Julai [13], 2022
Applied “unfolding” to

speed up SHA-256
datapaths.

Notable throughput
gains without

prohibitive area cost.

Good fit for
high-bandwidth links

that still have tight
FPGA budgets.

Sideris & Dasygenis [15],
2024

Pipelined SHA-3 and
optimised resource

usage.

High throughput at
low area.

Faster blockchain or
logging pipelines on

modest devices would
be beneficial; more
public benchmarks

would also be helpful.

Roy et al. [8], 2024

Combined AES + ECC
on FPGA for UAV

two-layer
authentication.

Secure key exchange
and encryption on
resource-limited

drones.

Strengthens airborne
links; resource

footprint can be tight
on small airframes.

Huynh et al. [35], 2023
Designed an

IoT-oriented SHA-3
accelerator.

Energy-aware hashing
for constrained nodes.

Promising for large IoT
fleets; needs broader
hardware validation.

Welte & Zambreno [46], 2023 Implemented SipHash
on FPGA.

Efficient short-message
authentication.

Useful for fast lookups
(e.g., tables, caches)

with integrity
guarantees.

Intrusion
Detection
(IDS/IPS)

Pham-Quoc et al. [1], 2023
Coupled anomaly
detection ML with
FPGA datapaths.

Real-time detection of
zero-day-like

behaviour.

Brings proactive
defences to line-rate;

requires solid training
data pipelines.

Todorov et al. [17], 2021
Deployed ML

classifiers on an FPGA
for traffic analysis.

Outperformed
CPU-bound IDS, even
under encrypted traffic

conditions.

Practical path to keep
IDS functional as

encryption becomes
ubiquitous.
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Table 11. Cont.

Study (Ref., Year) What they Did
(Method)

What it Shows (Key
Finding)

Why it Matters
(Impact/Note)

Foudhaili et al. [3], 2024 Built a reconfigurable
edge IDS on an FPGA.

Adaptive inspection at
low latency near the

data source.

Fits edge/5G
deployments; cloud

integration and
lifecycle need further

study.

Network Defence
Systems

(Firewalls &
VPNs)

Nam & Hoang [22], 2022
Offloaded IPsec
NAT-traversal to

FPGA.

Higher-throughput
VPN tunnelling under

NAT.

Helps backbone and
gateway boxes;

currently focused on
NAT scenarios.

Liu et al. [23], 2023
Implemented a
pure-hardware

WireGuard gateway.

Removes CPU
bottlenecks; lowers

latency.

Attractive for 5G/edge
gateways; current

prototypes need scaling
evidence.

Chen & Liu [24], 2021
FPGA-based DPI for

malware detection on
encrypted flows.

Inline analysis without
CPU stalls.

Enterprise-grade
inspection can be

resource-hungry on
small FPGAs.

Next-Gen FPGA
Security (AI &

PQC)
Seng et al. [4], 2021

Surveyed embedded
intelligence on FPGA

(AI+FPGA).

Clear rationale for
moving analytics to

hardware.

Guides low-latency
threat analytics on edge

nodes; programming
complexity remains a

barrier.

Duke-Bergman & Huynh
[19], 2023

Prototyped
lattice-based (PQC)

hashing on an FPGA.

Quantum-resistant
primitives are feasible

in hardware.

An early but essential
step for post-quantum
stacks; high resource
costs should be taken

into consideration.

L. Le Jeune et al. [18], 2022
Applied DVFS-style
techniques to FPGA

security designs.

Reduced energy for
long-running
deployments.

Better sustainability
adds design complexity

and verification
overhead.

Hardware
Monitoring &
Side-Channels

Zhang et al. [27], 2024
“TrustGuard”: power

side-channel
monitoring on FPGA.

Detects malicious
activity from power

signatures.

Native hardware
watchdogs enhance

runtime assurance, but
they require

comprehensive threat
coverage to be effective.

Figure 10 illustrates the yearly distribution of FPGA-based security research across
five major categories. The results show that cryptographic acceleration has consistently
attracted the largest share of attention, especially in recent years. At the same time, intrusion
detection and network defence systems demonstrate steady but more moderate growth.
Next-generation directions, such as AI integration and post-quantum cryptography, are
gaining traction, although they are still fewer in number compared to cryptography-
focused works. Hardware monitoring and side-channel resilience, by contrast, remain
relatively underrepresented, with only recent studies beginning to emerge. This trend
underscores how the field has matured around core cryptographic functions while leaving
open opportunities for expansion into hardware trust and future-proof security domains.
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Figure 10. Distribution of FPGA-based network security research (2020–2024) across major categories.

10. Conclusions
Field-Programmable Gate Arrays (FPGAs) continue to emerge as a cornerstone in

modern network security, offering unmatched parallelism, configurability, and energy
efficiency. These qualities are proving especially critical in securing high-throughput,
real-time systems such as blockchain networks, IoT devices, and 5G infrastructures. This
survey has provided an in-depth analysis of FPGA-based solutions across a diverse range
of applications, including cryptographic acceleration, intrusion detection and prevention
systems (IDS/IPS), hardware firewalls, secure communication protocols (e.g., TLS, IPsec),
and post-quantum cryptography.

Across the literature, FPGA implementations have consistently demonstrated superior
performance in accelerating algorithms such as AES, SHA-2, and SHA-3, while also en-
abling low-latency detection in IDS/IPS through the integration of machine learning. These
improvements have proven essential in environments where speed and responsiveness are
critical—such as encrypted traffic analysis and zero-day threat detection.

Additionally, applications in password auditing, side-channel protection, and real-time
monitoring continue to showcase the efficiency of FPGA-based systems over conventional
CPUs and GPUs. These gains are particularly impactful for blockchain, IoT, and 5G edge
networks, where reconfigurability and low power consumption are most critical.

However, critical gaps still hinder the widespread adoption of FPGA solutions in
practical environments. While this survey incorporated comparative measurements such as
throughput, latency, and normalised metrics (e.g., Gbps/W, LUT/bit/s) wherever available,
many studies stop short of full system validation and report only partial data. This
inconsistency makes cross-comparison difficult and underscores the need for standardised
benchmarking frameworks. Additionally, development toolchains such as Vivado and
Quartus are rarely evaluated in terms of usability, development time, or portability across
platforms. Security-critical practices—such as encrypted bitstreams, hardware trust models,
and side-channel defences—remain underexplored, even though they are essential for
deploying FPGA systems securely and reliably.
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Additionally, while AI and post-quantum cryptography (PQC) are widely discussed,
few studies address the high resource demands and reconfiguration complexity involved
in integrating these technologies on FPGAs. The potential of FPGAs in password security,
embedded systems, and secure edge computing is promising, but still underexplored in
scalable, production-ready implementations.

To move the field forward, future research must take a more holistic, deployment-
oriented approach. We propose the following priorities:

• Benchmarking & Validation: Shift from theoretical modelling to real-world deploy-
ment by benchmarking implementations on commercial FPGA platforms. Report
performance metrics like power, latency, and hardware resource utilisation.

• Usability & Toolchain Evaluation: Assess the usability of development environ-
ments (e.g., Vivado, Quartus, HLS), focusing on synthesis time, learning curve, and
platform portability.

• Secure Hardware Design: Integrate foundational security features into FPGA work-
flows, including encrypted bitstreams, runtime attestation, and resilience against
side-channel attacks.

• Dynamic Reconfigurability: Develop frameworks that support partial or runtime re-
configuration to allow systems to adapt to evolving threats without service interruption.

• Cross-Domain Applications: Apply FPGA-based security to underexplored domains
like industrial IoT, aerospace, automotive, and smart cities, where edge performance
and reliability are crucial.

Bridging the gap between theoretical promise and practical deployment will require
not only academic innovation but also stronger collaboration with industry stakehold-
ers, the adoption of common benchmarking standards, and the development of reusable
design libraries.

Ultimately, realising the full potential of FPGAs in network security will require bridg-
ing the divide between theoretical innovation and field-ready deployment—through bench-
marking, secure design, and collaboration across research and industry. As threats evolve,
FPGAs are poised to become an essential foundation for agile, resilient, and quantum-
resistant network infrastructures.
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Appendix A. Out-of-Domain FPGA Accelerators with Methodological
Relevance

This appendix summarises selected FPGA implementations that, while not directly
tied to network security, are referenced in this survey due to their transferable architectures,
benchmarking strategies, or design methodologies. These entries are provided separately
to avoid conflation with the core network security domain.
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Study Domain Relevance to Network Security

Lei et al. [7] Hyperspectral anomaly detection
Demonstrates low-complexity anomaly

detection algorithms suitable for
FPGA-based IDS in edge networks.

David [33] Hash function benchmarking

Provides a comparative analysis of legacy
(MD5, SHA-1) and modern (SHA-2, SHA-3)
hashes that informs algorithm selection in

secure networking.

Britten et al. [36] Password cracking

Highlights high-throughput brute-force
acceleration on FPGAs, useful for security

auditing and resilience testing of
authentication schemes.

Sideris & Dasygenis [32] General SHA-3 pipelining
Introduces pipelining optimisation

techniques relevant to accelerating secure
hashing in VPNs or encrypted tunnels.

Jimenez et al. [44] MD5 crypto-processor

Provides a performance comparison of
hardware synthesis nodes, illustrating

design trade-offs relevant to cryptographic
IP blocks.

These studies demonstrate how methods developed in adjacent or general-purpose
hardware domains can be adapted to enhance FPGA-based network security systems,
particularly in terms of throughput, footprint, and resistance to physical attacks.
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