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ABSTRACT The automotive industry is undergoing a foundational transformation driven by software-
defined vehicles (SDVs), where software not only orchestrates vehicle functionality but also redefines
the value proposition through servitization, making services a key differentiator rather than the physical
product. This paper explores the industry’s shift from a hardware-centric paradigm to one defined by
software and presents a comprehensive review of SDVs, structured around a systematic analysis of scientific
publications and patents. It lays out the evolution from a distributed to a centralized compute architecture
and discusses the promises of SDVs and their challenges. In particular, the paper highlights critical
obstacles including fragmented certification frameworks, lack of standardized toolchains, limited support
for continuous validation, and rising complexity in software maintenance and repair. Additional concerns
include vulnerability management, long-term software support, supply chain decentralization, regulatory
compliance, and the absence of open datasets, simulators, and benchmarking tools. The software-centric
nature of SDVs also imposes new demands on hardware scalability and future-proofing. Finally, we highlight
future directions and research opportunities such as ecosystem collaboration, open innovation, open and
standardized datasets, open education simulators and testbeds, quantifiable Quality of Experience (QoX),
cognitive data sampling, and contextual observability. This work offers a structured and forward-looking
perspective on how SDVs are fundamentally reshaping automotive technology and business models toward
intelligent, service-centric mobility ecosystems. To fully realize this potential, several technical, operational,
regulatory, and organizational challenges must be addressed across the SDV lifecycle.

INDEX TERMS Automotive Softwarization, feature-as-a-Service (FaaS), over-the-air (OTA) updates,
servitization, software-defined vehicles (SDVs), vehicle E/E architecture.

I. INTRODUCTION convergence of the automotive and cloud computing indus-

Software-defined Vehicles (SDVs) represent a transforma-
tive shift in the automotive industry, moving away from
traditional hardware-centric design toward vehicles in which
software plays the central role in defining functionality,
performance, and user experience (UX). This transformation
mirrors trends in consumer electronics devices, which
have evolved to become software-driven, cloud-connected
platforms to support a host of new digital applications and
services that can be upgraded over time. SDVs also mark the
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tries, combining real-time control with scalable, connected,
and continuously updatable software platforms. Leveraging
advances in computing power, connectivity, service-oriented
architectures (SoA), and microservices, SDVs enable vehicle
features and functions to be updated, enhanced, and per-
sonalized over time, often without requiring any physical
modifications.

The concept of software-defined vehicles has emerged
partly in response to the static and limited user experi-
ence of traditional vehicles, particularly when contrasted
with the evolution of smartphones, which are designed as
updatable platforms that support continuous enhancement.
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Many vehicle owners report dissatisfaction with the lack of
adaptability and limited features in conventional vehicles [1].
In parallel, the rise of connected and automated vehicles
(CAVs) further underscores the need for a modern, scalable
cloud-connected architecture that decouples software from
the vehicle hardware.

It is notable that the software complexity of modern
luxury vehicles now exceeds that of an advanced aircraft.
For instance, while the F-22 Raptor fighter jet contains
approximately 1.7 million lines of code (LoC) and the
Boeing 787 Dreamliner includes around 6.5 million LoC,
today’s high-end vehicles may integrate over 100 million
LoC [2]. These multi-million LoC are typically embedded in
nearly 100 electronic control units (ECUs) distributed across
the vehicle, each running one or more specific vehicle func-
tions, including a sophisticated suite of sensor and actuator
networks. This distributed architecture of a growing number
of ECUs with embedded software that cannot be modified
after vehicle purchase is no longer a viable framework to
manage the complexity of future vehicles. In the new SDV
paradigm, all vehicle features and functions are envisioned as
services driven by software, ideally running on a centralized
compute platform rather than dedicated individual ECUs.
This transformation, characterized by a modular architecture
that decouples software from the underlying hardware,
enables new opportunities for continuous innovation by over-
the-air (OTA) modification or addition of domain-specific,
cross-domain and ecosystem-based applications or services.

This paradigm shift toward software-centric, connected,
and continuously updatable vehicles is not only redefining
how vehicles are developed and maintained, but also how
they are used and could be monetized. As SDVs evolve
into programmable platforms, they open the door for new
value creation models centered around services rather than
just hardware. In this context, the concept of servitization
becomes highly relevant. Servitization refers to the process by
which original equipment manufacturers (OEMs) transition
from selling products to offering integrated product—service
systems (PSS), competing not solely through hardware but
through value-added services [3]. It has emerged as a
potential opportunity for OEMs to support future economic
growth and product differentiation [4]. Servitization offers
compelling value propositions by enabling market expansion,
the establishment of long-term customer relationships, and
multiple cost advantages [5]. It involves not only the
addition of services to traditional offerings but, in some
cases, the replacement of physical products with fully
service-based solutions [6]. Table 1 illustrates how various
servitization business models can be applied in the context of
software-defined vehicles, highlighting the shift from product
ownership to result-oriented service paradigms enabled by
Feature-as-a-Service (FaaS).

The architectural evolution of SDVs significantly enhances
OEMSs’ capacity to adapt to these emerging business models
and evolving customer expectations. In the traditional model
of services as a necessity, the customer primarily acquires
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TABLE 1. Servitization business model evolution in the automotive sector.

Business Customer Service Examples
Model Mindsets Value
Service Prefers full Post sale - Purchases a vehicle
only as a ownership reactive with fixed features
necessity maintenance - Visits dealership for
and repair repairs and scheduled
services maintenance
- No OTA updates;
features are static
Value- Open to Enhances - Purchases premium
added additional ownership infotainment (e.g.,
services features/ experience Mercedes-Benz MBUX
services with digital augmented reality
post- services navigation) or ADAS
purchase after initial sale (e.g.,
VW dynamic light
assist, GM
SuperCruise, Ford
BlueCruise, or Tesla
Autopilot/FSD)
- Subscribes to
telematics or remote
diagnostics
- Receives OTA
software upgrades and
patches
Serviceas  Values Use-oriented - Rents SDV with
abusiness  flexibility temporary access to
and premium features
convenience - Pay-per-use insurance
over or battery-as-a-service
ownership - Vehicle usage-based
maintenance planning
Serviceas  Doesn’t Result- - Pays for outcome
the core specify the oriented (e.g., trip from A to B),
business asset; not the vehicle
specifies the - Integrated with public
need and transport, ride-hailing,
pays for a and shared mobility
result platforms

- Seamless digital
access, personalization,
and mobility credits

the physical product with fixed feature sets, and there are
very few additional transactions between the manufacturer
and the customer, beyond occasional warranty support.
As customer demands shift toward services as added value,
SDVs empower OEMs to offer on-demand functionalities,
personalized feature updates, potentially via OTA delivery.
When advancing to the model of services as a business,
the inherent flexibility of SDVs supports new business
models such as subscription-based enhancements, usage-
based pricing, and context-aware feature activation, allowing
OEMs to dynamically monetize vehicle capabilities over
time. Ultimately, in the most mature model, where services
are envisioned as the core business, SDVs become enablers
of fully outcome-oriented mobility platforms, where not only
features but entire vehicles are abstracted from ownership.
Services are orchestrated entirely by software to fulfill user
needs on demand. Thus, SDV architecture not only supports
but fundamentally enables this progression by decoupling
software from hardware and allowing continuous, flexible,
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and user-centric service delivery throughout the vehicle
lifecycle.

This paper provides a comprehensive review of SDVs,
examining the current state of the industry and academic
research, including technological advancements and road-
blocks. It investigates the promises of SDVs, and the
complexities of automotive softwarization. The paper also
explores future research opportunities with a focus on
the long-term implications of software in the automotive
ecosystem. Through this review, the paper aims to contribute
to the ongoing discourse on the future of SDVs and their
impact on the automotive sector.

The remainder of this paper is organized as follows.
Section II describe the three SDV generations followed
by presenting a systematic review of SDVs in Section III,
following the PRISMA methodology, with a focus on
scientific publications and patents. Section IV explores the
role of software in the automotive industry, discussing the
promises and the challenges of automotive softwarization
and how the industry is adjusting to the software-centric
challenges. Potential directions and research opportunities
are outlined in Section V. Finally, concluding remarks are
summarized in Section VI.

Il. EVOLUTION OF SDV ARCHITECTURES

Software-defined vehicles represent a fundamental transfor-
mation in both architecture and functionality. This transfor-
mation can be understood through four evolutionary stages:
HDV/SDV 0.0, SDV 1.0, SDV 2.0, and SDV 3.0, as illustrated
in Figure 1. Each stage reflects significant advances in the
separation of hardware and software as well as in clustering
and centralization of compute modules.

A. HDV/SDV 0.0: DISTRIBUTED ARCHITECTURE

The traditional automobile, often referred to as Hardware-
defined Vehicles (HDVs), or SDV 0.0, comprises a distributed
system of dedicated electronic control units (ECUs), with
embedded software, connected to a vehicle bus. In the
traditional automotive model, mechanical and electronic
components operate independently, with a dedicated ECU
for each function, with integrated or embedded software.
A premium vehicle can potentially have over 100 such ECUs.
The embedded software cannot easily be changed or updated.
The vehicle relies on fixed-function hardware, leading to high
development costs and long feature deployment cycles.

The motivation behind SDV architecture is to change
this static system to a more dynamic and flexible one,
by decoupling or separating the application software, operat-
ing system (OS), and other middleware from the underlying
hardware and consolidating them into a more manageable
number of ECUs. The resulting architecture can be better
managed and modified, usually remotely, by OTA software
updates. The first generation of Rivian electric pickups and
SUVs, for example, consolidated the compute hardware
from 80 to 17 ECUs. The second generation further clustered
them from 17 to only 7 ECUs.
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B. SDV 1.0: DOMAIN ARCHITECTURE

SDV 1.0 introduces a domain-based approach, where
multiple functions within a subsystem (e.g., infotainment,
connectivity, body, powertrain, vehicle control) are consol-
idated into Domain Control Units (DCUs), which manage
a specific domain or set of vehicle functions, such as
advanced driver assist system (ADAS) or chassis control
functions. This structure offers some degree of software-
hardware decoupling, enables OTA updates and results in a
cleaner system layout. However, architectural silos persist,
limiting the overall scalability and reusability of software
components [7].

C. SDV 2.0: ZONAL ARCHITECTURE

SDV 2.0 shifts further toward modularity and abstraction.
Zonal architectures distribute low-level sensor and actua-
tor management to zone controllers, while a centralized
compute platform coordinates high-level functionalities via
a high-bandwidth communication network. This enables
more efficient development and deployment, reduces wiring
complexity, and enhances system scalability and updatabil-
ity [8], [9]. It enhances hardware consolidation and further
facilitates real-time functional upgrades, augmenting feature-
as-a-service (FaaS) functionalities.

D. SDV 3.0: CONSOLIDATED COMPUTE ARCHITECTURE
SDV 3.0, represents further consolidation of the compute
architecture with Centralized High-Performance Comput-
ers (HPCs) running virtualized software workloads across
distributed zone gateways, enabled by high-speed Ethernet
communication. This model maximizes the decoupling of
software from hardware and supports real-time orches-
tration. [10]. While enabling tremendous flexibility and
innovation, the fully centralized architecture also introduces
new challenges in software lifecycle management, network
complexity, safety validation, and cybersecurity.

Across all generations, the key characteristic and enabler of
SDV evolution is the progressive decoupling of hardware and
software. In SDV 2.0 and SDV 3.0, the architecture supports
a full stack: functional hardware (sensors and actuators), E/E
architecture for data exchange, compute platforms, OS ker-
nels (e.g., Linux, QNX), middleware for unified messaging,
and a service-oriented architecture (SoA) layer [7]. On top of
this stack, application software—ranging from safety-critical
functions to infotainment—operates independently from the
underlying hardware. All three models, SDV 1.0/2.0/3.0,
allow dynamic software development processes such as
continuous integration and deployment (CI/CD), rapid fea-
ture iteration, and customer personalization through cloud-
based services [8]. While SDV 2.0 enhances modularity by
distributing computational tasks to zonal units and leveraging
a central compute platform for complex, cross-zonal tasks,
SDV 3.0 fully centralizes all compute tasks to optimize
resource efficiency, though this introduces challenges such as
the need for a uniform high-speed software-defined network
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FIGURE 1. SDV Generations.

(SDN) and the risk of a single point of failure. Table 2 outlines
the differences between HDV/SDV 0.0, SDV 1.0, SDV 2.0,
and SDV 3.0 across key architectural and operational factors.

Ill. SYSTEMATIC REVIEW

Recent research on SDVs spans a broad range of technical and
organizational challenges. Many works propose novel SDV
architectures and frameworks, such as centralized computing
platforms, zonal architectures, and virtualization-based sys-
tems [8], [11], [12], [13], [14], [15]. Key contributions also
explore virtualization and containerization technologies for
efficient software deployment, performance evaluation, and
microservice orchestration [9], [16], [17], [18]. Middleware
innovations and service-oriented designs continue to play
a central role in SDV evolution [19], [20]. Several papers
discuss resource allocation for safety-critical and non-
safety-critical SDV applications, safety, cybersecurity, and
functional integrity through secure software update pipelines,
diagnostics frameworks, mixed-criticality execution models,
and public key infrastructure [21], [22], [23], [24], [25].
In addition, several efforts are presented to investigate
the challenges of SDVs. Liu et al. explore the impact of
SDVs on the automotive ecosystem, identifying barriers in
adapting traditional development models to meet iterative
demands [26]. Bordoloi et al. address the limitations of
centralized architectures, such as increased timing uncer-
tainties and complex worst-case execution time (WCET)
estimation, proposing solutions to enhance efficiency [27].
Panchal and Wang highlight the shift to software-dominated
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architectures, emphasizing the need to decouple software
from hardware and integrate cloud-connected ecosystems
for agile development [28]. Moreover, Sureddi addressed
the integration of agile methodologies into the automotive
industry [29]. The benefits, challenges, and opportunities
of agile methods in the automotive industry are explored
in [30] and the Software embedded system integration
in Cross-organizational Agile TeamS (SCATS) framework
for cross—organizational software integration in SDVs is
described in [12]. These works collectively underscore
the necessity for agile methodologies, and robust design
frameworks to ensure the safety, reliability, and scalability
of SDVs.

A systematic review on SDVs was conducted using the
Preferred Reporting Items for Systematic reviews and Meta-
Analyses (PRISMA) framework [31] to ensure a transparent
and structured process for identifying, screening, evaluating,
and including relevant literature. The review involved a com-
prehensive search across academic and industry databases
(e.g., Web of Science, Google Scholar, SAE Digital Library,
Google Patents, WIPO), using targeted keywords to identify
both peer-reviewed publications and patents related to
SDV technologies. After removing duplicates and excluding
studies primarily focused on autonomous driving or vehicular
networking—such as self-driving vehicles or software-defined
networks—the remaining documents underwent full-text eli-
gibility assessment. To avoid confusion with nonstandard
or conflicting acronyms (e.g., using SDVs to refer to self-
driving vehicles), only the literature explicitly addressing
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TABLE 2. Comparison of SDV Architectural Generations: HDV/SDV 0.0 to SDV 3.0.

Aspect SDV 0.0: Distributed SDV 1.0: Domain SDV 2.0: Zonal SDV 3.0: Consolidated
Architecture Architecture Architecture Compute Architecture
Architecture Type Hardware-defined A smaller number of Software-defined vehicle  Central HPC platform
vehicle with distributed domain controllers with central HPC with zonal gateways
function-specific ECUs manage specific compute and zone
functional domains (e.g., CPUs/controllers
infotainment, powertrain,
body)
HW-SW Full coupling between Domain-level separation Extensive HW/SW Near-total decoupling;
Relationship hardware (HW) and of SW from HW for decoupling; more HPC abstracts nearly all

embedded software
(SW)

abstraction and reuse

reliance on central
compute

application logic

Development Cost

Very high (custom ECUs

High (complexity across

Moderate (zonal

Lower recurring cost after

per function) domains) standardization) initial HPC investment
Function Update Rare (manual updates) Infrequent (limited OTA) Frequent (OTA + zonal Continuous (CI/CD
Frequency modular updates) pipelines)
Scalability Very low (HW locked Low to moderate High (standardized Very high (uniform
per model) zones) compute base)
Feature Time to Slow (hardware-driven) Moderate (SW-enhanced)  Fast (abstraction and Very fast (cloud-native
Market parallelism) agile deployment)
Feature as a Not supported Emerging Enabled Fully enabled and
Service (FaaS) monetizable
Digital Value None Basic (via gateway) Cloud-integrated Al-driven,
Stream DevOps-aligned
Physical Value Manual production logic  Still prominent Reduced (modular Software-first lifecycle
Stream dominates packaging) dominates
Complexity High (many ECUs, Moderate (domain silos) High (HW simplified, Very high (virtualization,
complex wiring) SW complex) orchestration layers)
Reliability High (mature HW-based) = Moderate (increasing SW  Moderate (OEMs Moderate (SW bugs in
role) adapting) safety-critical paths)

User Maintenance
Cost (0-10 yrs)

High (manual +
replacements)

Moderate (some OTA
help)

Lower (remote
diagnostics + OTA)

Lowest (predictive,
software-centric)

User Maintenance

Easy (widespread legacy

Challenging (HW-SW

Risk of obsolescence in

High HPC-software

Cost (10+ yrs) support) mismatch) updates mismatch over time
Dealer Low (predictable) Moderate (diagnostics High (tech and remote Very high (SW ops +
Maintenance Cost needed) tools) cybersecurity)

Connectivity Very low (standalone Moderate (some OTA) High (cloud/edge Very high (connectivity

Dependency functions) features) critical)

Cybersecurity Risk ~ Low (isolated ECUs) Moderate (networked High (expanded attack Very high (full-stack
domains) surface) threat model)

Software-defined Vehicles was considered. In total, 171 sci-
entific and technical publications and 101 patents published
between 2019 and 2024 were included in the final analysis.
This systematic review provides a comprehensive examina-
tion of SDV research trends.

Figure 2 shows the number of scientific and technical
publications focused on SDV. From 2019 to 2024, the data
shows a general upward trajectory in SDV-related publica-
tions, with a slow start (2019-2021), and a rapid acceleration
(2022-2024). The compound growth is remarkable: from
2 publications in 2019 to 90 in 2024, with an average annual
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growth rate exceeding 300% between 2021 and 2024. The
trend suggests that SDV research has gained significant
traction over this period, likely driven by technological
advancements, industry investment, or academic focus.

The collected data highlights a global but uneven distri-
bution, with a handful of nations driving the majority of
SDV research output. Academia leads SDV publications at
about 46%, followed closely by industry at about 35%, with
joint academia-industry efforts contributing a notable but
smaller 17% as shown in Figure 3. The data reveals a research
landscape where academia and industry are the primary
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drivers, with academia slightly ahead, and collaboration
playing a supporting but not dominant role.

Germany and the USA are the clear frontrunners in SDV
scientific and technical publications, contributing about 17%
and 13%, respectively, driven by their automotive and tech
prowess as shown in Figure 4. China, South Korea, and India
follow as emerging players, while the remaining countries,
including traditional tech innovators like Japan and France,
have smaller shares.

In terms of number of patents filed in the area of SDV,
Figure 5 shows that number of SDV patents grew rapidly
in 2020-2022 before declining in 2023-2024, illustrating a
rise-and-fall trend. This trend reflects an initial boom in SDV
patenting activity peaking in 2022 followed by a decline
through 2024.
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The early increase (2020-2022) aligns with the rise of
software-driven automotive solutions, where companies and
inventors raced to secure intellectual property. The subse-
quent decrease (2023-2024) could suggest that foundational
SDV technologies have been patented, leaving fewer novel
ideas to claim, or that the industry has shifted toward
the execution and refinement of existing innovations rather
than generating new ones. Alternatively, external factors
like economic conditions or regulatory changes might have
influenced patent filings.

The SDV patent landscape is heavily industry-driven,
with 92 patents originating from corporate entities, dwarfing
the contributions of independent inventors (6 patents) and
academia (3 patents) as shown in Figure 6.

92.0

80

o
S

Number of Patents
N
3

o
o

w
)

Industry 4
Independent 4
Academia 4

FIGURE 6. Academia, industry, and joint patent filings on SDVs.

This distribution underscores the commercial prioritization
of SDV technologies, with industry leading the charge in
intellectual property development. This also highlights the
industry’s focus on securing SDV intellectual property, while
academia and independents play secondary roles in patenting,
emphasizing a commercially driven patent ecosystem.

In terms of the market origin of patents, while a precise
assessment of SDV-related patents globally is complicated
and may have variation among the specific search platforms,
the collected data indicates that China overwhelmingly leads
with USA and EU as the second and third followers. Most
of the Chinese patents appear to be in the category of
“utility patents” as opposed to “design patents”, indicating
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the emphasis on execution by the OEMs and rest of the
industry eco-system. This highlights China’s aggressive push
to secure applied intellectual property in SDV technology.
This is in contrast to the publication landscape, where US
and Europe lead overwhelmingly. The findings indicate that
SDV research is expanding rapidly, with industry prioritizing
intellectual property protection and academia focusing on
foundational studies and knowledge dissemination. The
geographic distribution highlights strategic investments in
SDV technology, particularly from China, Germany, and
the USA.

IV. AUTOMOTIVE SOFTWARIZATION: PROMISES AND
CHALLENGES

Following the lead of new electric vehicle (EV) man-
ufacturers, such as Tesla, Rivian, Lucid, NIO, XPENG,
etc., traditional automotive OEMs are increasingly adopting
this new software-centric paradigm with the potential to
redefine the ownership experience. Many positive out-
comes are expected from this transformation—from product
development to manufacturing and ultimately to end-to-end
consumer experience. Some of the potential benefits include:

o Simplified Architecture: the modular design of SDVs
enables the consolidation of vehicle components, such
as standardized wiring harnesses, which reduces wiring,
and overall mass.

o Agile and Accelerated Development: SDVs support a
software-first, agile development approach that enables
early-stage innovation through cloud-based simulation,
virtual models, and digital twins. This shift-left strategy
reduces time to market from years to months and
promotes rapid iteration through MVP development and
continuous feature delivery.

o Continuous Feature Delivery: over-the-air (OTA)
updates allow manufacturers to fix bugs, improve
performance, and roll out new features after the vehicle
has been sold, ensuring continuous improvement.

o Feature-as-a-Service (FaaS): SDVs unlock on-demand
capabilities such as premium driver assistance, adaptive
drive modes, and in-cabin personalization. This supports
flexible monetization and digital revenue streams.

« Personalized User Experience: software-defined cock-
pits can adapt to user preferences, offering personalized
media, navigation, climate control, and in-cabin settings.

o Increased Scalability and Code Reusability: a unified
software platform allows the same codebase to be
deployed across multiple vehicle models, enhancing
scalability and reducing duplication.

« Sustainability and Operational Efficiency: SDVs
enable improved real-time, data-driven, and cloud-
connected services, leading to smarter energy usage,
optimized routing, and other features that contribute to
more sustainable mobility.

While these benefits signal a promising shift toward
SDVs, they are accompanied by a range of technical,
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operational, regulatory, and organizational challenges that
must be addressed to realize the full potential of SDVs. The
following subsections discuss these challenges.

A. MANAGING SOFTWARE IN THE VEHICLE
DEVELOPMENT PROCESS
The development of software-defined vehicles introduces
substantial technical challenges due to the deep integration
of software into safety-critical, performance-sensitive, and
highly distributed vehicular systems. As SDVs evolve into
complex cyber-physical platforms, engineers must manage
not only increased system complexity but also rigorous
safety, security, and performance demands. A key challenge
arises from the need to coordinate numerous heterogeneous
software entities that interact in real-time under strict
functional safety constraints. The vehicle, being a safety-
critical device, requires that software operate reliably across
subsystems with varying Automotive Safety Integrity Levels
(ASIL) [32]. Furthermore, the dynamic and connected nature
of SDVs exposes them to evolving cybersecurity threats,
demanding robust and resilient software frameworks.

As automotive OEMs deeply integrate software into the
vehicle development process, the industry faces several
emerging challenges, including:

1) SOFTWARE AS AN ASSET

Traditionally, key vehicle functions were controlled by
dedicated ECUs with embedded software, and the automotive
industry did not manage software as an economic asset.
Unlike the technology sector, which uses accounting prac-
tices to capture software value in financial books, automotive
OEMs are now being challenged to redefine how they assess
and manage software economically.

2) INTEROPERABILITY

There is no consistent industry-wide approach to delivering
software from suppliers to OEMs, nor for integrating software
from multiple sources. Incompatibility between software
performing the same functions from different vendors is
common, and the lack of standardized toolchains and
validation processes further complicates interoperability.

3) CERTIFICATION

As software becomes more integral to vehicle functionality,
ensuring reliability is critical-especially in safety-critical
systems. This increases the need for third-party certification.
While frameworks such as ASIL-D certification by TUV [32]
exist, there is no comprehensive system to certify automotive
software. Current certification methods remain fragmented.

4) TESTING AND VALIDATION

Traditional automotive product development is a linear
process, culminating at the endpoint, sometimes referred to
as Start of Production (SOP). One of the major challenges
in software-centric product development is transitioning
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from the traditional ‘“V-framework of design-development-
testing” [33] to a continuous development cycle that incor-
porates Continuous Integration and Continuous Delivery
(CI/CD) practices. This shift necessitates the adoption of the
principles of “Shift Left” (test early) and *“Shift Right™ (test
and monitor in production), requiring tighter collaboration
among designers, developers, and validators.

In the automotive context, “Shift Left” translates to
embedding testing activities early in the design process,
such as through model-in-the-loop (MiL) and software-in-
the-loop (SiL) simulations, fault injection at design time,
and automated unit and integration tests for safety-critical
functions before hardware availability. This early-stage
verification helps identify defects when they are cheapest
to fix and ensures alignment with ISO 26262 safety goals
from the outset. On the other hand, ““Shift Right” emphasizes
post-deployment monitoring and validation using in-field
telemetry, OTA rollback mechanisms, and runtime anomaly
detection, allowing developers to observe how systems
behave under real-world conditions. This is particularly
crucial for continuously evolving SDV features, where usage
data and operational feedback can inform patches and
improvements while the vehicle remains in operation.

Historically, automotive systems have been validated,
revalidated, and rigorously safety certified according to ISO
26262 standards. Releasing software with equivalent rigor in
a continuous delivery context is still an evolving challenge.
The recent CrowdStrike incident in 2024 [34] demonstrated
the potentially catastrophic consequences of a faulty, unvetted
update pushed hastily to millions of connected devices. One
can easily imagine the severity if those 8.5 million targets
were safety-critical SDVs. Therefore, the industry must
find ways to balance rigorous automotive-grade validation
with the agility demanded by continuous software delivery.
Although there are standards for functional safety (ISO
26262), cybersecurity (WP.29 in Europe) [35], and risk
management (ISO/SAE 21434) [36], current testing protocols
and certification schemes are insufficient for the demands
of continuous delivery. OEMs and their supply chains must
collaborate with certifying bodies such as TUV, Exida, SAE,
and ISO to develop updated processes and frameworks that
can ensure both safety and agility.

5) ISSUES WITH OPEN-SOURCE SOFTWARE ADOPTION

While the benefits of open-source software in the SDV
framework are understood, their adoption also opens the door
for new vulnerabilities. Back in 2023, log4j, a widely used
logging library under Java, had a serious security issue, and
all Java applications had to be updated very soon to avoid
execution of malicious code [37]. This is a good example
of the adoption of an open-source library that can lead to
significant safety and security issues. Similarly, researchers
found a maliciously introduced backdoor to bypass normal
authentication in the Linux utility XZ within the liblzma
library [38]. The open-source codes being adopted need to
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be scanned regularly for any common vulnerability exposure
(CVE), and the automotive industry needs to develop
common counterstrategies against potential vulnerabilities.

6) SOFTWARE SECURITY

Since the 2015 Jeep Cherokee remote hack demonstration by
Miller and Valasek [39], software security has remained a
major concern. White-hat hackers have exposed vulnerabil-
ities across numerous OEMs, including incidents involving
Sirius-XM services and backend systems of brands such
as BMW, Ferrari, and Mercedes-Benz [40]. Continuous
scanning for vulnerabilities in both hardware and software
libraries is essential. SDV security must be designed from
the outset and include comprehensive protections for OTA
updates. Although regulations such as UN R156 (SUMS) [41]
offer guidance, they are not sufficient alone. Validating
updates and preventing the propagation of faulty software
are now critical components of the development lifecy-
cle. Several studies have investigated the diverse safety
and security challenges associated with software-defined
vehicles. For instance, functional safety risk decomposition
and optimization under ISO 26262 requirements have been
proposed in [42]. Denial-of-service and jamming attacks
remain prominent threats, as highlighted in [43]. Real-time
intrusion response has been explored by applying adaptive
trust models [44]. Challenges in integrating Linux into
safety-critical systems are noted in [45]. Wireless vulnera-
bilities and attack surfaces in connected SDVs are discussed
in [46]. Finally, mechanisms for license validation [47],
secure service call authentication [48], and tamper-resistant
vehicle data storage [49] have also been proposed.

B. REPAIR AND LONG-TERM MAINTENANCE

Repairs in SDVs are increasingly complex due to the
vast scale of software involved—often ranging from 100 to
300 million lines of code across application layers, mid-
dleware, and hardware drivers. Troubleshooting or fixing
corrupted software will require sophisticated diagnostic tools
and skilled expertise. While many issues may be resolved
remotely through OTA updates, others—particularly those
impacting functional safety governed by standards like
ISO 26262 [32]-may necessitate on-site service and direct
collaboration with semiconductor or software suppliers. The
involvement of third-party software components, especially
if they introduce security vulnerabilities, could further
complicate repair workflows and liability management.

In addition to technical challenges, the costs associated
with software repair and maintenance are expected to be
high. Unlike the traditional ecosystem of third-party service
providers for physical components, the software in SDVs is
typically proprietary and tightly integrated with the OEM’s
infrastructure. This exclusivity inherently drives up the cost
of maintenance and restricts service options for vehicle
owners.
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Moreover, with vehicles expected to stay on the road
longer, software maintenance over a product’s lifespan
becomes crucial. Challenges include maintaining traceability
to older software versions and ensuring backward compatibil-
ity across generations of hardware. Even with ISO 26262 [32]
and ASPICE traceability requirements [50], compatibility
issues may arise between software and hardware of different
eras. For further discussion, see Maro et al. [51]. Another
growing concern is the risk of software discontinuity.
Dependence on OEMs for updates and support increases
the likelihood of systems becoming outdated if support is
withdrawn for older technologies. These risks are further
exacerbated if an OEM or its suppliers go out of business, are
acquired, or declare bankruptcy—leaving users without access
to critical software support or security patches.

C. PRODUCT DEVELOPMENT IN “SOFTWARE-FIRST”
PARADIGM

With the decoupling of hardware and software in SDV
architecture, frequent OTA updates promise to keep vehi-
cles perpetually “fresh.” However, this software-centric
paradigm imposes new demands on hardware as well.

1) FUTURE PROOFING

While software can be updated over time, the underlying
hardware will eventually require upgrades. This may lead to
a vehicle ecosystem containing multiple hardware versions,
complicating software compatibility. Ideas such as modular
hardware design, chiplets, and plug-and-play components
offer potential solutions, but there is no universally adopted
strategy across OEMs and suppliers.

2) SCALABILITY

OEMs must scale hardware platforms across diverse vehicle
models, price points, and trims. This scalability must allow
both upward expansion to support premium features and
downward adaptation for entry-level models. Notably, scaling
down is often more challenging, especially for high-volume
manufacturers aiming to deliver a broad product portfolio
efficiently.

D. THE GAP BETWEEN TRADITIONAL AND NEW
AUTOMAKERS

Tesla continues to sit at the top of the list of OEMs perfecting
their SDV framework, and several new EV-only OEMs such
as Lucid and Rivian in the US and Nio, Xpeng, Geely and
BYD in China are closely following. These companies have
embraced a ‘““software-first” clean sheet approach, ensuring
that software is central to every aspect of vehicle development
and operation, while the traditional OEMs like VW, GM,
Ford, Mercedes, Toyota, etc. are finding the transformation
from a hardware-centric approach more challenging. This is
the conclusion of the recent 2024 Gartner Digital Automaker
Index [52] shown in Figure 7, which measures the digital
maturity and technological capabilities of global automakers,
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FIGURE 7. Gartner Digital Automaker Index 2024 and Improvement vs
2023. Green indicates a positive change, Gray indicates no change, and
Red indicates a negative change compared to 2023.

focusing on their transition to software-centric, technology-
driven enterprises.

This digital automaker index evaluates 22 automakers
across multiple metrics such as leadership, talent, and
technology integration, including software development,
use of OTA updates, integration of Al, cloud adoption,
and digital product strategies. The index highlights each
automaker’s progress in shifting from hardware-centric mod-
els to software-defined, service-oriented platforms, offering
valuable insights into their readiness for the evolving mobility
landscape. It reflects how automakers are adapting to major
industry shifts, embracing the new technology, including
connectivity and SDV paradigm, and identifies which
companies are leading in integrating digital technologies into
their vehicles and business operations. The [53], [54] provide
an in-depth landscape of the challenges in launching SDV by
the traditional OEMs.

E. CHANGING SUPPLY CHAIN STRUCTURE

The traditional supply chain of the industry is changing from
a hierarchical structure where the Tier-1 suppliers such as
Bosch, Continental, ZF etc. hold a pre-eminent position to
a network-like structure — where OEMs may be working
directly with anyone, even a startup. On one hand, this
requires the OEMs to develop skill sets that traditionally
reside in Tier-1s. On the other hand, Tier-1s, as well as
large technology companies and small startups, have to figure
out the optimum interaction with the OEMs as illustrated in
Figure 8.

F. RESEARCH AND EDUCATIONAL BARRIERS

Despite the growing interest in SDVs, significant research
and educational barriers continue to hinder progress in this
domain. One major limitation is the limited availability
of open-source simulators, testbeds, and experimentation
platforms tailored to SDV development and validation. The
proprietary and complex nature of automotive software
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systems restricts access to realistic environments needed for
hands-on learning and prototyping.

Promising initiatives are emerging to support SDV
development and education. For instance, Eclipse Velocitas
provides an open-source development toolchain for building
containerized in-vehicle applications, while digital.auto’s
dreamKIT [55] and Playground [56] offer modular, cloud-
based environments for rapid prototyping and simulation
of vehicle functions. However, these platforms are still in
the early stages of adoption and have not yet been widely
integrated into academic curricula or research workflows.
Moreover, there is a pressing need for accessible, high-quality
platforms that support agile hands-on experimentation and
lower the barrier for innovation in automotive softwarization.
Compounding these issues is the lack of open datasets
covering critical areas such as anomaly detection, causal
inference, and runtime reliability, limiting the reproducibility,
benchmarking, and advancement of data-driven research.
Overcoming these challenges is essential to equip the next
generation of engineers and researchers with the tools
necessary to innovate in the SDV landscape.

G. SUSTAINABILITY AND WASTE CONCERNS

The increasing reliance on electronic and software com-
ponents in SDVs introduces new sustainability challenges.
One of the most pressing issues is obsolescence: the rapid
evolution of hardware and software raises the risk of
generating significant electronic waste. Unlike mechanical
parts, which can often be repaired or reused for decades,
digital components and platforms could become obsolete
sooner.

To mitigate environmental impact, sustainability must be
embedded in the design of SDVs. This includes developing
hardware systems that support reusability and recyclability,
reducing the ecological footprint throughout the product
lifecycle. Designing with modularity in mind can also
ease upgrades and prevent entire systems from becoming
redundant due to a single outdated component. Furthermore,
just as the electric vehicle industry has created a secondary
market for used batteries, the SDV ecosystem may need to
explore options for repurposing high-tech vehicle compo-
nents. Collaboration among OEMs, semiconductor suppliers,
and recyclers will be essential to ensure that components such
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as sensors, chips, and computing units can find a second-life
utility beyond their original deployment.

H. REGULATORY AND STANDARDIZATION ISSUES
One of the key challenges facing the development and
deployment of software-defined vehicles is effective data
governance. As SDVs increasingly rely on the collection and
processing of sensitive data, such as location information,
driving behavior, and in-cabin preferences, it is critical to
address privacy, equity, and data ownership concerns without
compromising vehicle safety or performance. In addition,
compliance with a complex and evolving landscape of global
and regional regulations presents a persistent hurdle for
automakers. Ensuring adherence to varying legal require-
ments across jurisdictions adds significant complexity to
software deployment, data handling, and in-vehicle services.
Another major issue is the lack of standardized protocols
and development frameworks specific to SDVs. Building
software-centric vehicles requires manufacturers to adopt
open standards and leverage open-source software where
feasible. This approach allows automakers to allocate their
limited in-house resources toward innovation and the creation
of brand-differentiating features and applications. To support
this vision, the industry has seen the emergence of several
working groups and consortia over the past decade—including
AUTomotive Open System ARchitecture (AUTOSAR),
Eclipse SDV, Scalable Open Architecture for Embedded
Edge (SOAFEE), and Connected Vehicle Systems Alliance
(COVESA)—focused on standardization, interoperability, and
common tooling across SDV ecosystems. Organizations such
as Eclipse SDV, for instance, play a key role in promoting
the adoption and governance of open-source solutions
in automotive environments. However, as standardization
efforts expand, coordination among these groups becomes
increasingly important. Although each consortium operates
under a unique charter and focuses on different aspects of
the SDV landscape, there is a growing need for alignment
and collaboration to avoid redundancy and ensure cohesive
progress. Without such coordination, efforts may overlap,
creating inefficiencies and slowing industry-wide adoption.

V. FUTURE DIRECTIONS AND RESEARCH OPPORTUNITIES
As software-defined vehicles continue to evolve, research and
partnership opportunities are emerging. These opportunities
span technical, operational, educational, and regulatory
domains, reflecting the complex and multidisciplinary nature
of SDV ecosystems. This section outlines key areas where
innovation, collaboration, and further study are essential
to address current limitations and unlock the full potential
of SDVs.

Ecosystem Collaboration and Open Innovation for SDV
Advancement:

Traditionally, the automotive industry has followed a
relatively “closed innovation” model, with a strong emphasis
on proprietary technology and tightly controlled development
pipelines. However, with the advent of the software-first
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approach inherent in SDV architectures, where the underlying
hardware is decoupled from application software and middle-
ware, there is an increasing need for standardization, collabo-
ration, and the adoption of open-source software, particularly
for non-differentiating applications. This paradigm shift has
catalyzed cross-industry collaboration, drawing expertise
from cloud and IoT sectors and giving rise to new consortia
such as SOAFEE, Eclipse SDV, and COVESA as previously
mentioned. These organizations are focused respectively on
bringing cloud-native technologies to automotive systems,
fostering open-source development models, and establishing
common data formats for interoperability.

Looking ahead, fostering deeper collaboration within the
mobility ecosystem will be essential to unlock the full
potential of SDVs. The open innovation approach offers
a promising foundation for addressing the complexity of
SDV development, where multiple stakeholders, including
OEMs, suppliers, software vendors, and cloud providers,
must coordinate across organizational and technological
boundaries. This approach can encourage shared toolchains,
co-development frameworks, and data interoperability across
platforms. A forward-looking example is SDVerse, a novel
automotive software marketplace developed by GM, Magna,
and Wipro, designed to serve all OEMs, suppliers, and
companies with relevant software offerings. SDVerse brings
together buyers and sellers to streamline software pro-
curement and accelerate integration workflows. Expand-
ing the adoption of such open marketplaces and shared
innovation frameworks will be instrumental in reducing
development time, promoting reuse, and supporting scalable,
modular SDV architectures. Continued research and industry
alignment around open innovation models will be key to
advancing the agility, interoperability, and sustainability
of SDVs.

A. DEVELOPMENT OF OPEN DATASETS

Despite the growing complexity of SDV functionalities, there
is a noticeable lack of publicly available datasets tailored
to the unique characteristics of SDV systems. Proprietary
restrictions and fragmented data collection practices across
OEMs and suppliers hinder reproducibility and bench-
marking efforts. To foster innovation, accelerate algorithm
development, and enable robust evaluation frameworks,
the SDV research community must prioritize the creation,
curation, and standardization of open-source datasets that
include multimodal data streams (e.g., vehicle state, sensor
logs, software execution traces, and system health met-
rics). For instance, in the context of SDV observability,
telemetry datasets that integrate metrics, traces, and logs are
crucial for developing and validating real-time monitoring,
anomaly detection, causality analysis, and automated inci-
dent response systems. The establishment of such datasets
is essential for promoting transparent, reproducible research
and fostering cross-disciplinary collaboration within the SDV
ecosystem.
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B. OPEN EDUCATION SIMULATORS AND TESTBEDS

The advancement of SDV research and education requires
greater emphasis on accessible, modular, and open-source
simulation and testing environments. While promising initia-
tives such as digital.auto’s dreamKIT [55] and digital.auto
Playground [56] have emerged, they remain in the early
stages of adoption and have yet to see widespread integration
into academic curricula or industrial research workflows
and training centers. The lack of standardized, open-access
SDV simulators and testbeds presents a significant barrier to
hands-on learning, rapid prototyping, and cross-institutional
collaboration. In parallel, there is also a notable shortage
of online courses and structured training programs in the
SDV domain, despite initial efforts such as the “SDV 101:
Introduction to Software Defined Vehicles” course [57]
offered by digital.auto. Future research and educational
efforts should prioritize the development and dissemination
of educational platforms that allow students, researchers,
and practitioners to experiment with real-world SDV func-
tionalities within reproducible and extensible environments.
Such tools will be essential in scaling SDV knowledge,
democratizing innovation, and bridging the gap between
academic exploration and industry-grade implementation.

C. QUANTIFIABLE QUALITY OF EXPERIENCE (QOX)

The International Telecommunication Union (ITU) defines
Quality of Experience (QoE or QoX) as the overall accept-
ability of an application or service, as perceived subjectively
by the end user [58]. QoX reflects the degree of delight or
annoyance experienced by users based on how well their
expectations are met with respect to the utility and enjoyment
of a given technology, in light of their personality and
current state. In the context of software-defined vehicles,
this translates to the user’s satisfaction with features such
as adaptive drive modes, personalized in-cabin settings,
or infotainment services, all of which are increasingly
defined and delivered through software. QoX is influenced
by three major categories of factors: system influence factors,
which relate to the performance and features of the SDV
platform; human influence factors, encompassing the user’s
expectations, mood, and preferences; and context influence
factors, such as driving conditions, traffic, or environmental
context. Unlike traditional vehicles, where experience was
tied to mechanical performance and static features, SDVs
offer dynamic, software-driven experiences that can adapt
in real-time. Measuring QoX in SDVs therefore requires the
development of metrics that assess comfort, responsiveness,
and safety under varying conditions, as well as intelligent
algorithms that optimize vehicle behavior in response to
real-time QoX feedback.

D. COGNITIVE DATA SAMPLING

SDVs generate vast amounts of feature utilization and
telemetry data from various distributed and heteroge-
neous software entities, ranging from embedded systems
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controlling mission-critical vehicle functions to OTA updat-
able modules and user-facing applications. While these data
are invaluable for improving vehicle performance, enabling
predictive maintenance, creating new business opportunities
and enhancing user experience, they also impose signif-
icant burdens on OEM infrastructures—raising costs for
data collection, transmission, storage, and analysis, and
straining bandwidth and computational resources. Additional
resources need to be in place to adhere to sensible data
privacy policies. To mitigate these challenges, cognitive data
sampling methods are crucial. Rather than collecting all
data indiscriminately, these methods use contextual cues to
prioritize what is most relevant.

Contextual categories for data sampling in SDVs include
several strategies tailored to optimize efficiency and rel-
evance. Time-based sampling collects data according to
temporal patterns, such as seasonal variations or peak
usage periods. Location-based sampling focuses on data
from specific geographic regions, particularly those with
distinctive road infrastructures. Event-based sampling is
triggered by specific operational, environmental, or regu-
latory events, such as over-the-air (OTA) updates, weather
anomalies, or compliance checks. Finally, adaptive sampling
dynamically adjusts data collection rates in response to
real-time conditions like system health, resource limitations,
or detected anomalies. For example, it may increase sampling
during unexpected behavior or apply energy-aware strategies
in electric vehicles.

To ensure sampling accuracy, statistical methods such
as stratified sampling can be employed to maintain rep-
resentativeness across vehicle types, usage patterns, and
environments. In addition, achieving an optimal balance
between cloud and edge computing is essential. Edge
computing enables low-latency, real-time decisions (e.g.,
collision avoidance), while cloud platforms provide scal-
able storage and Al-driven insights from aggregated data.
Strategic workload distribution across these layers ensures
efficiency and performance.

Additionally, smart and targeted data sampling with
appropriate consumer consent can also be important for
consumer confidence. A spate of recent data leaks from
vehicles has raised consumer unease on the subject. Instead
of a broad-brush data collection, a more precise and limited
approach, i.e., collect only what is necessary for a service, can
put consumers at ease.

E. CONTEXTUAL OBSERVABILITY

Observability, defined as the ability to infer system internal
states from its external outputs, is underdeveloped for SDVs
and is critical for their safe and reliable operation. Efficient
real-time data collection and analysis are required to adapt to
dynamic environments. Key capabilities include continuous
monitoring to detect outages, bottlenecks, or operational
anomalies; causal inference to identify root causes and
contributing factors behind detected issues; and automated
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incident response to enable real-time resolution, reducing
downtime and maintaining system availability.

In the context of SDVs, emerging frameworks such as
ASAM’s SOVD (Service-Oriented Vehicle Diagnostics) [59]
and cloud-integrated telemetry pipelines, often built on
open-source tools like Prometheus and Grafana, are being
explored to support scalable, real-time observability. Observ-
ability platforms such as Grafana, Elastic, Dynatrace, Cisco
Systems (Splunk), Chronosphere, New Relic, Logz.1O, and
SigNoz [60] provide foundational support but typically rely
on correlation-based analyses. Integrating causal Al [61]
techniques, including causal discovery, identification, esti-
mation, and validation, will elevate observability preci-
sion. Moreover, these systems should incorporate critical
contextual information such as Service Level Objectives
(SLOs), OTA deployment logs, network conditions, peak
load metrics, and environmental factors to ensure optimal
insights and adaptive behavior. By enriching raw telemetry
with this contextual information, the observability system
can distinguish true anomalies from expected transients. For
instance, it can recognize that a sudden CPU spike coinciding
with a large OTA rollout is a normal, scheduled workload
rather than a performance fault. This contextual awareness
prevents false alarms, dynamically adjusts alert thresholds
during known high-load periods, and ensures that alerts only
trigger when deviations fall outside the bounds of planned
updates and operational parameters.

VI. CONCLUSION

The shift toward Software-defined Vehicles (SDVs) is
redefining the automotive industry by moving from
hardware-centric systems to software-driven platforms. This
evolution introduces modular architectures, continuous over-
the-air (OTA) feature delivery, and new service-oriented
business models such as Feature-as-a-Service (FaaS). While
these advancements promise significant benefits, they also
introduce substantial challenges in areas such as safety,
scalability, reliability, and cost. These issues are especially
complex for traditional OEMs and their supply networks.
Addressing them requires the adoption of agile development
methodologies and continuous integration and delivery
(CI/CD) practices, while maintaining automotive-grade
quality standards.

This paper presented a systematic review of the SDV
landscape, highlighting both the intensity and imbalance
of contributions from academia and industry. Academic
research often focuses on foundational technologies and
architectural concepts, whereas industry patents tend to
emphasize system integration and commercialization. There
is a need for stronger collaboration between academia and
industry to bridge the current gap among practitioners,
students, and researchers.

The review also identified critical challenges including
fragmented certification protocols, the economic manage-
ment of software as a strategic asset, insufficient tools for
testing and validation, and increasing repair and maintenance
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costs. Additional hurdles include the need for resilient soft-
ware operations across vehicle and cloud systems, scalable
hardware platforms, evolving supply chain structures, and
effective governance of vehicle data. Moreover, the lack of
open datasets, testbeds, and simulation platforms continues
to hinder reproducibility and slow progress in key areas such
as anomaly detection and contextual observability.

This paper highlighted several future directions and
research opportunities to address these gaps and unlock
the full potential of SDVs. Key priorities include fostering
ecosystem collaboration, adopting open innovation models,
and advancing the development of open datasets, educational
simulators, and testbeds. Further research should also focus
on establishing quantifiable Quality of Experience (QoX)
metrics, developing cognitive data sampling methods, and
enhancing contextual observability frameworks.

SDVs represent more than a technological progression;
they signify a systemic and unprecedented transformation
of the automobile into a continuously evolving, software-
defined digital platform. Realizing this vision will require
coordinated efforts across innovation, regulation, infrastruc-
ture, and human capital development to enable a scalable and
sustainable software-centric mobility future.
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